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FOREWORD

The existence of operational problems 1n the tri-services resulting from the effects of
electromagnetic energy has been documented 1n numerous military exercises and survey reports.
These electromagnetic incompatibilities led to mission aborts and costly delays, thereby reducing
the operational availability of military platforms, systems and equipments. The severity of
military electromagnetic environments (EME), the damaging effects of electromagnetic (EM) problems
to personnel, ordnance, fuels, and other equipments, and the degraded equipment performance
and security underscore the mportance of electromagnetic compatibility (EMC}. The incompat-
1bilities are traceable to the following:

Platforms, systems and equipments were not being designed to operate 1in their intended
electromagnetic environment

Deficiencies 1n management, planning and control of the efforts necessary to achieve
EMC wncluding the definition and transfer of responsibilities and information from
the Acquisition Program Manager to the Logistics Manager

Experience has shown that the desired degree of EMC can best be achieved by first 1dentifying
the operational EM environment and then defining and adhering to proper design, development,

-test, production and installation requirements and procedures, and continuing with adequate
maintenance and support measures throughout the 11fe cycle. EMC must be considered as a principal
design parameter with the magnitude, scope and leve) of the effort tailored to the specific
type and mission of the platform, system or equipment and the program phase. Emphasis must
be placed on implementing practical requirements and procedures to meet the desired EMC requirements
with available resources, while still meeting the i1ntended mission requirements.

To accomplish this, an effective program of EMC management, assessment, engineering and
configuration control 1s required and must be integrated into the overall design and engineering
effort from early i1n the conceptual phase and throughout the 1ife cycle.

Under most circumstances 1t is wmpractical to consider after-the-fact fixes. Experience
has shown that correction of EM problems after an equipment or system is designed or in operation
always 1nvolves considerable expense, and yields less than optimum results. For this reason,
the Department of Defense (DoD) has required the implementation of specific efforts to deal
with EMC matters from the early conceptual and design phases, and throughout the 11fe cycle
and requires.

Early determination of EMC requirements
Achievement of total system EMC in the operational environment

Attainment of built-in EMC in the design of electronic systems, rather than resorting
to after-the-fact remedial measures

Assurance that EMC can, wn fact, be achieved; or,if not, duly considered and remitted
in favor of overriding operational necessity

Establishment of control procedures to correct EM problems throughout the life cycle

This handbook provides guidance for establishing an effective EMC program throughout the
1ife cycle of platforms, systems and equipments. In addition, 1t 1s assumed that the manager
has a background which 1s primarily managerial. Compliance with these guidelines dictates
the size of the document. A summary of EMC milestones and tasks 1s depicted on FIGURE 1,
If additional general management information 1s desired, 1t 1s suggested that Naval Ocean Systems
Center Technical Document, TD 108 Project Managers Guide, or any other comparable document,
be reviewed.
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1. SCOPE

1.1 Scope. This document 1s intended to provide managers responsible for the design,
development and acquisition of DoD platforms, systems and equipments with the guidance necessary
to establish an effective program for achieving the desired degree of EMC. The handbook describes
the steps which must be taken to ensure that EMC considerations are incorporated during the
11fe cycle to achieve the desired compatibility for the 1:fe cycle of the platform, system,
or equipment,

1.2 Aggl1cab111tz. Provisions of this handbook are to be applied by procuring agencies,
and by development and operations activities at appropriate times during the life cycle of
any platform, system or equipment which emits or which can be susceptible to electromagnetic
energy. For example, the handbook is applicable as follows:

a. During acquisition to assure visibility, accountability, and controllability
of the EMC effort, as well as 1ts integration i1nto the overall program

b. During the design process to assure a coherent design, management awareness
and cost effective tarloring of applicable EMC standards and requirements

It may also be applied by contractors as a guide for establishing and 1mplementing an EMC program
during the contract phase.

1.3 Format. To assure early consideration of EMC as well as to provide the necessary
continuity for achieving and monitoring the required EMC, the guide follows the framework of
the life cycle for platforms, systems and equipments. Section 4 describes the overall approach
which should be taken during the life cycle for EMC. Section 5 describes specific actions
which must be taken by the manager to implement the approach in Section 4. Together these
actions describe the steps which must be taken during the 11fe cycle and the responsibilities
of the manager for ensuring that his equipment, system, installation or platform is not only
compatible within itself (that is, self-compatibility) but has a high probability of continued
operation, within acceptable tolerances, with other systems and platforms in its intended EME.
The appendices describe in greater detail the various aspects of EMC which are to be implemented
by the manager, and include:

EME

Prediction and Analysis

Tailoring General EMC Standards to EM Operational Requirements
Checklist for Major EMC T&E Planning Considerations (Navy)

EMC Training

Frequency Management and Control

Configuration Management

EMC Considerations in Program Documents

EMC Bibliography for Managers

1.4 Relationship between EME and EMC. The electromagnetic environment in which military
platforms, systems and equipments must operate is created by a multitude of sources. Primary
contributors are intentional, unintentional, friendly and hostile emitters. Electromagnetic
pulses, atmospheric, solar and galactic emissions, lightning, and the like, are other sources.
The contribution of each emitter to the environment may be described in terms of its technical
characteristics, such as power, modulation, frequency, bandwidth and so forth. Effects depend
on the receiver's characteristics, relative locations of emitters and receptors, operational
concepts, and so forth. However, it can be concluded that the EME can adversely affect all
electronic, electro-optical, electrical and electromechanical equipments and systems, personnel,
fuels, and weapons,

1.4.1 Terminology. Various terms have been used to describe the programs established
to reduce or prevent adverse effects from electromagnetic energy. These terms include: EMC,

EMI, EMV, EMP, ECCM, EM-power, P-static, HERO, EME, E3, HERF, HERP, and RADHAZ. To avoid confusion,
the term EMC w11l be used in thi1s document and encompasses any source of electromagnetic energy
and any type of potential victim.
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1.4.2 Intra-system versus inter-system. EM interactions between elements of a system
are termed intra-system EMC whereas EM interactions between systems are inter-system EMC.
This concept may be extended to platforms by considering EM interactions between equipments
and systems on a platform as intra-platform EMC whereas interactions between the platform and
its EM environment or other platforms are considered inter-platform EMC.

2. APPLICABLE DOCUMENTS

2.1 Government documents. The following documents, of the i1ssue listed in the Department
of Defense Index of Specifications and Standards (DoDISS) and 1ts supplements, form a part
of this document to the extent specified herein. The date of the applicable DoDISS and supplements
thereto shall be as specified in the solicitation.

SPECIFICATIONS
MILITARY
MIL-E-6051 Electromagnetic Compatibility Requirements,
Systems (Aircraft And Associated Weapons
Systems)
STANDARDS
MIL-STD-449 Radio Frequency Spectrum Characteristics,
Measurements Of
MIL-STD-461 Electromagnetic Emission And Susceptibiiity
Requirements For The Control Of Electromagnetic
Interference
MIL-STD-462 Electromagnetic Interference Characteristics,
Measurement Of
MIL-STD-463 Definitions And System Of Units, Electromagnetic
Interference And Technology
MIL-STD-469 Radar Engineering Design Requirements, Electro-
magnetic Compatibility
DOD-STD-480 Configuration Control - Engineering Changes,
Deviations And Waivers
MIL-STD-1605 Procedures For Conducting A Shipboard Electro-
magnetic Interference (EMI) Survey (Surface Ships)
HANDBOOKS
MIL-HDBK-235 Electromagnetic (Radiated) Environment Consider-
ations For Design And Procurement Of Electrical
And Electronic Equipment, Subsystems And Systems
PUBLICATIONS
INSTRUCTIONS
OPNAVINST 1500.8 Preparation And Implementation Of Navy Training

Plans (NTP) In Support Of Hardware And Non-
Hardware Oriented Developments

OPNAVINST 2410.11 Procedures For The Processing Of Radio Frequency
Applications For The Development And Procurement
0f Electronic Equipment

OPNAVINST 3960.10 Test And Evaluation

NAVMATINST 2410.1 Electromagnetic Effects (E3) Policy Within
The Naval Material Command (NMC)
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Manual Of Regulations And Procedures For
Radio Frequency Management

{Copres of specifications, standards, handbooks, and publications required by contractors
1n connection with specific procurement functions should be obtained from the procuring activity
or as directed by the contracting officer.)

3. DEFINITIONS

3.1 Definitions.

The definitions 1ncluded 1n MIL-STD-463 and MIL-HDBK-235 shall apply.

3.2 Acronyms and abbreviations. The following are EMC related acronyms and abbreviations

of terms used in this handbook:

ASEMICAP

CASREP
CEP
COMOPTEVFOR
CONAR
E3
ECAC
ECCM
EED
EM, em
EMC
EMCAB
EMICP
EMCON
EMCPP
EME
EMI
EMP
EMR
EMV
HERE
HERF
HERO
HERP
PK
P-Static
RADHAZ

Air Systems Electromagnetic Interference Corrective Action
Program

Casualty Report

Circular Error Probability

Commander, Operational Test and Evaluation Force
Commanding Officer's Narrative Report

Electromagnetic Environment Effects
Electromagnetic Compatibility Analysis Center
Electronic Counter-Countermeasures
Electro-Explosive Device

Electromagnetic

Electromagnetic Compatibility

Electromagnetic Compatibility Advisory Board
Electromagnetic Interference Control Plan
Emission Control

Electromagnetic Compatibility Program Plan
Electromagneti¢ Environment

Electromagnetic Interference

Electromagnetic Pulse

Electromagnetic Radiation

Electromagnetic Vulnerability

Hazards of Electromagnetic Radiation to fquipment
Hazards of Electromagnetic Radiation to Fuels
Hazards of Electromagnetic Radiation to Ordnance
Hazards of Electromagnetic Radiation to Personnel
Probab1lity of K111

Precipitation Static

Radration Hazards to Personnel

4. INCORPORATING EMC DURING PROGRAM LIFE CYCLE

4.1 General. Management and engineering personnel must establish and implement a procedure
for 1ntegrating EMC into the various phases of the 11fe cycle of platforms, systems and equipments.
This approach is required to assure early consideration of EMC as well as to provide the necessary
continuity for achieving and maintaining the required EMC. The approach, in the case of a
complex system usually includes modeling, analyzing, symuTating and testing to determine emission
and susceptibility characteristics and operational constraints. Final requirements are postulated
by tailoring of general standards to the peculiar characteristics and operational requirements
of the 1tem 1n 1ts wndividual specification.
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4.2 Life cycle flow.
are generally delineated as:

Production
Deployment

The principal phases in the 11fe cycle of a major system or platform

Concept Development
Concept Validation
Full Scale Development

Numerous departmental and agency directives contain the policies which define the activities

and decisions made during each phase. A flow diagram depicting an approach designed to integrate
an EMC program into the overall acquisition process for major defense systems is shown -on FIGURE 1.
The relationship between these activities and specific actions required by the manager 1s

presented in other sections

and the appendices of this guide. The EMC documents which may

be used to assist in carrying out these actions are listed in APPENDIX I.

4.2.1 Concept development. During this phase, technical and financial baselines for

a development and acquisition program are established. Included are definitions of required
operational capability, doctrines and specific material requirements. Critical technical and
operational issues will be identified for study and resolution in subsequent phases, whereas

performance characteristics
and a request for quotation

are established only in general terms. A statement of work (SOW),
(RFQ) will be prepared where required. Outputs of this phase

are alternate concepts, estimated operational schedules and estimated procurement costs. ODuring
this phase, proper consideration of EMC will have a significant impact throughout the life
cycle. For example, preliminary selection of operating frequency band modulation and other
technical parameters must be consistent with established international and national frequency

management policies. Also,

an assessment of the ability of a system to perform 1ts function

during its life cycle must include a threat analysis using both the friendly and hostile EM
environment which may be encountered. These factors must be addressed not only in performing
trade-off studies and risk assessments, but also in estimating total program costs. The culmination

of these activities will be

the first major design review by the Defense Systems Acquisition

Review Council (DSARC 1), the program initiation decision.

4.2.1.1 EMC tasks during concept development. EMC tasks which should be addressed during
this phase of the program are as follows. It is recommended that the program manager
either consult with the EMC authority within his activity or designate an EMC Task Manager
to support him on EMC matters throughout the program life cycle.

°
.
. Establish an
.

(see 5.3 and
°

APPENDICES A

Prepare EMC Program Plan (EMCPP) (see 5.4)
Budget for EMC effort during pro?ram

EMC Advisory Board (EMCAB) (see 5.5)

Determine spectrum requirements and submit request for frequency allocation

APPENDIX F)

Define EM environment which may be encountered during life cycle (see 5.6 and

and C)

. Perform an analysis to determine if proposed system or platform can operate

in the antic

ipated EM environment (see 5.6 and APPENDIX B)

™ Establish initial EMC requirements for system or platform (see 5.6 and APPENDIX C)

. Update EMCPP

and refine schedules and cost estimates

4.2.2 Concept validation. The primary objective of this phase is the selection of the

single concept which will be carried out through full scale development. To accomplish this,

the estimates made in the concept development phase must be refined. Areas of risk must be
reassessed to assure that they have been adequately defined and can be resolved or minimized.
Frequently, this phase includes the construction of prototypes to evaluate operational, technical
and environmental factors as well as to refine costs. An SOW and RFQ for research and development
contract support will be prepared, when required. The studies, analyses and testing 1s culminated

in the second design review
full scale development.

, DSARC II, where a decision 1s made as to whether to proceed to
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4,2.2.1 EMC tasks during concept validation. EMC tasks which should be addressed where
applicable during this phase of the program are as follows

Continuation of EMCAB (see 5.5)

Review and update anticipated EME (see 5.6 and APPENDICES A and ()

Refine analyses to determine 1f proposed system or platform will satisfactoraly
operate 1n the latest estimated EME

Define acceptable performance criteria

Evaluate EMC standards and criteria, EM environment and acceptable performance
criteria to determine if system or platform w11l meet general EMC criteria (see
5.6 and APPENDIX B)

Develop tailored EMC requirements for acquisition and corresponding SOW for
preparation and submission of contract data i1tems (see 5.6, 5.7, 5.8.3, 5.8.4
and APPENDIX C)

Submit request for developmental frequency allocation (see 5.3 and APPENDIX F)
Specify operability analyses and testing requirements for inclusion in the Test
and Evaluation Master Plan (TEMP) (see 5.8 and APPENDIX D)

Refine cost estimate for EMC effort, including testing

Update EMCPP

4,2.3 Full scale development. The primary objective of this phase 1s the design and

fabrication of a system or platform in accordance with requirements tailored to the specific
procurement, mission, environmental factors, and so forth. The system or platform must be

fully evaluated and tested to verify that the design not only meets 1ts specifications, but

that the system or platform satisfactorily performs its stated missions in the operating environment.
This phase must also provide the documentation, including testing and analysis reports, to

enable a decision as to whether to proceed to production. Approval for Service Use must be

obtained prior to proceeding to production. An SOW and specification will be prepared and used

for the development contract.

4,2.3.1 EMC tasks during full scale development. EMC tasks which should be addressed
during this phase of the program are as follows:

Continue EMCAB (see 5.5)

Finalize EMC specification and SOW for acquisition of pre-production model.

This includes requiring the preparation and delivery of contract data items,
such as EMC control plans, test plans and test reports (see 5.7, 5.8.3, 5.8.4
and APPENDIX C)

Review and comment on contractor's data i1tems

Monitor and review Engineering Change Proposals (ECP's) and requests for waivers
to contract EMC requirements (see 5.9 and APPENDIX G)

Develop and wmplement comprehensive program to demonstrate by simulation, analysis
and test that the system or platform will perform its mission in the operational
EM environment. The testing program will be described 1n the TEMP or Test and
Evaluation Plan (TEP) (see 5.8 and APPENDIX D)

Submit request for assignment of specific frequencies for testing (see 5.3 and
APPENDIX F)

Document EMC aspects of maintenance, production and training plans {see 5.10 and
APPENDIX E)

Develop EMC specification requirements for inclusion 1n production contract (see
5.6 and APPENDICES A, B and C)

Develop installation criteria and guidance to preclude EM problems

Submit request for operational frequency allocation (see 5.3 and APPENDIX F)

4.2.4 Production. This phase encompasses the program from approval for production (DSARC II)
to delivery and acceptance of the last 1tem being procured. Acceptance tests will be performed
to demonstrate conformance to the requirements in the production specification as well as to
assure satisfactory performance when the 1tem 15 1n Operational use. Strict gquality control
methods are required to insure that proposed changes to the configuration do not degrade the
performance of the item nor cause degradation to other systems or platforms. When acquisition 1s
complete, responsibility to support the system or platform 1s turned over to the logistics

manager.
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4.2.4,1 EMC tasks during production. EMC tasks which should be addressed during this
phase of the program are as follows.

) Review and approve proposed EMC tests and reports for acceptance tests

. Perform special EMC acceptance tests (see 5.8 and APPENDIX D)

. Finalize EMC aspects of 1ntegrated logistics support (ILS) maintenance and train-
ing plans (see 5.10 and APPENDIX E)

. Develop and document frequency management and usage plan {see 5.3 and APPENDIX F)

. Update EMCPP and turn it over to the logistics manager

. Ensure ECP's are reviewed for EMC mpact (see 5.9 and APPENDIX G)

] Include EMC Condition Report 1n platform status report of design, maintenance

and support deficiencies

4.2.5 Deployment. This phase begins with the acceptance of the first operational system
or platform and extends unt11 all are phased out of the inventory. There 1s usually an overlap
with the production phase. In-service performance must be monitored by a reliable, established
feed-back system to detect, report and correct operational problems. Any modifications, ECP's
and overhaul plans must be reviewed 1n accordance with the program configuration control system.

4.2.5.1 EMC tasks during deployment. EMC tasks which should be addressed during this
period are as follows:

] Implement maintenance, training and frequency management and usage plans 1including
activation of procedures for EM problem reporting and requests for assistance

() Investigate and fix EM problems as may be reported by a formalized reporting
process

) Maintain configuration control during systems modifications. ECP's must be
reviewed for EMC wmpact.

4.3 Procedural method for addressing EMC. TABLE I and FIGURE 1 summarize the procedures
described in 4.2 and provide the program manager with an orderly and coherent approach for address-
1ng EMC 1nvolving platforms, equipments and systems. Although the specific design and acquisi-
tion procedures may differ depending on whether the procurement 1s for a platform, system or
equipment, the overall approach for ensuring EMC 1n the end product is essentially the same.

In cases where the detailed design and production is done by the contractor, the project manager's
major responsibilities 1n EMC are to define the applicable EMC reguirements and monitor the
contractor's efforts to comply with the requirements. In cases where the detailed design 1s

done by the procuring activity and a contractor is responsible for production in accordance

with Government-furnished information (GFI), the program manager must, i1n addition to the above,
conduct all aspects of the EMC effort, including establishing installation criteria, performing
analyses, and so forth. In any case, the program manager may delegate these responsibilities

to the EMC authority in his activity or he may establish an EMCAB to provide advice and assist-
ance so that he can carry out the responsibilities, or a combination of both approaches.

4.3.1 Design methodology. Electromagnetic compatibility can be achieved through proper
design, development, test and production methods, accepted installation practices and 1ife cycle
maintenance and support. To be effective, the design methodology must provide a clearly defined,
coherent approach for preventing electromagnetic problems and for achieving the required electro-
magnetic compatibility. Normally, electromagnetic compatibility will not be attained unless
these aspects are emphasized by management in an EMC program established early in the conceptual
and design phases of equipment and systems. An example of the methodology for addressing ship
EMC 1s shown 1n TABLE II. FIGURE 2 11lustrates graphically the key elements mmpacting platform
EMC.
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TABLE II1. Sample procedural method for addressing ship EMC.

[ Ship Acquisition Program (SHAPM)
. Generate EMC program plan (EMCPP) - update as required
° Designate EMCAB members and liaison personnel {Ship Design Agent {SDA) and
participating managers {PARM))

[LEMCAB/SDA/PARM ]

. Generate EMC contro) plan (EMCCP) - update as required
. nventory proposed atform
[ T T

opside - Intersystem structural components
- Antenna & cabling
[} Below deck - Systems & equipment
- Cabling & arrangement

) Recognize any system EMC requirements that must be i1ncorporated into ship spec.
) Taylor specs to fit mission requirements & incorporate into ship eqpt spec

] Establish EMC data base from proposed design/modernization specifications
1
.

) dent1fy problems
EM problems which may be 1dentified prior to detailed analysis

] Ident1fy potential EMC problem areas that need to be subjected to analysis

SDA
) Predictive analysis (performed by SDA - directed & approved by EMCAB)
~ Inventory proposed environmental elements
- Essence of analysis protective margin calculations
-~ Inityal gross analysis to resolve problems, and to 1dentify potential EMC
problem areas requiring further analysis.
. Define problem & data required for solution
0 etailed analysis and recommended solutions (options)
(] Determine ship 1mpact based on options
. Make recommendations to ship program manager (SPM)

. Final d1s§os1t1on of problems (options selected)
() ontract for solution

SHIPYARD

Ship construction/industrial availabilities
Installation and design

EMC test plan »ntegrated in ship test program
Acceptance tests

[ FLEET LOGISTICS MANAGER ]

. Transfer of responsibilities from SHAPM to SLM

. Ship status rept of design, maintenance & support deficiencies (SHAPM)

- EMC condition report with SHAPM
Update EMCPP with SLM
EMC requirements in 1in-service support plan
EMC feedback to detect and correct EMC problems
Review for EMC.
e Fleet modernization plans
. Conversion plans
. Other industrial availabilities

’e

“T ] Primary responsible activity
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5.  PROGRAM MANAGER RESPONSIBILITIES

5.1 General. This section 1dentifies the manager's responsibilities in establishing a
workable and effective EMC program which w11l ensure design, procurement and operation of an
end product which meets the required EMC criteria.

5.2 Program milestones and tasks. The following tasks are essential for preventing EM
problems and are discussed in greater detail i1n other paragraphs and appendices of this handbook.

Frequency management

EMCPP

EMCAB

Development of applicable specification requirements
Require and review EMI control plan

Test and evaluation, including test plans and reports
Configuration management and control

EMC training program

The depths to which these areas are applied on a program depend on costs schedules, risks asso-
clated with not covering area in the program, and goals. The proper application of management
controls, electromagnetic compatibility controls and practices can lead to a successful program.

5.3 Frequency management. For telecommunications equipment and systems, the action required
by the program manager 1s first to initiate a request, where applicable, for an experimental
frequency allocation on DD Form 1494. Data on the form are reviewed for conformance to interna-
tional, national and DoD criteria. Approv»1 of a frequency allocation request provides an
authorization to utilize defined frequenc, bands or frequencies to accomodate a specific function.
As the program progresses through development and eventually into procurement, requests for
frequency allocations must be updated. An approval 1s required before a contract can be let.
However, such approval does not provide authorization to operate an equipment on a specific
frequency within the tuning range of the equipment. For this, a frequency assignment 1S required.
The program manager 1s responsible for submitting all requests for frequency allocations (DD
Form 1494's) 1n accordance with the latest departmental instructions. In the case of the Navy,
OPNAVINST 2410.11 provides the procedures f. the submission of the form. In all cases, failure
to comply with the international, national and DoD EMC criteria could result n demial of the
request.

5.3.1 Freguency allocation data. When frequency allocations are required, the following
wi1ll be provided:

. For each situation requiring a frequency allocation, appropriate data will be
provided by the procuring activity through their frequency management offices.

When specific contracts exist, contractors should be requested to provide the

appropriate data to the procuring activity. The submission of a DD Form 1494,

Application for Frequency Allocation 1s normally required when any of the

following conditions exist:

a. Sufficient information becomes available during the experimental stage on
the intended use and feasible frequency lvmts of a proposed system or
equipment to warrant consideration of a specific allocation.

! b. A system or equipment 1s being considered for development.

¢c. Procurement of a commercial item for military use is being considered.

] In addition, an amended DD Form 1494 should be submitted to correct previous
application when:

a. Experimental leads to development, or development leads to production for
operational use.

b. A new military scenario 1s planned for a previously approved system or
equipment,

¢. The needs exi1st to alter any of the conditions of an existing frequency
allocation regarding equipment characteristics, nomenclature or operational
environmental conditions.

11
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5.3.2 Contractor frequency assignment applications. As noted n 5.3, an allocation does
not give authority to operate on a specific frequency. Following allocation, the military
departments may assign frequencies for use by a contractor having a valid contract, for contractor
operations:

a. On a military installation, or
b. At a contractor's plant

under control of the installation commander or a military department representative, respectively.
Requests for military department frequency support should be through appropriate channels.

If neither a. nor b. 1s the case, the contractor should request frequency support from the
Federal Communications Commission (FCC) by filing an FCC form to obtain a station license.
Coordination between contractors and cognizant procuring activities 15 recommended before action
1s taken.

Additional information on frequency management 15 contained 1n APPENDIX F.
5.4 EMCPP. For the Navy, NAVMATINST 2410.1 requires that all Naval Material Command (NMC)

activities prepare a plan upon 1nitiation of the development of all equipments, systems and
platforms which involve the use of electromagnetic radiations.

The EMCPP 1s to be prepared by the program manager and 1s the top level management document
for the EMC program to be conducted during the design and acquisition of the equipment, system or
platform. It 1s initiated n the earliest stages of system development or procurement, and 1ts
emphasis is on policy, philosophy, and management of the EMC program to be implemented and the
analysis techniques and general design guidance to be employed.

To achieve the greatest EMC engineering benefits, management and engineering personnel must
establish the necessary EMC program early in the conceptual and design phases. The plan should
document clearly defined tasks and milestones. The EMC effort must be tailored to the specific
operational requirements, environment, type of contract, quantity, type and phases of procure-
ment cost-effectiveness to meet the goals of the program to, above all:

] Assure efficient integration of engineering, management and quality assurance
tasks in providing for the required level of EMC.

(] Assure continuous traceability of EMC requirements and design alternatives through-
out the program so that the sources and impact of design changes and deficiencies
1n equipment and subsystems, and the impact of contractual requirements are promptly
determined, accurately 1dentified and properly communicated.

The EMCPP will define the overall management, organizational and technical framework of the
EMC program for a particular project (equipment or platform) and w11l present the proposed imple-
mentation of the program. The EMCPP applies to the conceptual design, preliminary design, con-
tract design and construction phases of the acquisition of the specific equipment or platform.

The EMCPP should accomplish the following:

" Describe the organization which w11l manage the EMC program.
Assign responsibilities for EMC.
Provide authority for EMC-related actions.
Specify the proposed wmplementation of the EMC program.
Relate EMC tasks to the appropriate phases of the acquisition phases.

The EMCPP 1s to be updated to remain applicable to project EMC needs as the program progresses
from conception to production and, eventually, to operation. Content requirements are provided
in DI-R-7096.
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5.5 EMCAB. An EMC advisory board, hereafter called the EMCAB, can be established by the
program manager as a major resource for review, advice and technical consultation on all EM
aspects of the program. Experience has shown that a board should be established for all new
platforms, platform modernizations and major complex systems.

5.5.1 EMCAB responsibilities. The EMCAB's responsibilities should be determined and
defined when the board's charter is established. The responsibilities can include any or all
of the following:

¢ Assist n generating the EMCPP,

®  Assist in 1dentifying and resolving potential operational EM problems that may
be 1dentified during the design, development or procurement.

¢ Participate in the scheduled design reviews during the development phase.

L Serve as a formal adjutant to the procuring activity's configuration control
process concerning EMC matters,

] Review predicted and reported EM problems to determine their applicability as
potential problems 1n the specific procurement.

) Direct required tasks and analyses, and report findings via appropriate channels
for action.

5.6 Development of applicable specification requirements. The complexity of EM problems
reguires specification requirements tailored specifically to mission and mission requirements
including the intended EM operational environment. It is through the application and tailoring
of general military EMC standards that this can be accomplished. Compliance with general military
EMC standards, by 1tself, can result, in some cases, 1n unnecessarily costly design-to requirements,
and n others, requirements that are inadequate for a particular operational environment. EMC
requirements must be tailored to specific needs with program risks and costs considered and
trade-offs established. The application and tailoring of EMC standards and requirements is to
be based on adequate analysis and should be initiated in the conceptual phase of system acquisi-
tion, updated, as required during the acquisition process. Tailoring of EMC requirements by
program managers 1s reflected 1n the preparation of solicitation documents. Tairloring takes
the form of deletion, alteration or addition to the EMC requirements. In tailoring the require-
ments, the depth of detail, level of effort required, and the output data expected should be
defined. Subsequent tailoring of EMC requirements may be recommended by the contractor but 1s
subject to approval by the Government during contract negotiations. The agreement reached on
the engineering effort will be reflected 1n the resultant contract. Additional factors to be
considered when tailoring are ‘described 1n APPENDIX C.

5.6.1 EMC analysis and prediction. One of the most vital elements of the EMC program 1s
analysis and prediction to 1dentify and prevent electromagnetic problems. It 1s far less costly
to analyze, predict, and control potential problems related to EMC at the outset than to be
overtaken by problems late in the schedule - problems whose solutions are usually extensive,
time-consuming and costly.

An EMC analysis should include the following:

Intended operational EM environments

System design concepts

Mission requirements

EM characteristics of interfacing equipments and systems
Signal flow, power distribution and installation diagrams
Equipment EM characteristics

The program manager will define the nitial or baseline EMC requirements that will be i1ncluded
1n the request for proposal (RFP) or invitation for bid (IFB) including anticipated uses or
platforms for the 1tem. The RFP or IFB should specify the tailored EMC requirements which the
equipment or system will be required to meet (see APPENDIX B). Subsequent to an RFP or IFB,
the bidder may determine the adequacy of the baseline requirements, If they are not considered
feasible, the bidder may propose alternate requirements. The mission objectives, operational
electromagnetic environment, minimum acceptable system functional requirements and desired
technical performance as stipulated in the RFP or IFB should be examined for consistency and
attainability.
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Subsequent to contract award, the contractor should be required to perform other analyses ~
and predictions for critical i1tems, including their simulation 1n the intended operational EME.
Effective use of EMC analysis and modeling techniques can be made so as to provide the sufficient
EM data and preclude the need for many specific tests which are usually called out for EMC programs.

5.7 Require EM] control plan (EMICP). EMICP's are required by MIL-STD-461 for equipment
and MIL-E-605] for aerospace and associated weapons systems. Content requirements for these
control plans are specified in exi1sting Data Item Descriptions (DIDs), DD Form 1664's,for these
documents. The EMICP w111 not be prepared, delivered or updated, unless specifically required by
the SOW and the Contract Data Requirements List {(CORL), DD Form 1423. When required by the
contract, the EMICP 1s prepared by the contractor, submitted for review and approved by the
program manager and EMCAB. The EMICP is a more specific technical document than the EMCPP.
The EMICP is a document that 1dentifies how all EMC requirements will be implemented. It contains
summaries of parts of the EMCPP, where applicable, but also emphasizes the specific techniques
to be employed i1n the system or platform of interest. It basically is a detailed, yet compre-
hensive, account of all those things which will be done in the EMC Program to ensure meeting
contractual EMC requirements 1n the end product. The EMICP describes 1n detail the contractor’'s
effort used for controlling electromagnetic environmental effects, beginning with program
tnitiation, through final design and production, and throughout the operational 1i1fe of the system
being procured.

5.8 Test and evaluation. The objective of EMC testing 1s to obtain a reasonable degree
of confidence that a system and 1ts integral components will function 1n a specified manner 1n
their intended operational environment. A measurement program is necessary to determine compliance
with the contractual EMC requirements (intra-system and inter-system EMC, emission and suscept-
ib1lity). Critical test points should be specified for circuits suspected of having low suscept-
ib11ity margins and these circuits then categorized by degree of mission criticality. Measurements
shall be made in accordance with the applicable military standards and an approved test plan.
The data obtained by the various measurements form the basis for acceptance or rejection, and
the action to be taken to correct operational deficiencies or malfunctions. Unless otherwise
specified by the procuring activity, the contractor will be responsible for the performance
of all tests required to demonstrate compliance with the contractual EMC requirements. The i
Government reserves the right to witness any of the tests i1n this or any of the referenced et
documents, when such tests are necessary to assure conformance with requirements. Additional
information on Navy's Test and Evaluation (T&E) considerations is contained in APPENDIX D.

5.8.1 Test and evaluation master plan (TEMP). The TEMP is the controlling management
document which defines the test and evaluation for each acquisition program. It contains the
1ntegrated requirements for the developing agencies for development,test,and evaluation (DT&E)
and in the Navy, Commander,Operational Test and Evaluation Force (COMOPTEVFOR) for operational
test and evaluation (OT&E), and the schedules and resources required for accomplishment. The
TEMP is prepared early in each acquisition program and will be reviewed at least annually and updated
as necessary to incorporate significant results achieved and changes n plans and milestones.

DT&E relative to EMC for the four major phases 1s as follows:

() During the conceptual phase to support initiation decisions to proceed with
development.

] During validation phase to demonstrate that design risks are irdentified and
acceptable to the procuring activity.

o During full scale development, it 1s crucial that tests demonstrate that the
design meets the specified performance in the anticipated EME.

[ After the first major production decision, to verify product 1mprovement or correct
deficiencies discovered during operational evaluation (OPEVAL), follow-on test
and evaluation (FOT&E) or Fleet employment.
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OT&E to ndependently address EMC s not generally required. However, any OT&E testing
should be conducted 1n the most realistic EME and have provisions for monitoring and reporting
adverse EM effects. In the case of systems, Production Acceptance T&E (PAT&E) may be required
to assure that the 1tem meets requirements. For a platform (1n particular ships) PATLE 1s a
vital part of the EMC T&E because this may be the first twme all the equipment and systems can
be tested and evaluated as a unit. Since T&E provides the basis for key decisions, the TEMP
must be periodically reviewed to assure that the T&E 1s complete and comprehensive. For less
than major programs, the T&E is governed by TEPs. The TEPs should cover the same aspects as
the TEMP and be subject to the same review as TEMPs,

5.8.2 Request for approval for service use (ASU). The request for ASU states the results
of the T&E conducted and plans for correcting deficiencies i1dentified in technical and opera-
tional evaluations. The request for ASU must document the basis for assuring that the requisite
EMC has been achieved. As such 1t must be reviewed to 1nsure that the 1tem 1s 1n compliance
with the provisions of the Development Proposal (DP) and, for the Navy, the Navy Decision
Coordinating Paper (NDCP).

5.8.3 EMC test plan. The content of the EMC test plan (procedures) for demonstrating
compliance with contract requirements should be 1n accordance with applicable DIDs and the CDRL.

. Test plans are required by the various EMC standards; that is MIL-STD-462,
MIL-STD-469 and MIL-STD-449 to verify compliance with the contractual EMC require-
ments. In general, the plans i1ndicate measurement objectives, test configurations,
test points, detailed measurement procedures, and the formats for recording data.
The specific test techniques should be based on procedures in the EMC standards
and specifications referenced 1n the contract. The test procedures should be
described 1n sufficient detail to enable the procuring activity to duplicate
the proposed methods.

® The contractor should be required to submit an EMC test plan conforming to its
content requirements to the procuring activity for approval.

) Specific detarls regarding inter-system and intra-system EMC testing, and
emission and susceptibility testing of equipment and subsystems provided by
subcontractors must be considered and included by the overall system contractor
1n his test plan.

5.8.4 EMC test reports. The results of all EMC tests must be presented to the procuring
activity for evaluation before acceptance of the equipment or system. The EMC standards and
corresponding DIDs specify the content requirements for completely certified test reports. When
required by the contract, the contractor will forward the test reports to the procuring activity
for approval. The formats for recording and reporting test results have been established to aid
in the analyses that follow. The EMC test report format must be 1n accordance with the DID.
Omissions of apparently minor facts can render data worthless.

5.8.5 Off-the-shelf equipments. Off-the-shelf equipments should be tested during the
screening process to assure compliance to their EM requirements. Because of the peculiarly
stringent military environments, many commercial off-the-shelf equipments will require additional
technigues and careful installation control to assure compatibility with the military EME.

Some commercial equipments which show susceptibility to damage in military EM environments
should be disqualified 1f damage occurs during normal operations. If adequate protection cannot
be provided economically, additional tests must be performed to demonstrate satisfactory operation.

5.8.6 Retrofit and new design. The program manager should require his contractor to
prove by analysis or by demonstration that any equipment changes during retrofit procedures
have no adverse 1mpact on the EMC characteristics of the equipment, system or platform being
retrofitted. The contractor may have to repeat the previous tests.
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5.9 EMC configuration management. A Configuration Management System will normally be
required, approved and monitored by the program manager in accordance with DOD-STD-480. EMC
must be included in the overall configuration management program.

To provide for the effective implementation of EM Configuration Management the following
actions are necessary:

] Introduce, at the appropriate time, the degree and depth of EM configuration
control necessary for production and logistic support of deployed operational
systems

] Provide specifications, engineering drawings and related technical data adequate
for EM configuration needs

) Provide verified EM configuration technical documentation

) Maintain EM standardization and compatibility

(] Analyze the total impact of EM engineering changes upon performance, cost and
schedules

° Control physical and functional EM interfaces

[ Ensure timely processing of EM-related ECPs

The procuring activity may require the contractor to perform EMC Configuration Audits
performed 1n conjunction with system audits so that system trade-offs may be recognized. See
APPENDIX G for a further discussion of configuration management.

5.9.1 Waiver action. The procuring activity will take action and process the requests
for waivers In accordance with their departmental EMC directives, regulations, or instructions
and applicable contractual documentation, such as DOD-STD-480. Usually the most difficult
aspects to determine are the side-effects of the waiver, if granted, and the cumulative effects
of a multiplicity of approved waivers. The contractor must demonstrate that the failure to meet
EMC contractual requirements 1s not due to his own neglect 1n employing EM principles n conceptual
design; and further that he has attempted to locate and remedy the fault, before a waiver will
be considered. These effects, 1f not controlled, can degrade the end product. The contractor's
waiver request will consider but not be 1imited to the following factors; however, the granting
of a waiver is not automatic:

The number of units 1nvolved

Cost and weight considerations

Effect on delivery schedule

Effect on power requirements

Measured radiated and conducted emission levels and their effects on all assocrated

equipment, subsystems, and systems

Measured radiated and conducted susceptibilities and the resulting degradation

of performance

History of previous waiver actions

[ Assessment of impact of waiver on total system performance, as installed and
operated in its intended EME.

° Effect of measured levels on input and output signal characteristics.

] Effect of proposed waiver on reliability and other system or eguipment characteristics.

. Logistics impact of waiver

5.10 EMC training. EMC techniques and the consequences of incompatibility must be known,
understood and accurately communicated in order to avoid degraded operational performance. This
includes knowledge of emission characteristics and susceptibility mechanisms of equipments

and systems. This is especially true where the operator and service technician are concerned.
Therefore, the manager responsible for the development and acquisition of a system or equipment
should require that the training plan developed when introducing new or modified systems or
equipments provides for EMC training, including techniques and procedures for maintaining the
platform's EMC. Any training aids, manuals, special instructors, and so forth required for

EMC must be programmed and funded for as part of the-overall procurement package. If the
contractor 1s to provide 1nityal training, the plan must define how the training community 1s
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to assume responsibility for the maintenance of the training aids, manuals, and so forth. Techm-
cal publications should address operator and maintenance actions required to ensure that EMC
features are not compromised during use. Furthermore, the training publication should describe
how EM problems can manifest themselves in the i1tem and the possible effect on performance.

These publications w11l eventually serve as a basis for training of all personnel who use or
maintain the system or equipment, hence the importance of EMC.

Furthermore, planned maintenance procedures for the system or equipment should be reviewed
and modi1fied, where necessary, to include guidelines for 1dentifying and preventing EM problems.
Those guidelines can be used later 1n the Overall Combat System Operability Test (OCSOT). See
APPENDIX E for more details on EMC training.

6.  NOTES

6.1 Deliverable data 1tems requirements. When this handbook 1s used 1n a procurement
which incorporates a DD Form 1423 and invokes the provisions of 7-104.9(n) of the Defense
Acquis-tion Regulation (DAR), the data requirements 1dentified herein will be developed as
specified by the approved DID, DD Form 1664 and delivered in accordance with the approved CDRL,
DD Form 1423 1ncorporated into the contract. When the provisions of DAR 7-104.9(n) are not
invoked, the data specified herein w11l be delivered by the contractor in accordance with the
contract requirements. Deliverable data required by this standard are as follows:

Paragraph Data requirement Applicable DID
5.4 El$ctromagnet1c Compatibil1ty Program DI-R-7096
Plan

(Copies of data 1tem descriptions required by the contractors 1n connection with specific
procurement functions should be obtained from the procuring activity or as directed by the
contracting officer.)

Custodians: Preparing activity:
Army - CR NAVY - EC
Air Force - 11 (Project EMCS-0083)

Review activities:
Army - AV, AR, AL, SC, MD
Navy - AS, 0S, SH, TD, MS
Air Force - 17, 68, 99

User activities:
Army -
Navy - YD, MC
Air Force -

Other activities:

NA
ECAC
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APPENDIX A
EM ENVIRONMENT

10. General, One of the basic objectives of the DoD 1s to provide equipments and systems
whose performance w11l not be adversely affected by the EME during all phases of the equipment
or system 11fe cycle. The effects may be either permanent, 1n which case the system will not
operate until the nroblem has been corrected, or temporary, 1n which case the system will operate
1n a degraded mode when the emissions are present. Examples of the different effects which can
be produced, depending on the victim, are-

. Burnout or voltage breakdown of components, antennas, and so forth.
. Performance degradation of receiver signal processing circuits.
. Erroneous or 1nadvertent operation of electromechanical equipments, electronic

circurts, components, ordnance, and so forth,

. Unintentional detonation or 1gnition of electro-explosive devices, flammable
materials, and so forth,

° Personnel 1njuries.

The effects on a given victim in a specific EME depend on the victim susceptibility character-
1stics and the amplitude, frequency and time-characteristics of the environment. To prevent these
problems, 1t 1s wmperative that the possible effects of the EME on each new equipment system
or platform be considered. A requirement to demonstrate satisfactory performance 1n a defined
environment should be i1ncluded 1n the system or equipment specification.

20. Contributors to the EME. The EME 1s created by a multitude of sources. Primary contri-
butors are own forces and friendly transmitters, enemy transmitters, electromagnetic pulses {EMP),
spurious emissions from own equipment such as motor noise and intermodulation products from ship
topside nonlinear interactions (rusty bolt effect), and natural sources such as lightning,
static, or atmospheric noise {see FIGURE 2). The dominant contributor to the environment will
depend upon locale and circumstances. For example, during normal noncombat operations, primary
sources of emissions would be own and nearby units' transmissions and i1ntermodulation sources.

In an attack scenario, enemy transmitters would be an added major contributor. Hence, the environ-
ment in which equipment must survive and operate in 1s use-dependent and scenario-dependent.

30. Victims of the EME. There are two basic causes of adverse EME effects. One results
from undesired energy entering through intended avenues of entry (antenna, transmission line)
into systems, equipment or devices that by intent use EM energy. The second results from un-
intended entry and response. Degradation of receivers can result from either responses caused by
signals outside the intended frequency band or undesired signals in the operating frequency
band. Elimination of the first cause 1s primarily a receiver design problem; the second cause
1s much more difficult to resolve, since 1t 1nvolves not only design but control of frequency
use and spurious emissions as well, Although the control of problems resulting from the un-
intended reception of energy 1s primarily a design consideration, 1t also 1involves control of
the EM environment that equipment and personnel must operate and survive in by appropriate
installation practices or operational constraints.

40. Determination of the EME., One of the difficulties of specifying the performance of
a system, from the standpoint of electromagnetic compatibility 1s that in many cases the char-
acteristics of the intended operational electromagnetic environment are unknown quantitatively.
The factors specified 1n 40.1 through 40.6 must be considered when defining the anticipated EM
environment for a system or platform. (Additional information 1s available in MIL-HDBK-235.)

40.1 Environment profile. Each equipment, system and platform w11l be exposed to several
different electromagnetic environments during 1ts 1i1fe cycle. MIL-HDBK-235 1s 1intended for use
1n defining representative environment levels to which each may be exposed. It 1s necessary to
define each distinct environment. For example, a missile will be exposed to different environ-
ments during shipment, storage, checkout, launch, and during approach to a target.
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40.2 Configuration. The configuration of a system or equipment will vary depending on 1ts
1ntended location with the result that 1ts susceptibility to the electromagnetic environment will
also vary. Therefore, 1n developing the performance requirement the confiquration n each of
the environments defined should be identified.

40.3 Operate vs. survive. It 1s also wmportant to distinguish between the conditions of
~ operate and survive. There is usually a significant difference between the environment levels
that w11l degrade performance and the levels that w11l permanently damage. In addition, there
are many precautions that can be taken to protect an equipment from damage when 1t 15 not
operating that are not feasible when 1t 1s operating.

40.4 Susceptibility. The susceptibility characteristics of the equipment or system mav
be different depending on the design characteristics. The 1tem may be frequency selective or
may respond to a broad frequency range. Certain victims have response times 1n milliseconds

and are affected by short-term, peak levels 1n the environment, whereas others are affected

by heating and may respond more slowly to average signal levels. All of these characteristics
as well as the shielding integrity, choice of components and use of filtering must be considered
when evaluating the effect of the electromagnetic environment on the equipment or system,

40.5 Future considerations. The definition of the EME which a system or equipment may
encounter should also include consideration of any possible future applications of the system
or equipment and changes 1n the environment. Equipments designed to operate in one environment
may be installed in another, or used to perform functions and missions that were not planned when
the equipments were originally designed. Therefore, 1t 1s important to realize that although the
cost of an equipment or system may increase when a severe EME is predicted, the increase may be
Justified yn terms of adaptability for future applications.

40.6 Conditions precluding exposure. When defining the applicable EME within which an equip-
ment or system will be required to survive and operate during its 11fe cycle, any operational or
installation conditions which can preclude exposure to this environment and any additiona!l
information which may affect the exposure to the environment should be considered. For example,
the complement of intentional emitters on a platform or site will provide an indication of those
frequency bands where high environment levels can probably be encountered. Furthermore, dimensional
restrictions and intervening structures may exist thereby causing a system or equipment to operate
in the near or induction field region of an antenna. Other factors which must be considered are
1ts platform usage, and operational use.

20

Source: https://assist.dla.mil -- Downloaded: 2016-12-11T03:33Z
Check the source to verify that this is the current version before use.



MIL-HDBK-237A
APPENDIX B

APPENDIX B
PREDICTION AND ANALYSIS

10. Introduction. In order to succeed 1n achieving the required EMC and to permit efficient
use of the frequency spectrum, 1t 1s essential that Praogram Managers, engineers, technicians,
and users responsible for the planning, design, development, i1nstallation, and operation of
electrical and electronic equipments employ suitable prediction and analysis technigues. These
techniques permit them to 1denti1fy, localize, and define EM problem areas prior to, rather than
after,expenditures of time, effort, and money. More timely and economical corrective measures
may thus be taken. Technigues used for system EM prediction are significantly different from
techniques used for analyzing equipments. In system prediction, the analyst 1s 1nterested 1in
determining i1nter-actions among various equipments. It 1s only necessary to define the output
characteristics of EM sources and the susceptibility of receiving equipments. Consequently,
1t 1s not necessary to know detailed internal characteristics of equipments., Thus, 1n system
EM prediction, the 1ndividual elements can be regarded as black boxes with defined 1nput-
output characteristics. On the other hand, 1n analyzing equipments to determine their EM pro-
perties, the analyst must consider the detailed characteristics of components and circuits that
comprise the equipment.

20. Stages of EM prediction., Careful application of prediction and analysis techniques
at appropriate stages of the system 11fe cycle will ensure the required EMC without either the
wasteful expense of over-engineering or uncertainties of under-engineering.

20.1 Concept development and validation phase. During the concept development and valida-
tion phase, the equipment or system concept is defined 1n 1ts most basic form. This could be
the result of an 1dea that originates at a research laboratory or 1in response to an operational
requirement. It then progresses to the definition and specification of the major system char-
acteristics such as size, weight, type of modulation, data rate, i1nformation bandwidth, transmitter
power, receiver sensitivity, antenna gains, spurious rejection, and so forth., It 15 essential
that the program manager give careful consideration to EMC during the conceptual phase because
the major characteristics of equipments and systems are defined and specified at this point 1in
time,

During these phases, the program manager should predict and analyze EM problems that are
likely to be encountered: (1) within or between elements of the system (i1ntra-system); (2) between
elements of the system or platform and elements of other systems or platforms that are likely to
be operating in the same general area (inter-system); and (3) between elements of the svstem or
platform and the electromagnetic environment in which 1t is to be operated.

In the case of inter-system, primary problems usually result from signals that are coupled
Trom a transmitting antenna of one system to the receiving antenna of another system. This
inter-system problem is particularly serious when a number of systems are required to simultan-
eously operate 1n a limited physical area, such as a ship, an aircraft, a vehicle, military
base or facility.

The types of predictions that are performed during these phases must rely on assumed or
typical EM characteristics for the individua) elements of the system., Concentration 1s directed
to the manner 1n which these elements interact in the total system from the EM standpoint.

EM prediction during the conceptual phase will assist the program manager in his selection
of frequency bands; allocation of system parameters such as transmitter power, antenna gains,
receiver sensi1tivity, type of modulation, rise times, and information bandwidth; determination
of EM specifications; and i1dentification of potential deficiencies and problem areas.
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20.2 Full scale development and production. During the full scale development and produc-
tion phases the system progresses from the previously established specifications to the final
hardware 1tem. In the process of designing a system, there are a number of decisions that must
be made by the program manager and design engineer. In general, an equipment mav be considered
to consist of combinations of certain functional stages, such as amplifiers, mixers, or frequency
converters, filters, modulators, detectors, display or readout devices, power supplies, and
so forth., For each equipment, there are a number of important factors including EMC that are
considered. For example, in the case of receivers, 1t 1s necessary to define the number of
amplifier and converter stages that will be used, and to establish the allocation of gain,
selectivity, and sensitivity between these stages. More wmportantly, 1t 1s necessary to develop
an overall block diagram for the receiver with a complete description of the gains, frequency
responses, input and output impedances, dynamic range, and susceptibility levels for each stage.

Personnel responsible for the management, design and development of a system are primarily
concerned with 1ntra-system EM problems. As a result, they must be concerned with EM problems
resulting from signals externally coupled to different elements of the system, as well as 1internal
EM problems resulting from cable coupling, case radiation, case penetration, and the like.

20.3 Deployment. During the final phase 1n the 11fe cycle of the equipment or system,
the equipment or system that has been designed and developed 1s put into operation, It 1s
necessary to consider EMC from various operational aspects, such as siting effects, freguency
assignment, effective radiated power 1imits, and antenna coverage. This 1s more generally
referred to as operational inter-system EM control through frequency management and time sharing.

In general, the types of prediction that are useful at the operational level are similar
to those performed at the system definition level. Usually, personnel responsible for compatible
system operation are more concerned about inter-action of elements of the system, both with each
other and with elements of other systems, than they are 1in the internal characteristics of the
elements. Thus, at the operational level the primary EM problem involves signals that are coupled
among elements of either the same or different systems.

30. EM prediction techniques. There exists both a number of different applications for
EM prediction and a number of different types of applicable techniques. In general, the particular
type of EM prediction techniques to be selected depends on the specific application, the type
and quality of input information avairlable, and the cost to perform the prediction.

Cost is certainly one of the most important factors that must be considered 1n deciding
on the specific prediction technigues to be selected and applied in a particular problem. The
costs of developing a prediction process and performing the prediction can also vary considerably
depending on the specific type of problem, the number of equipments involved, information available
for these equipments, and the extent to which it is necessary to evaluate the wmpact of EM on
operational performance. If EM predictions are performed the necessary mathematical models
and anatysis-processes may already be assembled. Most of the time 1s then spent in collecting
data on the transmitter(s), receiver(s), antenna(s), and terrain profiles involved.

When EM prediction and analysis is performed frequently, automating the process should be
considered for economic reasons. For telecommunications equipment this process can be used 1n
conjunction with manual performance data available through the FCC, the Electromagnetic
Compatibility Analysis Center (ECAC) and other sources to provide useful results at a minimum cost.

40. Applications for EM prediction. EM prediction provides an engineering tool available
to the program manager that is a valuable asset in various phases of system or equipment develop-
ment, such as:

Preliminary system or equipment planning and design

Preparation of system or equipment requirements and specifications

Preparation of specification compliance test plans

Evaluation of test results

Revision of either specifications or_equipments for conditions of non-compliance
Evaluation of systems in a specific operational environment.
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Typical problems that may be handled by EM prediction and analysis include:

(] Examine the EMC situation for a complex of equipments and 1dentify problem areas.

(] Examine the mmpact of changing the operating frequency of one or more equipments
1n the complex.

(] Examine the mpact of adding a transmitter to an existing complex of equipments,

. Examine the interference produced n a receiver when added to an existing complex.

. Determine which one of several possible locations for a transmitter or receiver
provides the least probable interference.

° Determine the source and cause of a known EM problem.

[ Determine the type and degree of suppression required to correct a specified
EM problem.

. Obtain susceptibility information for a given receiver or a group of receivers.

(] Determine propagation loss over a specified path.

(] Assist 1n the selection of system parameters such as power, gain, sensitivity
and selectivity.

) Provide 1nformation regarding the adequacy of given specifications for an equipment.

. Provide information as to the best frequency band to use for a system which 1s
being defined.

(] Provide information on frequency-distance separation requirements for co-site
equipments,

] Perform frequency assignments for compatible operation.

() Evaluate system effectiveness 1n an operational environment.

For each of the applications listed above, the prediction requirements, wnput information avail-
able, and output results desired may be significantly different.

50. Types of EM prediction. Different types of EM prediction may be performed. The type
that 1s optimum for a particular problem w11l depend on the specific application desired, the
information avarlable, the extent and depth of prediction required, the output results desired
and cost considerations. The following represent typical types of prediction that may be
performed.

. A preliminary prediction at the system definition stage to identify potential
EM problem areas and to define equipment EMC specification requirements.

() A prediction based on statistical summaries of data to identify potential EM
problems between classes of equipments.

[ A prediction based on specification 1imits to determine their adequacy for assumed
operational configurations of systems.

) A prediction of system performance or operational effectiveness to define the
effect of EM on the overall ability of a system to accomplish its objectives or
missions.

Each of these predictions differs in terms of the system 11fe cycle phase at which 1t may be

applied; the type and amount of information required; the time, manpower, and cost required to
perform the prediction; and the results obtained.
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APPENDIX C

TAILORING GENERAL EMC STANDARDS TQ EM OPERATIONAL REQUIREMENTS

10. Introduction. The basic step i1n any engineering effort s to define an end product
that w111 satisfy an operational requirement, The product becomes more precise as more detailed
data becomes available. The program manager requires EMC 1nputs to develop technical
specifications tailored to operational requirements to provide cost-effective EMC design. The
EMC 1nputs can provide invaluable guidance to the program manager early in the conceptual phase
of system development for use 1n determining the feasibility of meeting various electromagnetic
requirements and presenting alternative means to achieve the desired results. These early
feasibility and trade-off studies will save considerable effort later,

20. Operational EME. While operational environment properly includes the entire EM situation
1n which a system 1s to be placed, such a definition would be prohibitively expensive to acquire
and would be too voluminous to handle. 1t 1s more practical to restrict the qathering of the
data to all those systems and equipments which could interfere with intended operations and
performance.

30. Platform EME. The platform EME 1s composed of the EM characteristics of the total
parts of all the systems and subsystems within the platform. The definition of the nlatform
environment 1s dependent upon the detailed system and subsystem information supplied to the EM
analysis group. An 1mitial gross analysis will indicate where further detailed analysis 1s
required. Refer to MIL-HDBK-235 for general information on maximum EM environment characteristics.

40, Definition of EM operational reguirements. As early as possible 1n the conceptual
phase of system development, the program manager should require the users, engineers and system
developers to (1) provide Information which can wmpact on EM considerations, and (2) i1nclude
this information in the definition of system development. This information should be updated
as more precise information becomes available.

The following 15 a typical checklist which may be used {with modifications as necessary)
for gathering the kind of nformation needed for defining EM operational requirements and environment

—
~

What 15 the system intended to do?

Is 1t tactical? mobile? transportable? fixed plant? strategic? target-dependent?
Does 1t stand alone, or s 1t part of a larger system?

What are the signal 1nputs and outputs, and their range of frequency and power?
What are the frequency constraints and requirements?

What are the basic power requirements?

What are the range and power reguirements?

What 1s the sensitivity requirement for the receiving equipment?

Where w111 the system be used?

What w11l the platform EM environment be?

Is the system required to operate continuously or ntermittently?

Are there any location, size, or weight restrictions?

When 15 the system to be operative?

How w11l the system be maintained, operated, and supported?

To what extent 1s the system manned during operation?

What are the classification aspects of the system and 1ts application?

W1ll classified information be accessible 1n clear-text form at any point?
Is the system cratical to some military operation; and f so, what?

Are there critical sequences of operations 1nvolving this system?

To what extent w11l malfunction affect mission success or personnel safety?
What 1s the medium of the transmission?

How 1s the system matched and coupled to the medium?

If antennas are involved, what special characteristics should be considered?
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Is the system active or passive (that 1s, does 1t transmit, receive, or both)?
Is s1gna{ processing equipment required?

With what equipments does the system interface directly? Indirectly?

What modulation system will be used?

What waveforms are involved?

What are the frequency and spectrum requirements?

What sensitivity and resolution are required?

What are the minimum threshold responses, both amplitude and duration?

What are the accuracy requirements?

Is this an analog or digital operation?

Are there any special remote control requirements?

In what type of facility 1s the equipment to be 1nstalled?

What other equipment will be 1n the same installation?

Are there any 1inherent, definable problems expected as a result of arounding
systems used?

Are there space-available problems to be anticipated?

Are there any special co-site problems anticipated?

What are the inherent shielding characteristics of the installation?

Will the system or equipment be exposed to enemy electronic countermeasures (ECM)?
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APPENDIX D
CHECKLIST FOR MAJOR EMC T&E PLANNING CONSIDERATIONS(NAVY)

10. Introduction. This Appendix 1s intended to be used by Navy activities as a checklist
of the major EMC T&E planning considerations and their inter-relationships. It 1s not adequate

simply to go through the checklist once and 1nitiate action 1n each of the areas. All sigmficant
changes to the configuration and each major milestone should trigger a review of the EMC T&E
planning checklist to determine 1f the 1ndividual steps need to be modified or updated.

20.

Planning the T&E approach. The following factors should be considered when planning

the overall T&L approach for a project:

DTRE should be planned to resolve EMC risks, evaluate alternative design approaches
and assist 1n selection of hardening components such as shielded cables, filters,
and so forth,

Have appropriate DT&E and OT&E tests been planned, such as*

(1) EMC tests as specified i1n applicable standards such as MIL-STD-449, MIL-STD-462,
MIL-STD-469, MIL-STD-1605 and so forth?

(2) If an electronic equipment or system is to be utilized n locations where 1t
w11l be subjected to high EM environments such as weather decks or when exposed
to mainbeam, tests should be performed to demonstrate satisfactory operation
n these high environments.

{3) T&E for EMP should be conducted when the operational requirement (OR) states
that the 1tem 1s to survive and operate 1n a nuclear environment.

(4) Adequate tests should be planned to verify effectiveness of proposed spectrum
control and utily1zation techniques.

For ordnance, have HERO tests been planned for those 1tems containing Electro-Explosive
Devices (EEDs) or some other type of electronically or electrically 1nitiated or
controlled explosive train?

For systems or platforms being considered for utilization, are sufficient data available
to assess their compatibility? If not, 1s DT&E planned to acquire such data?

Is there a plan to establish relationships between test data and operational effect-
1veness?

Will test results provide sufficient information to perform vulnerability analyses?
This may be established by having rationale which relates specific test data required
to the various steps 1n process. Vulnerability analyses shall be presented in terms
of operational performance parameters such as time between false alarms, detection
ranges, CEP, PK, and so forth.

Items should be tested with all transmitters and receivers normally required for
simultaneous operation being operated. This includes all receivers and transmitters
on the 1tem as well as those on the same or nearby platforms.

For those systems which cannot be protected from all operational environments, OT&E
tests shall be performed to exercise the 1tem 1n that environment to determine 1f
performance 1s acceptable.

Are adequate test facilities available® Is special training required 1n regards
to operation of test equipment or system or equipment being tested?
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® (Costs for analysis of test results in terms of expected operat1on51 performance 15
often equivalent in scope to the data collection effort 1tself, -

® Any observed deficiencies 1n EMC must be weighed against operational performance
1n terms of need, urgency, risk and worth. If there 1s a need for more effective
control, then the application of alternative design techniques will require additional
T&E.

30. Feasibility studies during the conceptual phase. Although the feasibili1ty studies them-
selves are not truly T&E, it is during the conduct of these studies that the greatest impact
can be made on the future status of EMC. The use of previous T&E results, operational informa-
tion on swmilar problems, studies, and reference to the corporate memory of lessons learned
can have profound wmpact upon the future control of the EM environment. It 15 during these
studies that important decisions can be made relative to critical configuration arrangements
and dimensional relationships.

40, Analytical studies. Whenever possible, maximum use should be made of data acquired from
previous EM predictions and operational experiences, although 1n many areas, changes to the
desi1gn may have rendered the previous predictions invalid. Previous EM predictions
should be analyzed 1n relation to the current design to determine which predictions are
still applicable and which require revision and to 1denti1fy those areas requiring further
prediction and analysis.

As the design changes from the baseline configuration, additional EM predictions may be performed

to provide inputs for preparation of an EMC Impact Statement addressing these changes. Additionaly,
it 1s probable that changes will continue to be made to the design until the time of, and even
after, 1ts delivery. The need for EM predictions 1s, therefore, continuing, and these predic-

tions should be accomplished whenever a major change to the design, or configuration, 1s anticipated.

Finally, EM predictions may be used to initirate early testing to verify the existence of a
major problem and to permit an early start on technically sound engineering solutions,

50. Model studies. Model study techniques have been refined to the point where they constitute
rate and reliable prediction tools. As the design changes from the baseline configuration,
ay be necessary to update the model study. It 1s vital that management procedures ensure

all participants, from the analyst to the equipment installer at the outfitting dock,
operating with the same and latest information.

60. Test and evaluation master plan TEMP. The TEMP, or for smaller programs, the TEP, 1s
the controlling planning document for T&E.

The TEMP prescribes the test and evaluation, including EMC testing, for each program. As such,

1t contains the integrated requirements for DT&E and OT&E, together with the schedule and resources
required for accomplishment. The TEMP identifies critical issues; test plans are developed

to verify and test for these critical issues.

The TEMP 1s normally prepared by the program manager, n conjunction with OPTEVFOR and INSURV
when appropriate. The TEP format 1S generally the same as that prescribed for a TEMP, except
that all elements need not be included. OT&E, as well as other selected elements, depending
on the nature of the product, may be excluded from TEPs. The OT&E portion of the TEMP 1s pre-
pared by COMOPTEVFOR.

The TEMP (or TEP) should provide for appropriate EMC testing. Approval of the TEMP (or TEMP
revision) constitutes direction to conduct the T&E program and includes the commitment of the
Research, Development, Test and Evaluation (RDT&E) support. Fairlure to update the TEMP, as
required, can result i1n 1nadequate T&E resources.

e
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Plans for DT&E and for PATRE to be conducted by the program managers will be drawn up directly
from the TEMP or TEP. A T&E Coordination Group (TECG) composed of the coordinator, the develoo-
ment coordinator, the project manager, the OPTEVFOR Operational Test Director, and others,

as appropriate, may be established for complex programs which may require extensive coordination,

60.1 Review guidelines for TEMP. Specific guidelines which mav be used for the preparation
tion of TEMPs are provided below

Questions Considerations
System Description and Mission*
1. " Is system and its mission described 1. A1l electronic or electrical
adequately to determine the need for equipments, sybsystems, systems and platforms
various tests? must be subjected to EMC,

2. If an 1tem 1s to be utilized 1n locations
where 1t w11l be subjected to high EME

such as encountered on weather decks

or when exposed to mainbeam, T&E shall

be performed to demonstrate satisfactory
operation in the high EME,

3. If the operational requirement (OR)
states that the i1tem 1S to survive or
operate 1n a nuclear environment, then
EMP T&E 1s required.

4, If the 1tem could be subjected to ECM,
Electronic Counter - Countermeasures
(ECCM) tests shall be conducted.

5. If the 1tem w11l be deployed where emission
control (EMCON) radiation levels and

EMCON recovery time are important, EMCON

tests shall be performed.

6. Does 1tem contain EEDs or some other
type of electronically or electrically
in1tiated explosive train 1ni1tiation

that would require hazards of electromagnetic
radiation to Ordnance (HERQ) statics

tests?

7. 1f 1tem 1s to be utilized for an airborne
application, lightning and static effects
should be i1nvestigated.

8. If any of the above requirements are
waived, what 1s the rationale for the

waiver?
Critical T&E Issues
1, Has T&t been planned 1n DP or NDCP 1. Provide rationale 1f T&E 15 not required
to evaluate risks associated with exposure for resolution of risks.

to electromagnetic energy?

* This and subsequent Roman numerals refer to outline format for TEMP as n OPNAV Instruction
3960.10, Enclosure (3), Tab A.
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Operational Suitability Effects on or

from the EME
Questions

1. Has the required degree of m-
munity to interference been specified
along with acceptance criteria?

2. Is there a plan to establish rela-
tionship between test data and operational
effectiveness?

DTR&E to Date**
. ave any required tests been by-
passed as a result of waivers?

2. Has there been any evidence of sus-
ceptibitity?

3. Have systems been modified for any
reason from configuration on which EMC T&E
was performed?

**  Applicable to TEMP update.

Considerations

1. What 1s criterya for acceptable performance
when 1tem 1S exposed to EME?

2. W11l test results provide sufficient
information to relate EMC to operational
suitability?

3. W11l adequate tests be performed to

demonstrate effectiveness of the spectrum

control and utilization technigues to -
be incorporated i1nto receivers or transmitters?

4, If TRE for EMC will not be conducted

on production item, provide rationale -
for assuring that production 1tem will

have the same EMC characteristics as

the tested 1tem.

1.  Vulnerability analyses shall be presented
n terms of operational performance parameters
such as degradation of time between faise
alarms, detection ranges, 1intercept ranges

and so forth.

1. What was rationale for granting waivers?

2. What 1s potential operational mmpact
of not having test data?

1. Have all tests nlanned to date been
performed?

2. Have susceptibilities been properly
evaluated 1n terms of operational performance
according to evaluation criteria provided

n TEMP?

1. Does modification require T&E?

2. 1f required, has modified system been
retested?

3. Has modifired system successfully passed
tests?

4, Have tests been performed to evaluate
possible changes 1n other operational
parameters that could have been changed

by modification?
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Questions

Future DT&E
. ave reguired types of T&E been
addressed in TEMP?

2.  Has EME simulation been adequately
addressed?

3. W11l those systems that have tarqgets
be tested with various target parameters?

Critical Items

. as the avarlability of test equip-
ment facirlities, and trained support personnel
been determined?

MIL-HDBK-237A
APPENDIX D

Consaderations

1. If 1tem is a olatform, system or subsystem
which utilized various auxiliary support
equipment (such as an aircraft with ground
support equipment {GSE)), 1t should be tested
with and without support equipment attached
with equipment and platform 1n various modes

of operation.

2. To maximum extent possible, laboratory
bench tests shall be utilized 1n support of
technical evaluation {TECHEVAL) and OPEVAL by
providing information related to groundinag,
leakage paths and relative effects of various
modulation parameters, and so forth.

1. Full threat-level facilities mav be
necessary for i1nvestigating certain nonlinear
EM effects responses such as occur with
electromagnetic vulnerability (EMV). However,
1n most cases, including EMP and HERO, extra-
polation to some extent 1s possible, If

full threat-level testing will not be performed,
1s the rationale available for this decision?

1.  W11) measurements be made with different
taraet intensities, for example, source strength
for an infrared type 1tem, contrast ratios

for a TV type or signal levels for a radio
frequency (RF) type 1tem missile or radar
receiver?

1. Are adequate facilities available?

2. Can full threat levels, as required,
be achieved at available facilities?

3. Are facilities with deficiencies being
upgraded or tailored to these particular
test requirements?

4, Have long-lead support equipments been
properly scheduled?

5. Has special trainina been planned for
test personnel 1n regards to operation of
test 1tem or support equipment?

6. Are adequate number of test 1tems provided?
7. Are test 1tem and test facility schedules

sufficiently flexible to allow continaencies
hased on test results?
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Questions

OT&E to Date

. ave any desired tests been bypassed
as a result of test 1imtations or schedule
conflicts?

2. Has there been any evidence of RF
susceptibility?

Future OT&E
. . re tests being planned to evaluate
item under most realistic conditions possible?

2. Have results of DT&E been uti1l1zed
for planning OT&E?

Critical Items
. as avarlability of specialized test
equipment and facilities been programmed?

2. Have plans been made to train per-
sonnel to recognize adverse EM effects?

PAT&E

1. Has evaluation of inter and 1ntra-
system compatibility been addressed?

Considerations

1. What 1s possible operational wmpact
of not having test data®

2. What 1s rationale for not performing
tests?

1, Have susceptibilities been properly
evaluated n terms of operational oerformance
according to evaluation criteria provided

in TEMP?

1. Items should be tested with all trans—
mitters and receivers nornally required for
simultaneous operation being operated. This
includes all receivers and transmitters on
the 1tem as well as those on the same or
nearby platforms.

2. Unless previously checked, platforms,
systems or subsystems which utilize auxiliary
support equipment shall be tested with and
without equipments attached with equipments
and platform 1n various modes of operation,

3. For those systems which cannot be protected
from all operational environments, tests

shall be performed to exercise the 1tem 1n

that environment.

4, What rationale has been utilized for
the selection of ECM parameters durina OT&E?

1. If DT&E has revealed potentially trouble-
some areas related to EME effects, has OT&E
been planned to evaluate operational impact?

1. Equipments such as those required for
mmplementing ECM on target are long lead
times.

1. Have arrangements been made, as applicabhle,
to monitor EMCON effectiveness?

7. Special training 1s required to distinauish
EM problems from other operation problems.

1. Operate transmitters and receivers on
adjacent channels to 1dentify potential
problem areas.

2. Swmultaneously operate receivers and
transmitters to demonstrate total platform
eompatibility.

3. ldent fy ntermod products agenerated

from various transmitter-receiver interactions
or resulting from the rusty-bolt phenomenon,
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Questions Considerations
2. Include T&E for EMC 1n total ship 1. Review prior considerations of TEMP
test plan {TSTP). to determine those applicable to ship acauisi-

tions.

70. Development test and evaluation (DT&E). ODT&E of Naval systems 1s planned bv, conducted
by and for, monitored by, and reported by the Program Manager, The Progran Manaaer should
establish 11aison with OPTEVFOR to ensure an understandina of the DT&E program, and to identify
and integrate OT&E requirements. Significant DT&E test data, together with the associated
EMC analvsis, should be provided to COMOPTEVFOR. A final step 1n a successful DT&E proaram
15 certification that the system 1s ready for OPEVAL.

70.1 Preinstallation testing. Preinstallation testing 1s conducted to ensure that the
integral components of a system function 1n a specified manner 1n thetir intended EM environment,
Test programs should be designed to verify compliance with contractual EMC requirements. The
test plans should indicate measurement objectives, test configurations, test points, detailed
measurement procedures, and the formats for recording data. The specific test techniques should
be based on the general procedures in the EMC standards. Preinstallation testina includes
the following as applicable:

] Engineering development testing
) First article testing

) Acceptance testing

. Integration testing

) Spectrum signature testing

Preinstallation testing may be conducted by Government laboratories, centers, or facilities,
or 1t may be required of prime contractors, sub-contractors, or vendors.

70.2 Shore-based test site testing. Shore-based test site testing of complete systems
1s a most valuable part of DI&E. Based upon recommendations of the Naval Material Command,
the CNO w11l determine when the total system complexity warrants construction of a land-based
test site. Insofar as possible, testing at land-based test sites should include EMC considerations.
For ships whose complexitv does not warrant construction of a land-based test site, DT&E and
In1tial Operational Test and Evaluation (IOT&E) will frequently consist only of T&E of individual
unproven systems. For these situations EMC considerations will be addressed through enaineering
analysis, mathematical and brass modeling, specific system-to-system interface tests, and plannina
for the earliest possible EMC testing of the complete platform.

70.3 Ship construction testing. Ship construction testina i1s conducted by the prime
contractor. It is mportant that management procedures provide for appropriate Navy observation
of critical tests and that installation check out testing provide for EMC demonstration tests
in the EM environment.

70.4 Builders trials. Builders trials are conducted by the prime contractor and are
observed by the Navy. Thev should include the requirement for EMC demonstration tests of complete
systems,

70.5 Aiwrcraft flight safety testing. Aircraft flight safetv testina 1s conducted by
the prame contractor and 1s mandatory for acceptance of the aircraft bv the customer,
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80. Operational Test And Evaluation (OT&E). OT&E 1s conducted by COMOPTEVFOR using Navy
operating personnel, and insofar as practicable, Navy support. The tests are designed to demonstrate
the achievement of program objective for operational effectiveness and operational suitability.

In addition, tests are conducted for the purpose of tactics development. OPEVAL 1s usually
scheduled to begin about one month after the completion of DT&E.

The program manager supports OPEVAL testing and 1s responsible for ensuring that the planning,
programming, budgeting, and funding of all resources 1dentified 1n the approved TEMP for all
T&E through DT&E conducted after the first major production decision (DT-1V), and for OT&E
conducted after the first major production decision (0T-1V)., However, he 1s not responsible
for:

. Fleet travel and operating costs for RDT&E support.
° OPTEVFOR travel and nonprogram admnistrative costs.
) PREINSURV travel and nonprogram related costs.
90. Production acceptance test and evaluation (PAT&E). PAT&E 1s defined as that testing
conducted on production items to demonstrate that systems meet contract requirements. Most
PAT&E 1s the responsiblility of the Program Manager. However, acceptance trials of new construction,

or major conversion, ships are the responsibility of PREINSURV. The specific objectives of
PAT&E are included 1n the TEMP,

100. Total ship tests (TST). The completion of the Total Ship Test Program for Active
Fleet Ships A provides for comprehensive tests which will determine the readiness
status of equipments, single systems, or integrated ship systems durina the 11fe cycle of 2
ship. Test programs are developed, veri1fied, and proven under the direction of the Total Ship
Test Director (TSTD), Test Procedures Development Managers (TPDMs), and Test Procedures Development
Agents (TPDAs). The TSTP 15 designed to provide Fleet personnel and industrial activities
with the capability, utilizing standard tests developed 1n the Planned Maintenance Sub-System
(PMS), for determining the condition of material readiness of shipboard equipment and systems.
Each TSTP will provide for appropriate EMC testing.

The project manager 1s responsible for supporting the development of the TSTP, with the
objective of providing a complete package of PMS procedures at the time of Fleet introduction.

110. Aiwrcraft testing. The purpose of this test 1s for the contractor to demonstrate
the performance and compatibility of the aircraft as well as 1ts ability to perform 1ts mission,
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APPENDIX E
EMC TRAINING
10. Introduction. A1) personnel involved 1n the development, procurement, and operation and
maintenance of military equipments making use of the EM spectrum, should be able to annly an

awareness of EMC requirements and orinciples to their tasks. An effective EMC trainino program
established by the manager 1s essential for developina this awareness and should orovide for

(] Training of program managers, designers, engineers and technicians 1n analytical
design and production methods and management techniques for achieving the required
EMC.

[} Training of operational and maintenance personnel in field technigues to recognize

degradation of performance due to EM enerqy and to optimize and maintain for EMC.

A well-implemented training program can be helpful 1n preventina potential EM problems
discovered during the acquisition process. There are some cases where adequate hardware fixes
for EM problems are just not avatlable or feasible, eirther because of the state-of-the-art 1n
EMC technology or because of prohibitive costs. For manv of these problems, however, operational
procedures can be used to eliminate, or at least to reduce, the severity of the problem. Such
operational procedure fixes can include reduction of transmitter power for certain circumstances,
avoiding the use of certain freauencies, or use of a different antenna for a communications
circuit. These procedures may be discovered to be the only way in which a certain EM problem
can be reduced to acceptable 1imits, yet they mav be new to Fleet operators and even in conflict
with what has been considered common operating procedure. Proper training 1s the only way
to ensure that the Fleet personnel will use and understand these newlv developed techniques.

20. EMC training responsibility. Each militarv department 1s responsible within 1ts own
organization for ensuring that properlv balanced emphasis on EMC 1s i1ncluded in formal courses
1n destan, maintenance, and operation of systems and equipments.

The program manager must make arrangements for trainina and educating all those around
him i1nvolved n the acguisition process, about the importance of maintaining EMC between the
platform and 1ts operational hardware and system-to-system compatibilitv. A properly developed
and maintained training nlan for EMC 1s the program manager's primary tool for ensuring that
Yack of electromagnetic awareness does not 1introduce problems which must be later solved
at agreat expense, or worse, lived with by the Operational Fleet.

The proaram manager 1s also responsible for ensuring that trainina requirements related
to EMC on the svstem or equipment under procuremert are 1ncorporated 1nto required training
plans. For example, EMC training should be included as part of Navy Training Plans (NTPs)
which, by OPNAV direction, are reguired for most new procurements.

30. Incorporate EMC into NTPs. Official auidance for preparation and mplementation of NTPs
1s contained in OPNAVINST 1500.8. 1his instruction also contains a sample outline of the
minimum 1nformation to be contained n any NTP, .

The program manager 15 responsible for ensuring that EMC training reguirements are addressed
1n the preliminary stages of the NTP development process. The following obiectives should
be levied on those support personnel charaqed with preparation of the MTP:

0 Provide information for use 1n management, plannina, and coordination among

the various facets of EMC trainirg to allow for conservation of resources, con-
tinurty between orograms within the acquisition, and maximum training effectiveness.
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] Establish estimated funding requirements for suoporting the plans, which are ~o
flexible enough to meet anticipated chanaes arising from chanaina tactical and
technical considerations.

. Include provision for 1dentification and reporting EMC deficrencies and their
correction during the 1i1fe cycle.

0 Include provisions for periodically updatina EMC training reaguirements i1n the
NTP to reflect future planning brouaht ahout by chanaes 1n acaquisition mile—
stones.

40. Trainino of operational and maintenance personnel. Maval personnel who have been trained
to be proficient in operation and maintenance of new Navvy weapon systems generally lack trainina
1n considering oroblems assocrated with system EMC.

Sufficient discussion of susceptibility mechanisms should be presented to enable npera-
tional personnel to i1dentify the source of any system performance degradation and to eliminate
this degradation by proper operating techniques or by reguesting assistance from maintenance
personnel.

Maintenance personnel should be made aware of system EMC design features and of their
responsibility 1n maintenance actions to insure the continued maximum effectiveness of these
design features throughout the system 11fe, EMC 1s interrelated with reliabilitv,safety, per-
formance, and other system characteristics, and EMC maintenance can and should proceed con-
currently with them.
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FREQUENCY MANAGEMENT AND CONTROL

10. Introduction. For telecommunications equipment or systems requiring the use of the
radio frequency spectrum for surveillance or sensing, telemetry, radio control or the more
conventional racio communications circuitry, the availability of adequate spectrum suppert is
2 firm prerequisite to successful svstem operation. Spectrum-related aspects must therefore
be qiven appropriate and timely consideration, 1n conjunction with other major influences, In
the planning, development, procurement and operationa) phases of radiocommunications systems,
1f they are to effectively perform their intended functions without causina disruotior to or
receiving disruption from other radio services.

For telecommunications equipment, electromaanetic spectrum management policy and decisions
precipitate from the International Telecommunications Union, throuagh the National Telecommunica-
tions and Information Administration (Department of Commerce) and the Department of Defense,
to service departments and subordinate commands. The constraints by these organizations are
to be accepted as unalterable by the Proaram Manager.

Spectrum management and EMC policies within DoD are the responsibility of the Ass1§tant
Secretary of Defense for Communications, Command, Control and Intelligence. The ASD (C°I)
coordinates the DoD interface with the Interdepartmental Radi1o Advisory Committee (IRAC) and 1s
responsible for menitoring and reviewing policies, olans, proarams, and budaets for telecommunica-

tions within the DoD. The ASD (C3I) 15 a member of the Defense System Acguisition Review Council
(DSARC).

Electromaanetic environmental data and equipment spectral characteristics are collected and
stored at the Electromagnetic Compatibility Analysis Center (ECAC), Annapolis, Maryland for use
bv all agencies of the DoD and can assist 1n the areas of —

. Spectrum Planning

] Emission and Susceptibrlrty Characteristics Evaluation
) Deployment ard Siting Analysis

. Consultation Services

20. Spectral characteristics. To insure that the objectives of the DoD EMC Program are
met, requirements are often established for the collection of spectral characteristics data,
or spectrum signatures, on certain designated equipments and systemns that are designed to emit
or respond to electromaanetic enerqy. The measurements are normally performed when the eauipment
15 n

. Its final confiauration or at a time as agreed upon between the contractor and
procuring activity

] The configuration 1t w11l have 1n production, even though 1t may not have been
officrally acceoted

Copres of the spectral characteristics data should be sent to ECAC. It 1s essential that
th1s data be representative of the electromagnetic emissior and susceptibilitv characteristics
as w111 occur 1n production equipment and systems. In some cases, 1t may be desirable to oerform
partial spectral characteristics measurements on eguipment before 1t reaches production status
to assist 1n freguency allocation determinations or for some other special purpose.

30. Freguency management considerations. There are several actions involved in frequency
or spectrum manaaemert., Two cf these are:

] Freauency allecation
[ Freguency assionment
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a. A frequency allocation 1s 1nvolved with tne authorization to develco an equipment
which operates 1n a specific frequency band or on a oiven freguency. 0D Form 1494 A
(Application for Fre,uency Allocation) 1s reguired to be submitted at the erperimental,
developmental and operational periods of the acquisition cycle. Data on 0D
14945 are reviewed for conformance to naticnal and nternational criter1a.

Failing to 1nvoke the allocation process on a timely basis can result 1n difficulties
when unacceptable frequencies are blindly chosen in the national or international
arena. It may lead to the necessitv for denial of spectrum support, undesirable
Timitatior thereof, or the necessity for costly subsequent system having an approved
resultant waste of funds and twme. The importance of a svstem having an approved
frequency allocation cannot be overemphasized. It not only assures a sponsor
protection but may point out deficiencies through the EMC analvsis which follows,
which can be corrected prior to proaucticn.

b. A frequency assignment authorization 1% aiven allowina use of a specific frequency
or band of frequencies for a particular application. Since the useable Freauency
spectrum 1s limited, competition for frequency assignments has necessitated
coordination requirements, not onlv with users i1n the United States, hut with
those n all countries. The earlier the submission of a request, the sooner
the coordination can be compieted and a frequency assignment made available -
for use. The contractor should be made responsible for providina information
necessary for frequency assianment approval before operation 1n his plant.

Frequency management considerations must be applied earlv 1n the conceptual phase of svstem
development, and periodically reviewed throughout the system design. Compatibilitv s achieved
through the application of frequency management procedures. Unless there are freguencies avail-
able within the appropriate frequency band (available spectrum) on which the svstem can operate,
there 1s no point 1n developing the system. The following principles applv

. EMC requirements should not be developed through trade-offs with other svstem
paramete-s, such as, reliability, maintainability, cost, and safety. They must
be based on mission, scenario.

] In the early phases of research and development, past experience should direct -
attention to certain components or circuits which are likely troubie areas from
an EMC aspect. Design phrlosophy should thus concentrate on these areas to
preclude designing into a box canyon, that 1s, there 1s not enouah space for
shielding or separation, inviting pick-up.

() In the later phases of research and development, tha mechanisms bv which one
subsystem may possibly interfere with another, whether it be conducted on power
leads, signal leads or conmon antenna, or emitted, should be explored to deter-
mine which, if any, are of sufficient strenath to pose a problem.

Electronic equipment, systems and platforms must be capable of operatina in the vicimity
of other systems and platforms, without causing or responding to undesirable electromaanetic
enerqy, as well as meeting their specified performance requirements.

Primary factors i1n achieving the required system EMC are the control of eauipment emissions
and equipment subsystem susceptibility to ensure that the composite system and 1ts assocrated
subsystems and equipment are not only compatible within themselves, but have a hiagh probability
of continuing to operate within acceptable tolerances among other systems and subsystems.

The procurement contract should explicitly delineate applicable EMC reauirements. The contractor
should be made responsible for providing information necessary for freaquency assiagnment applica-
tions for approval as necessary, before gperation in his plant.

40, Frequency management plan for platform. The program manager for the platform must
look at 1ntended emissions, intended receive freguency ranage and define freauency separation
criteria.
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APPENDIX G
CONFIGURATION MANAGEMENT

10. General. Configuration Management 1s required on all EMC programs, whether 1n support
of new construction or modification or alteration, and should be maintained throughout the
hfe cycle of the platform or system. Although configuration management 1s ongoing, experi-
ence with platforms and systems has pointed out that there often are major variations in the
same systems Installed n the platform of the same type or class. Despite the efforts expended
during the design phase on analytical and modeling techniques, and despite efforts to establish
appropriate baseline configurations, 1n practice, changes are often approved and installed with-
out a thorough evaluation of the EMC wmpact. Too frequently, these variations result 1n degraded
performance of installed systems.

There 15 ample evidence that the four key steps of configuration management; for example,
1dent1fication, control, accounting, and auditing are not being performed to ensure the reauired
EMC on platforms. For example, a primary goal 1n the design of shipboard topside arrangements
1s the provision for optimum performance and coverage of quns, launchers, directors, radars,
and communication systems, consistent with the mission characteristics. This design goal,
difficult to attain during new construction ship design, becomes even more difficult throughout
the 1hfe of the ship, due to additions and modifications. Improved procedures are required
to ensure that proposed changes to existing EMC configurations are analyzed to determine the
degree of systems degradation, 1f any, which would result. This analysis must be conducted 1in
sufficient time to be used i1n making the decision as to whether or not to accomplish the altera-
tion or modification 1n question.

Configuration management in an EMC Program should provide for the following.

(] Identification. The Product EM Baseline which 1dentifies the EM build to
requirements, Once a baseline 15 established, it can only be changed by an
Engineering Change Proposal (ECP) or ship alteration (SHIPALT). Design disclosure
documentation, including the detailed design of all EM interfaces, should be
required to the lowest level at which the item will be repaired or maintained.
Separate work statements that result in the loss of design i1ntegrity and con-
figuration traceability should not be used.

. Control, A1l affected activities should participate in the EM evaluation of

proposed changes.

Accounting. Traceabi1l1ty of EM baselines and changes thereto should be provided.

Rudits. ghyswca1 EM configuration audits should be performed using approved

drawings and specifications to ensure that the as built EM configuration matches

the EM configuration 1dentification,

20. Configuration control process. For proposed changes, deviations, or waivers, the
manager must ensure that

® Appropriate EMC analysis 1s conducted by all interested parties.

) Planning, programming, and contractual documentation provides for EMC reauirements,
analyses, measurements, test and evaluation.

] A11 (SHIPALTs, Ordnance Alterations (ORDALTs}), ECPs, Field Changes (FCs), and
requests for waivers or deviations to contractual requirements are documented
by an EMC Impact Statement.

(] Ensuring that adequate funding 1s requested to perform required EMC analyses and
measurements, to comply with applicable EMC requirements and instructions, and
to resolve exi1sting Fleet EMC problems.
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30. Evaluation of changes. The management approach for the evaluation of changes can
be cateqorized as tollows

For a lTarge number of changes, the review and studv of a corporate memory and
lessons learned file can provide the basis for predicting that similar installa-
tions, under symilar circumstances, will not create problems. The management
solution should 1dentify these proposed changes quickly, efficiently, and
economically,

Some change-generated problems can readily be prevented, whil2 for others, fixes
already exist. For this second cateqory of changes, the management solution
should involve coordination to ensure that the right people know the correct
facts 1n a timely manner. To help i1n understanding the necessity for applying
the proper preventive or corrective measures, coonrdination procedures should
provide information on the severity of the problems that may be encountered.

For a third category of changes, EM problems are so complex, and the predicted

interference 1s so severe, that a comprehensive EMC impact evaluation 15 reguired.

For these the management solution should involve.

- Early 1dentification of the risks associated with farlure to accomplish
an EMC impact evaluation.

- Which engineering center, laboratory, or facility has the best capability
to assume lead responsibilities for the EMC impact evaluation,

40. Required actions. Specific actions required include:

[} Maintaining a log of proposed chanaes, deviations, or waivers, together with
the assignment of deadline dates for the preparation of an EMC Impact Statement
endorsement,

[ Performing an 1nitial engineering evaluation to cateaorize proposed changes
that affect £EMC confiqurations.

® Preparing an EMC Impact Statement endorsement that shall contain information
and advice appropriate to the EMC enclosures required for Blocks 34-37 of the
Engineering Change Proposal Form, DD Form 1692,

) Arranging for the provision of an advisor to attend Change Control Board meetinas
to provide assistance in EMC matters.

. Maintaining a record of actions taken, and of their results, for the purposes

of adding to, and of updating, the corporate memory and lessons learned file.
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APPENDIX H '
EMC CONSIDERATIONS IN PROGRAM DOCUMENTS

10. Introduction. The actions to control adverse EM effects are not 1solated events but,
when applied properly, form a continuum. Since planning and procurement documents are the
logical vehicle for wmplementing an EMC Program, this appendix discusses the relationship between
the pertinent documents and required actions. It 1s presented i1n the context of a major system
procurement, however, the principles and procedures are applicable to platforms and less than
major procurements. To provide an 1nsight into the review process, a set of review guidelines
15 provided.

20. Mission element need statement - (MENS).

0 Justifies the nitiation of a new major system.

] Describes the mission area and states the need of the new system in terms of
the mission element tasks.

0 Assesses the projected threat and the DoD capability for mission accomplishment.

] States the solution constraints and provides a program to explore competitive
alternative systems.

20.1 EMC considerations for inclusion in MENS.

. Include EMC considerations ds part of the assessment of projected threat.
. State EMC performance 1n a hostile and friendly EME, and as appropriate, EM
safety, EMP, and other EMC requirements,

30. Operational requirement (OR).

. Def1ines operational problems, required system capabilities, system and target
parameters and operational employment,
(] States cost objectives.

30.1 EMC considerations for inclusion in OR. The OR must form the basis for the EMC
effort during the acquisition process. The general requirement for compatibility with the
EM environment must be stated at the onset. 1In addition, unique goals related to EM effects
must be specified, for EMP and HERO and other EM requirements. The target parameters and opera-
tional employment must be described sufficiently to permit defimition of the anticipated EM
environment. It 1s therefore necessary to review the draft OR to assure that sufficient information
1s provided. Specifically, the following should be addressed.

(] Define EM environment 1n terms of friendly and hostile EME and nroject Far enough
into the future to cover the 11fe span of the proposed system,

° Define target sufficiently to determine EMC considerations.

] State ©VC goals for system design and i1ntended operation,

37. Development proposal (DP).

) Presents alternatives or trade-offs to achieve a range > capadilities to satisfy
the OR.

[ Proposes methods for achieving program objectives, provides program alternatives,
cost comparisons and defines tasks.

. Addresses T&E that will be required and contains a Development Plan.

40.1 EMC considerations for inclusion in DP. The DP presents the alternatives and trade-
offs to achieve the required operational capability called for in the OR., EMC ramifications
for each alternative must be addressed. The DP must define the operational EME, the sensitivity
of the alternatives to the EM environment and their 1mpact on the ambient environment. The
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hardening alternatives must be described alona with costs and risks. If the level of hardness
1s a major consideration, then the cost versus effect on the operational cabability must be

described. Plans for developmental and operational EME effects tests must be aiven, alona

with performance criteria and objectives. If speciel test facilities and equipment are reauired
thev should be described and cost estimates given. The DP review 15 reqguir2d to ensure that

the achievement of operational goals will not be unnecessarily restricted by the EMI, tnat
emission from the alternatives will not unaccentably dearade other friendly eguipnent and that
appropriate steps are planned for dealina with high risk areas. Specifically, the following
should be addressed.

Address all EMC factors contained 1n the OR, 1includina rationale for selection

of proposed freauency bands of operations.

State methods for achievinag the specified level of EMC, cost and effectiveness
for all desian alternatives.

Project EM environment to cover the proposed system 11fe span.

State projected EM problems for each alternative. Identify, 1f any, ordnance

and human risk 1n the proposed environment. Define impact on the EM environmnent
created by the proposed system. Specify risk of failure associated with advancino
the state-of-the-art, 1f required.

State tests appropriate to demonstrate required EMC. This should include, as
appropriate, those specified by MIL-STD-461, MIL-STD-449 and MIL-STD-449,
MIL-STD-1605, MIL-E-6051, HERO tests, other development tests, and inter-platform
testing, as required.

Include spectrum support and EMC T&E milestones with other T&E milestones.

State resolution dates for any 1dentified EMC risks.

50. Decision coordinating paper (DCP).

50.1 EMC

Information contained 1in the DP 1s combined with the OR to develop the final

approval document (DCP), which 1s used to obtain approval for the next phase

of system acquisition.

The program manager must request approval to i1nitiate the Demonstration and

Validation Phase when competitive exploration of alternative concepts during —
Program Initiation leads to selected alternatives that warrant system demonstration,

The information developed previously for the OR and DP form the basis for the DCP.

The DCP contains sections relatina to proaram 1ssues, objectives, alternatives,

risks and the development plan,

considerations for 1nclusion 1n DCP durina concept development and validation.

50.2 EMC

Each desian alternative must specify a method for achievina the required EMC,
State projected EM problems.

Specify risk associated with advancina the state-of-the-art, 1f required to
achieve the required EMC.

State tests planned to demonstrate EMC.

Project EM environment definition far enough i1nto the future to he compatible
with the system being acquired.

Include spectrum support and EMC T&E milestones with other TREZ imilestones 1n
the development plan, State resolution dates for any 1dentified EMC risks.

considerations for 1nclusion in DCP during full scale development.

Previous T&E and analysis must be 1incorporated into the DCP.

Part of the approval process reauires the TEMP or TEP tc be updated with the
recommended system technical performance specifications prior to the svstem
approval milestone.

Any EMC risks 1dentified in previous phases for the recommended svstem will

be added to the TEMP or TEP alona with risk resolution testina milestones.
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. EMC aspects of PATRE of initial production and long l2ad ti02 teas Lt 2
included n ths T2 Hr TZI2,

. Planned EMC testing to re-evealuate the system after channes durina nitial produc-
tion must also He 1ncluded.

50.3 EMC considerations for inclusion in DCP during production.

[ When the PAT&E and OT&E has proceeded to the point when a recommendation can
be made to reconnend full-scale production, the DCP w11l be updated with the
appropriate test results and recommendations and will be submitted to higher
autho~ity for asproval to praceed with fuli-scale productron.

[ Appropriate €40 naraneters v111 H2 tested {i~1nj th2 237%% and JTRE and these
tast results and their mmplications will be used to update the DCP,

60. Procurement plan (PP). The procurement plan documents tecinical “Husiness, solicy,
operational and other procurement considerations portraying milestones to be met 1n achieving
the aoals of a specific prograr over 1ts procurement 1ife cycle. Since a PP 1s reqularly updated,
1t w11l reflect changes 1n objectives or method or procurement. The discussion of program
technical risks in the PP must 1nclude major EMC risks and potentral tnreats tc and from other
systems or platforms and describe what efforts are planned or underway to reduce them. There
should be a general discussion of EMC 1ncluding control and reporting plans, predictions, analyses,
EM specifications and requirements to be imposed,anticipated EME, deSign disciplines and quality
assurance. The test and evaluation approach should describe DT&E to be required to the contractor,
and DT&E and OT&E to be performed by the Government for each major phase. In view of the mmport-
ance of the 1ssues addressed 1n the PP 1t 1s necessary that the EMC aspects be reviewed to
assure that they are realistic, economical and achievable. The PP should also define the minimum
¢criteri1a for a proposal to be acceptable.

70. Reguest for proposal (RFP). The RFP advises prospective bidders of the Government
needs. The 1tem to be procured 1s described by the applicable specifications or by a description
containing the necessary requirements. Thus, the RFP must delineate the anticipated electro-
magnetic environment location and configuration, the performance requirements in the environment,
tarlored reguirements for intended and spurious emissions and susceptibility criteria. Also,
any £ test, evaluation, analysis, csimulation and data required of the contractor such as EMC
control and test plans and test reports, and any 3overnment test that the 1tem must pass to
be acceptable must be i1ncluded, ' The role of the contractor 1n supporting an EMCAB must be
defined, 1f applicable. Since the RFP w1ll be the basis for the contract the procurinag activity
must be assured that the 1tem w11l meet the EMC requirements without resorting to costly contract
modifications.
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APPENDIX 1
EMC BIBLIOGRAPHY FOR PROGRAM MANAGERS
Th1s appendix provides the program manager responsible for the acquisition of platforms,

systems and equipment, with a discrete 115t of pertinent documents relative to the EMC/EME
requirements.

Part 1 Directives and Instructions provide the definition of and
authority to Incorporate the EMC/EME requirements.

Part 11 Mylitary Specifications and Standards describe, define and
dictate the EMC/EME requirements to be included in the
Design Specification.

Part II1 Guidance Documents provide assistance to the Program Manager
in achieving complete EMC/EME considerations 1n the procurement/
acquisition plan.

Part IV Matrices of EMC Tasks during 11fe cycle vs. basic EMC documents
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DOCUMENT NUMBER

PART I -- DTRECTIVES AND INSTRUCTIONS

DoD Directive
3222.3
C-4600.3
4630.5

4650.1

SECNAVINST
2400.20
2410.1
C-3430.2

OPNAVINST
$3430.1
$3430.4
2410.11
2410.29
2410.31
€-3430.15
C-3430.18

3811.1
5101.1

NAVMATINST
2410.1
3882.3
3920.4
5101.1
5400.17

10380.9

SUBJECT

DoD Electromagnetic Compatibility Program

Electroric Counter-Countermeasures (ECCM) Policy
Compatibility and Commonality of Equipments for Tactical
Command, Control and Communications

Management and Use of Radio Frequency Spectrum

Management and Use of Radio Frequency Spectrum within the
Department of the Navy

Electromagnetic Compatibility Program Within the Department
of the Navy, Policy Direction

Department of Navy Pelicy Concerning Electronic Counter-
Countermeasures (ECCM) 1n Flectronic Systems

Joint Electronic Warfare Policy

Navy Electronic Warfare Organization and Policy

Procedures for the Processing of Radio Frequency Applications
for the Development and Procurement of Electronic Equipment
Electromagnetic Compatibility Analysis Center; analytic
services and data available from

Electromagnetic Compatibility Within the Department of the
Navy

Electronic Warfare Support Measures and Electronic Intelligence
Technical Systems

Reporting Beaconing, Intrusion, Jamming and Interference

of Electromagnetic Systems

Threat Support to Weapons Systems Selection and Planning
Resolution of Electromagnetic Radration (EMR) Hazard Problems

Electromagnetic Environmental! Effects (E3) Policy Within the
Naval Material Command

Threat Support to Weapons Systems Selection and Planning

Navy Combat Su~vivability Program; Establishment of
Electromagnetic Radiation (EMR) Hazard Problems, resolution of
Nuclear Weapon Effects Program Technical and Management
Responsibilities and Procedures

Electromagnetic Environment Considerations in the Life Cycle
of Navy Electronic/Electrical Equipment and Systems; wmp'e-
mentation of

46

Source: https://assist.dla.mil -- Downloaded: 2016-12-11T03:33Z
Check the source to verify that this is the current version before use.



MIL-HDBK-237A

APPENDIX I
PART 11 -- MILITARY SPECIFICATIONS AND STANDARDS
DOCUMENT NUMBER TITLE
MIL-B-5087 Bonding, Electrical and Lightning Protection for Aerospace
Systems

SCOPE - This specification covers the characteristics, application, and testing of electrical
bonding for aerospace systems, as well as bonding for the installation and interconnection of
electrical and electronic equipment therein, and 1ightning protection.

DOCUMENT NUMBER TITLE
MIL-E-6051 Mil1tary Specification - Electromagnetic Compatibility

Requirements, Systems (aircraft and associated weapons systems)

SCOPE - This specification outlines the overall electromagnetic compatibility (EME) require-
ments for aircraft weapons systems installation.

MAJOR OBJECTIVE - Development:

1.  Program Plan

2. Control Board

3. System Requirements

4, Control Plan

5. Test Program

6. Acceptance Criteria
DOCUMENT NUMBER TITLE
MIL-S-6451 Shield, Protective, Aircraft and Missiles

SCOPE - This specificatiorn covers protective shields for engine and tailpipe openings of
aircraft and missiles.

DOCUMENT NUMBER TITLE

MIL-E-8881 Enclosure, Electromagnetic Shielding Demountable, Prefabricated
General Specification for

SCOPE - This specification covers shielding enclosures which provide specified degrees of

attenuattion of electromagnetic fields from 100 kilocycles (kc) to 20,000 megacycles (mc) for the
purpose of test and alignment of electronic equipments and other related purposes.

DOCUMENT NUMBER ) TITLE

MIL-A-9094 Arrester, Lightning, General Specification for Design of

SCOPE - This specification covers the general requirements for aircraft lightning arresters
used with radio receiving and transmitting antenna systems.
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DOCUMENT NUMBER TITLE

MIL-C-11693 General Specification for Radio Frequency Interference
Reduction Capacitor, AC and DC, Hermetically sealed in metal
cases

SCOPE - This specification covers the general requirements for established reliability (ER)
and non-ER capacitors designed for operation with alternating current (ac) and direct current (dc),
paper, metallized paper, and metallized plastic dielectric, radio-interference-reduction, feed-
through capacitors, hermetically sealed 1n metal cases for use primarily in broadband radio-
interference suppression application.

DOCUMENT NUMBER TITLE

MIL-E-12889 Capacitors, By-Pass, Radio-Interference Reduction, Paper
Dielectric, AC and DC, (Hermetically Sealed 1n Metallic
cases), General Specification for

SCOPE - This specification covers the performance and general material requirements for
by-pass, radio-interference-reduction, alternating-current (ac) and direct-current (dc), paper-
dielectric capacitors, hermetically sealed in metallic cases, for use primarily in broadband,
radio-interference suppression application. In addition, this specification indicates the
ambient test conditions within which the capacitors must operate satlsfactosily and reliably.

These capacitors are suitable for operation over a temperature range of -55° to +85°C.
DOCUMENT NUMBER TITLE
MIL-F-15733 F1lters, Radio Interference, General Specification for

SCOPE - This specification covers the general requirements for current-carrying filters,
alternating-current (ac) and direct-current (dc), for use primarily in the reduction of broadband
radio interference.

DOCUMENT NUMBER TITLE
MIL-1-16165 Interference Shielding, Engine Electrical System

SCOPE - This specification covers requirements for interference shielding items and shielded
harnesses for engine electrical systems aboard Naval ships, at advance bases, and 1n the vicinity
of electronic installations. It includes the allowable interference limits for such items
and the permissible limits for auxiliary devices normally installed on electrical wiring systems
associated with these engines.
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DOCUMENT NUMBER TITLE
MIL-F-18327 General Specification for Filters; High Pass, Low Pass, Band

Pass, Band Suppression and Dual Functioning

SCOPE - This specification covers the general requirements for passive frequency-selective
networks, such as dual functioning, band suppression, band pass, low pass, and high pass (or any
combination thereof) electric-wave filters, including those employing electromechanical and
piezoelectric elements, for use over the frequency range of 0 to 150 megahertz. Filters covered
by this specification are intended for use where operation under various environmental conditions
is required. This specification covers filters weighing not more than 50 pounds and requiring
root-mean-square test voltage ratings not greater than 5,000 volts.

DOCUMENT NUMBER TITLE

MIL-E-18639 Enclosure, Electromagnetic Shielding, Knockdown Design

SCOPE - This specification covers shielding enclosures which shall provide stated minimum
degrees of attenuation to electromagnetic fields, within the frequency range of 100 kilocycles
{kc.) to 10,000 megacycles {mc.), for the purpose of test alignment of electronic equipment and
for other related purposes.

DOCUMENT NUMBER TITLE

MIL-F-25880 Band Pass, Band Suppression Filter

SCOPE - This specification covers the general requirements for one type of band pass, band
suppression filter, designated Filter, Band Pass, Band Suppression F-339/A.

DOCUMENT NUMBER TITLE

MIL-E-47188 Electronic Shielding Material, Application of Encapsulated,
Welded Modules, Process Requirements for

SCOPE - This specification establishes the requirements for the application of electronic
shielding material to encapsulated modules. Unless otherwise specified on the module part
drawing, the encapsulated module shall be sealed with a conformal coating prior to application
of the shielding material.

DOCUMENT NUMBER TITLE

MIL-5-81245 Shield, Rad Haz L/20MM Cartridges Holder, Rad Haz Shield

SCOPE - This specification covers the rad haz shield, hereinafter referred to as shield
and the rad haz shield holder, hereinafter referred to as holder. The shield serves as a
protective cover for the electric primer of a 20mm MARK 100 series round of ammunition belted
n the MARK 2 link.
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DOCUMENT NUMBER TITLE
MIL-STD-188-124 Grounding, Bonding and Shielding for Common Long Haul/Tactical

Communication Systems

SCOPE - This standard establishes the minimum basic requirements and goals for grounding,
bonding and shielding of ground-based telecommunications C-E equipment installations, subsystems
and facilities including buildings and structures supporting tactical and long haul mlitary
communication systems.

DOCUMENT NUMBER TITLE

MIL-STD-220 Method of Insertion-Loss Measurement for Radio-Frequency
Filters

SCOPE - This standard covers a method of measuring, 1n a 50-ohm system, the insertion lossof

feed - through suppression capacitors, and of single- and multiple-circuirt, radio-frequency (RF)
fi1lters at frequencies up to 1000 megahertz (MHz).

DOCUMENT NUMBER TITLE

MIL-STD-285 Attenuation Measurements for Enclosures EM Shielding for
Electronic Tests Purposes, Method of

SCOPE - This standard covers a method of measuring the attenuation characteristics of

electromagnetic shielding enclosures used for electronic test purposes over the freguency range
100 kHz to 10,000 MHz.

DOCUMENT NUMBER TITLE

MIL-STD-44S Radio Frequency Spectrum Characteristics, Measurement of

SCOPE - This technical standard establishes uniform measurement techniques that are appli-
cable to the determination of the spectral characteristics of radio-frequency transmitters and
receivers. The ultimate goal is to ensure the compatibility of present and future systems.

DOCUMENT NUMBER TITLE
MIL-STD-454 Standard General Requirements fcr Electronic Equipment
Requirement 1 - Establishes criteria for the design and development of military electronmic
equipment to promote maximum safety for personnel and equipment.
Requirement 61 - Establishes criteria for electromagnetic interference control.
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DOCUMENT NUMBER TITLE

MIL-STD-461 Electromagnetic Emission and Susceptibility Requirements
for the Ccntrol of Electromagnetic Interference

SCOPE - This standard covers the requirements and test Timits for the measurement and deter-
mination of the electromagnetic interference characteristics {emission and susceptibility) of
electronic, electrical and electromechanical equipment.

MAJOR OBJECTIVE - Define requirements and 11mits for EMI characteristics.

DOCUMENT NUMBER TITLE

MIL-STC-462 Electromagnetic Interference Characteristics, Measurement of
SCOPE - This standard establishes techniques to be used for the measurement and deter-

minatjon of the electromagnetic 1nterference characteristics (emission and susceptibrlity) of

electrical, electronic, and electromechanical equipment, as required by MIL-STD-461.

MAJOR OBJECTIVE - Measurement technigues for determining EMI characteristics.

DOCUMENT NUMBER TITLE

MIL-STD-463 Definitions and System of Unmits, Electromagnetic Interference
and Flectromagnetic Compatibility

SCOPE - This standard contains general interference definitions, abbreviations, and acronyms.
Definitions of abbreviations and terms are limited to statements of meaning as related to this
and referenced standards, rather than encyclopedia or textbook discussions. A basic fundamental
knowledge of the principles of interference is assumed.

DOCUMENT NUMBER TITLE

MIL-STD-469 Radar Engineering Design Requirements Electrcmagnetic
Compatibility

SCOPE - The engineering design requirements set forth herein are estanlished to control
the spectral characteristics of all new radar systems operating between 100 and 40,000 megahertz
(MHz) n an effort to achieve electromagnetic compatibility and to conserve the frequency spectrum
avatlable to Military radar systems.

DOCUMENT NUMBER TITLE

MIL-STD-704 Aircraft Electric Power Characteristics
SCOPE - This standard establishes requirements for conducted electric power characteristics

on aircraft at the interface between the electric power system and the input to electric utilization
equipment.
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DOCUMENT NUMBER TITLE
MIL-STD-1310 Shipboard Bonding and Grounding Methods for EMC and Safety

SCOPE - This standard provides shipboard bonding, grounding and other techniques for electro-
magnetic compatibility and safety.

DOCUMENT NUMBER TITLE

MIL-STD-1377 Effectiveness of Cable, Connector and Weapon Enclosure Shielding
and Filters in Precluding Hazards of Electromagnetic Radiation
of Ordnance; Measurement of

SCOPE - This standard 1s intended to provide a weapon developer or designer with the shielding

and filter effectiveness test methods for determining whether the particular weapon design
requirements have been properly implemented.

DOCUMENT NUMBER TITLE

MIL-STD-1385 Preclusion of Ordnance Hazards i1n Electromagnetic Fields;
General Requirements for

SCOPE - This standard establishes the general requirements to preclude hazards resulting
from ordnance having electro-explosive devices when exposed to electromagnetic fields. The

nominal frequency range covered by this standard is from 10 kHz (104 Hz to 40 GHz (4 X 1010 Hz)

DOCUMENT NUMBER TITLE
MIlySTD-1399 Interface Standards for Shipboard Systems

SCOPE - This standard establishes interface and environmental requirements for shipboard
systems/equipment installations.

Section 300 - Electric Power, Alternating Current (Metric)

Section 408 - EMR Hazards to Personnel and Fuel
Section 409 - EMR Hazards to Ordnance

DOCUMENT NUMBER TITLE

MIL-STD-1512 Electroexplosive Subsystems Electrically Initiated Design
Requirements and Test Methods

SCOPE - The purpose of this document 1s to establish uniform design and qualification

requirements and test methods for the design, development, and acceptance of all electroexplosive
subsystems and component parts.
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DOCUMENT NUMBER TITLE
MIL-STD-1541 Electromagnetic Compatib11ity Requirements for Space Systems
(USAF)

SCOPE - This standard establishes the electromagnetic compatibility (EMC) requirements
for space systems, including launch vehicles, space vehicles, ground systems, and associlated
aerospace ground equipment (AGE). It does not apply to facilities which house such 1tems.

DOCUMENT NUMBER TITLE
MIL-STD-1542 Electromagnetic Compatibility Requirements for Space System
(USAF) Ground Facilities

SCOPE - This standard covers the general EMC and grounding requirements for space systen
ground facilities. Space system faci1lities include structures that house electrical/electronic
devices or equipment such as service structures, tracking station buildings, satellite control
rooms, computer rooms, and spacecraft or booster assembly buildings.

DOCUMENT NUMBER TITLE
MIL-STD-1574 System Safety Program for Space and Missile Systems

SCOPE - This standard defines the requirements for implementation of system safety programs
covering the 11fe cycle of the system. It includes the safety requirements for the following
activities/periods: design, development, test, checkout, modification, production, servicing,
refurbishing, maintenance, transportation, handling, training, disposal, deployment, and normal
and contingency operations. This standard also defines the management and technical tasks
and controls required to minimize accident risks caused by human error, environment, deficiency/-
inadequacy of design, and component malfunction or interactions.

DOCUMENT NUMBER TITLE
MIL-STD-1605 Procedures for Conducting a Shipboard Electromagnetic Interference

Survey (Surface Ships)

SCOPE - This standard provides detailed procedures for conducting an electromagnetic interferenc:

(EMI) survey aboard surface ships. An EMI survey 1s required for new construction ships and
ships receiving overhauls or other major repair work that changes the electromagnetic configuration.

DOCUMENT NUMBER TITLE

MIL-STD-1658 Shipboard Guided Missile Launching System Safety Requirements,
Minimum

SCOPE - This standard establishes the minimum safety requirements for shipboard guided™
missile Jaunching systems. Special requirements which may be imposed on launching systems
handling missiles containing nuclear warheads or liquid fuels other than hydrocarbon fuels
are not 1ncluded.
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DOCUMENT NUMBER TITLE
AIR-STD-12/19 Electromagnetic Compatibility Test Methods for Aircraft
(ASCC AIR STD) Electrical and Electronic Equipment

OBJECT - To standardize minimum requirements and essential test methods pertaining to
Intra-system-Electromagnetic Compatibility of electrical and electronic equipment for use with
aerospace systems of the member countries.

DOCUMENT NUMBER TITLE

ABC-STD-52 Shipboard Electrical Power Characteristics

DOCUMENT NUMBER TITLE

STANAG 3516 EMC Test Methods for Aerospace Electrical and Electronmic
Equipment

O0BJECT - To establish the minimum requirement and essential test methods pertaining to
Intra-system-Electromagnetic compatibility of electrical and electronic equipment for use with
arcraft systems.

DOCUMENT NUMBER TITLE
STANAG 3614 AE EMC of Installed Equipment in Aircraft -::ﬂ

PURPOSE - To ensure that equipment interference control is considered already during develoﬁ;
ment and that interference limits are included in the development specification of equipment.

To warrant compatible operation of the equipment with its electromagnetic interference
and its susceptibility in a complex electromagnetic interference environment within a weapons

Systems.

AMERICAN NATIONAL STANDARDS INSTITUTE (ANSI):
DOCUMENT NUMBER TITLE

ANSI C95.1 Safety Level of Electromagnetic Radiation with Respect to
Personnel

SCOPE - Recommendations are made to prevent possible harmful effects on mankind, resulting
from exposure to electromagnetic radiation in the frequency range from 10 MHz to 100 GHz.
They apply to all radiation within this frequency range originating from radio stations, radar
equipment, and other possible sources of electromagnetic radiation such as used for communication,
radio-navigation and industrial and scientific purposes. These recommendations are not intended
to apply to the deliberate exposure of patients by or under the direction of practitioners
of the healing arts.

W
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DOCUMENT NUMBER TITLE

ANSI €95.2 Radio Frequency Radiation Warning Symbol

SCOPE - This standard applies to the design of a symbol for use as a sign intended to
warn workers or the public of the presence of biologically hazardous levels of electromagnetic
radiation and, n so far as considered desirable, to define specific hazards and provide cautionary
information.

It 1s not the intent of this specification to conflict with or supersede 1n any fashion

the standard 1oni1zing radiation sign as defined in USA Standard Specifications for Industrial
Accrdent Prevention Signs Z35.1-1959,

DOCUMENT NUMBER TITLE

ANST C95.3 Techniques and Instrumentation for Measurement of Potentially
Hazardous Electromagnetic Radiation at Microwave Frequencies

PURPOSE - Subcommittee I on Techniques, Procedures, and Instrumentation was originally
organized on April 7, 1960, to Establish specifications for techniques and instrumentation
used 1n evaluating hazardous radio-frequency radiation.

On January 8, 1963, the intent of the scope was clarified by specific reference to mankind,
flammable volatile materials, and explosive devices; thus the purpose was extended to Establish
spec1fications for techniques and instrumentation to be used i1n evaluating radio-frequency
hazards to mankind, flammable volatile materials, and explosive devices.

DOCUMENT NUMBER TITLE

ANSI (95.4 Safety Guide for the Prevention of RF Radiation Hazard
in the Use of Electric Blasting Caps

PURPOSE - This guide is:.intended to provide a basis for assessing the hazards associated
with Tnitiation of commercial electric blasting caps by radio frequency (RF) energy by indicating
safe distances from commercial RF sources.

Part I gives basic information of the mechanism of RF i1nitiation and ts avoidance.

Part 11 gives tables of safe distances developed by analytical calculations and supported
by numerous field tests. Adherence to these tables will give the blaster a high degree of
assurance that his blasting layout should be safe against RF 1initiation,

Part III gives data on common RF sources.

DOCUMENT NUMBER TITLE

BUMEDINST 6470.13( ) Microwave and Radio Frequency Health Hazards

PURPOSE - To call attention to potential health hazards associated with exposure to electro-
magnetic fields 1n the frequency range of 10 MHz to 100 GHz, to specify maximum exposure levels 1n
terms of external field quantities, to provide guidance for medical surveillance and to specify
reporting requirements of microwave overexposure incidents.
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DOCUMENT NUMBER TITLE
BUMEDINST 6470.14( ) Laser Health Hazards

PURPOSE - To establish a standard for the evaluation of laser hazards and guidance for
medical surveillance of persons occupationally exposed to laser radiation.
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PART 111 -- GUIDANCE DOCUMENTS
MILITARY HANDBOOKS
NUMBER TITLE
MIL-HDBK-235 Electromagnetic (Radiated) Environment Considerations for

Design and Procurement of Electrical and Electromic
Equipment, Subsystems and Systems

The 1ntent of this handbook 1s to provide guidance and establish a uniform approach for
the protection of Navy electronics from the adverse affects of the electromagnetic environment.
Examples of systems, subsystems and equipments for which this handbook may be applicable are
aerospace and weapon systems and associated subsystems, equipments and ordnance.

Provides detailed information and guidance for test and evaluation in the electromagnetic
environment -

Part 1 - General
Parts II & IIl - Electromagnetic levels - Friendly/Hostile
Part IV - Electromagnetic levels - Army

NUMBER TITLE
MIL-HDBK-238 Electromagnetic Radration Hazards

This handbook addresses hazards due to electromagnetic radiation of the non-ionizing type
except for the 1oni1zing radiation of X-rays produced incident to operating electronic equipment.
Electromagnetic Radiation Hazards (RADHAZ) affect personnel, sensitive electronic devices,
explosive and fuels. The present state-of-the-art 1n the evaluation of existing hazards limits
the determination of absolute safe levels at all frequencies.

NUMBER TITLE

MIL-HDBK-241 Design Guide for EMI Reduction in Power Supplies

This design guide has been developed to provide information relating to methods and techniques
that an equipment engineer may use to reduce electromagnetic interference. Information n
this handbook is directed particularly to power supplies since experience indicates that they
are the major cause of undesired emanations. Many of the basic techniques of reducing EMI
1n power supplies can also apply to an entire equipment. Use of the methods and technigues
herein should enable an equipment engineer to develop a compromise between the various characteristics
and disciplines applied to the equipment design. These characteristics include electromagnetic
compatibility (EMC), weight, size, cost, reliability, maintainability, temperature, humidity,
human engineering, and performance. Use of this handbook should result in an equipment design
that 1s EMC effective with the fewest penalties to other characteristics.

MANUALS

DOCUMENT NUMBER TITLE

NAVSEA

0900-LP-058-3010 Shipboard Installation Practices for Electromagnetic
Pulse Vulnerability Reduction

0967-LP-316-3010 Instruction Manual for Microwave Radiation Protective
Clothing
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0900-LP-005-8000

0967-LP-317-7010
0P-5 (Vol. 1)
0P-3840

0D 30393 (1)

0967-LP-266-1010

0967-LP-000-0150

0967-LP-283-5010

DOCUMENT NUMBER
NAVSHIPS

94552
NAVSEA/NAVAIR/NAVELEX

0P3565/16-1-529/0967-LP-624-6010
Vol. 1

Vol. Il

NAVAIR

5335
AR-29

AR-43
AR-46
AR-107

NAVELEX
0101, 106

NAVEAC
DM4
NAVORD
0D 44881

Technical Manual for Radio Frequency Radiation Hazards -
Personnel - Shipboard

Radio Frequency Burn Hazards Reduction
Ammunition and Explosives Ashore
EMC Criteria for Surface Weapons Systems

Design Principles and Practices for Controlling Hazards of
Electromagnetic Radiation to Ordnance (HERO Design Guide)

R.F. Compatibil1ty and Electromagnetic Interference
Reduction Techniques for Forces Afloat

Electronic Installation and Maintenance Book, Electromag-
netic Interference Reduction

Shipboard Electromagnetic Shielding Practices

TITLE

R. F. Shielding of Ship Hatches and Access Doors

Technical Manual, Electromagnetic Radio Hazards (U)
(Hazards to Personnel, Fuel and Other Flammable
Mater1als) (U)

Technical Manual, Electromagnetic Radio Hazards (U)
(Hazards to Classified Ordnance) (U)

Electromagnetic Compatibility

Frequency Allocation and Equipment Spectrum Signature,
Requirements for

Electromagnetic Compatibility Advisory Board Requirements
for

Aeronautical Requirements, HERQ, Requirements for HERO
Tests, Analyses and Documentation

Aeronautical Requirements Navy Aircraft Survivability/
Vulnerability

Naval Shore Electronics, Electromagnetic Compatibiiity
And Electromagnetic Radiation Hazards

Design Manual for Electrical Engineers

Safety and Performance Tests for Qualifications of
Explosives
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0D 10773 Safety Principles for Operations Involving Electro-
Explosive Devices

Naval Surface Weapons Center, White Cak Laboratory:

a.  NSWC/WOL/TR 75-193 EMP Design Guidelines for Naval Ship Systems
b. Engineering Design Guidelines for EMP Hardening of Naval Missiles and Airplanes

Air Force, ASD/ENESS, Wright-Patterson AFB, Ohio 45433 - EW Design Handbook, Vol. IV - ECCM

USAF DH 1-2 Genera: Design Factors
DH 1-4 Electromagnetic Compatibility
DH 1-6 System Safety
DH 2-4 Electronic Warfare
DH 2-7 System Survivability
DH 4-2 Electronic Systems Test and Evaluation

ASSOCIATED DOCUMENTS

NAVAIR AD 1115, Electromagnetic Compatibility Design Guide for Avionics and Related Ground Support
Equipment

AD 619666/7, Interference Reduction Guide for Design Engineers Vol. 1 and 2.

NASA SP 3067, Radio Frequency Interference Handbook

AFR 80-23, USAF Electromagnetic Compatibility Program

Rome Air Development Center, Interference Notebook, Vol. 1 - RADC-TR-66-1, Vol. 2 - RADC-7T-66-1

Defense Nuclear Agency:

a. DNA 2114-H, EMP Handbook
Vol. I - Design (C)
Vol. II - Analysis and Testing (C)
Vol. III - Environment and Application (S}
Vol. IV - Resources (C)
b. DNA 3286-H, DNA EMP Preferred Test Procedures
c. Capabilities of Nuclear Weapons, Defense Nuclear Agency Effects Manual No. 1
d. EMP Awareness Course Notes, DNA-2772T

Electronic Industries Association, Designer's Guide on EMC Bulletins 1-10.

National Fire Protection Association:

a. NFPA 78-1968, Lightning Protection Code
b.  NFPA 77-1972, Static Electricity, Recommended Practice on

Society of Automotive Engineers (SAE), Warrendale, Pennsylvania:

AIR 1208 - Bibliography - Lightnyhg and Precipitation Static

AIR 1221 - EMC System Design Requirements

AIR 1509 - EMC Antennas and Antenna tactors and How to Use Them

AIR 1406 - Lightning Protection and Static tlectrification

AIR 1394 - CabTing GuideTines for Electromagnetic Compatibility

Alk 1255 - Spectrum Analyzers for EMI Measurements

AIP 1147 - on Awrtraft from Jet Engine Charging

AIR 1173 - Test Procédures to Measure the R.F. Shielding Characteristics of EMI Gaskets
AIR 1404 - DC Resisfivity vs. R.F. Impedance of EMI Gaskets

AIR 1500 - Bibl1ography Lossy Filters

’
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AIR 1423 - EMC on Gas Turbine Engines for Aircraft Propulsion

AIR 1425 - Methods of Achieving EMC on Gas Turbine Engines for Self-Propelled Land Vehicles

ARP 935 - Suggested EMI Control Plan Outline

ARP 936 - Capacitor, 10 MFD for EMI Measurements

ARP 937 - Jet Engine tlectromagnetic Interference Test Requirements and Test Methods

ARP 958 - Broadband Electromagnetic Interference Measurement of Antennas, Standard
Calibration Requirements and Methods

ARP 1172 - FiTters, tonventional Electromagnetic Interference Reduction, General Specifi-
cation for

ARP 1481 - Corrosion Control and Electrical Conductivity in Enclosure Design

J5510 - Measurement of EMR from a Motor Vehicle or other Combustion-Powered Device

(excluding Aircraft)
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