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a

i. This military standard is approved for use by all Departments and
Agencies of the Department of Defense.

2. Beneficial comments (recommendations, additions, deletions) and any

pertinent data which may be of use in improving this document should be

addraccad ta. un Ad» Force M:rar1a1 Command ICL‘G\ 4170 Uabhla Cresk R4
RUUILTeSoSK Ve iy raa [R=2=1- 3 NCLUMNAT viTen fd.

Suite 1, Wright-Patterson AFB, OH 45433-5644, by using the self-addressed
Standardization Document Improvement Proposal (DD Form 1426) appearing at the
end of this document or by letter.

3. The principle objective of a system safety program within the
Department of Defense (DOD) is to make sure safety, consistent with mission
requirement, is included in technology development and designed into systems,
subsystems, equipment, facilities, and their interfaces and operation.

4. DOD has approved this military standard for all DOD departments to use
in developing system safety prograns in accordance with DOD Instructions.
Selective appJ.J.caLJ.uu and the tailoring of this military standard must be
accomplished, as indicated herein to specify the extent of contractual and DOD

inhouse compliance.

5. The degree of safety achieved in a system depends directly on
management emphasis. Government agencies and contractors will apply

management emphasis to safety during the system acquisition process and
throughout the life cycle of each system, making sure mishap risk is
understood and risk reduction is always considered in the management review
process.

6. A formal safety program that stresses early hazard identification and
elimination or reduction of associated risk to a level acceptable to the
managing activity is the principal contribution of effective system safety.
The success of the system safety effort depends on definitive statements of
safety objectives and requirements.
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SYSTEM SAFETY PROGRAM REQUIREMENTS
1. SCOPE.

1.1 Scope. This standard applies to all DOD systems and facilities. It applies to every
activity of the system life cycle; e.g., research, technology development, design, test and
evaluation, production, construction, checkout/calibration, operation, maintenance and support,
modification and disposal. The requirements will also be applied to DOD in-house programs.

1.2 Purpose. This standard provides uniform requirements for developing and implementing
a system safety program of sufficient comprehensiveness to identify the hazards of a system and
to impose design requirements and management controls to prevent mishaps. The system safety
program addresses hazards from many sources to include system design, hazardous materials,
advancing technologies, and new techniques. The aim is to eliminate hazards or reduce the
associated risk to a level acceptable to the managing activity (MA). The term "managing
activity” usually refers to the Government procuring activity, but may include prime or associate
contractors or subcontractors who impose system safety tasks on their suppliers.

13 Application.

1.3.1 Applving the standard. The sections and tasks shall be selectively tailored and applied
as described below. In the event that a contractual document gply specifies compliance with
"MIL-STD-882C" and does not stipulate specific sections or tasks, the tailoring specified in
paragraph 5.3 shall apply. The term "section™ herein means the top paragraph and all its
subparagraphs/tasks.

1.3.2 Applying tasks. Tasks described in this standard shall be selectively applied in DOD
contract-definitized procurements, requests for proposal (RFP), statements of work (SOW), and
Government in-house developments requiring system safety programs for the development, test,
production, and deployment of systems, facilities, and equipment. The word "contractor” herein
also includes Government activities developing military systems, equipment, and facilities.

1.3.2.1 Application guidance. Application guidance and rationale for selecting tasks to fit the
needs of a particular system safety program are included in the appendices. These appendices
are generally not contractually binding; however, the MA may choose to impose portions of
Appendix B or C as part of Task 101.

1.3.2.2 Method of referance. When specifying the tasks of this standard as contractual
requirements, both this standard and each specific task number are to be cited. Applicable
"Details To Be Specified” will be included in the SOW.

Source: https://assist.dla.mil -- Dgqwnloaded: 2016-12-11T02:40Z
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2. APPLICABLE DOCUMENTS.

This standard contains no reference documents. Applicable docume_nt.s_required to supplement
this military standard must be specified in system specifications and other contractual
documents.

Source: https://assist.dla.mil -- Downloaded: 2016-12-11T02:40Z
Check the source to verify that thisg is the current version before use.



MIL-STD-882C

(2]

ACRONYMS AND DEF

3.1 Acronyms used in this standard. The acronyms used in this standard are defined as
follows:

a. AE - Architect and Engineering Firm

b. CDRL - Contract Data Requirements List

¢. CFR - Code of Federal Regulations

d CSp - Certified Safety Professional

e. DEHCP - DOD Explosive Hazard Classification Procedures

f. DID - Data Item Description

g. DLA - Defense Logistics Agency

h. DOD - Department of Defense

i. DoDI - DOD Instruction

j»  DbOT - Department of Transportation

k. ECP - Engineering Change Proposal

1. ECPSSR- Engineering Change Proposal System Safety Report
m. EOD - Explosive Ordnance Disposal
n. EPA - Environmental Protection Agency

o. ESMCR - Eastern Space and Missile Center Regulation

p. GFE - Governmeni-Furnished Equipment

g GFP - Government-Furnished Property

r. GIDEP - Government-Industry Data Exchange Program
s. HHA - Health Hazard Assessment

t. HHAR - Health Hazard Assessment Report

u. HRI - Hazard Risk Index

v. IRS - Interface Requirements Specifications

w. ISSPP - Integrated System Safety Program Plan
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Mishap Risk Assessment Report
M

Missile System Prelaunch Safety Package
Nondevelopmental Item

Operating & Support Hazard Analysis

Professional Engineer

Preliminary Hazard Analysis

Request for Proposal

Safety Assessment Report

Storage Compatibility Group
System Design Review

System Hazard Analysis

Software Problem Report
Safety Requirements/Criteria Analysis

System Requirements Review
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ax. SRS - Software Requirements Specifications
ay. SSG - System Safety Group
az. SSHA - Subsystem Hazard Analysis

ba. SSPP . System Safety Program Plan

bb. SSPPR - System Safety Program Progress Report
bec. SSR - Software Specification Review

bd. SSS - System/Segment Specification

be. SSWG - System Safety Working Group

bf. TBD - To Be Determined

bg. TLV - Threshold Limit Value

bh. WDSSR - Waiver or Deviation System Safety Report
bi. WSMCR - Western Space and Missile Center Regulation
3.2 Definitions. The following definitions apply:

3.2.1 Condition. An existing or potential state such as exposure to harm, toxicity, energy
source, activity, etc.

3.22 Contractor. A private sector enterprise or the organizational element of DOD or any

other Government agency engaged to provide services or products within agreed limits specified
by the MA.

3.2.3 Failsafe. A design feature that ensures that the system remains safe or in the event of a
failure will cause the system to revert to a state which will not cause a mishap.

3.24 Hazard. A condition that is prerequisite to a mishap.

3.2.5 Hazard probability. The aggregate probability of occurrence of the individual events that
create a specific hazard.

3.2.6 Hazard severity. An assessment of the consequences of the worst credible mishap that
could be caused by a specific hazard.

3.2.7 Hazardous Material. Anything that due to its chemical, physical, or biological nature
causes safety, public health, or environmental concerns that result in an elevated level of effort
to manage.

3.2.8 Manpaging activity. The organizational element of DOD assigned acquisition
management responsibility for the system, or prime or associate contractors or subcontractors
who impose system safety tasks on their suppliers.
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3.29 Mishap. An unplanned event or series of events resulting in death, injury, occupational
illness, or damage to or loss of equipment or property, or damage to the environment. Accident.
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3.2.10 Nondevelopmental item.
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the United States, a State or local government, or a foreign government with which the

United States has a mutual defense cooperation agreement;
c. Any item of supply described in definition a. or b. , above, that requires only minor
modification in order to meet the requirements of the procuring agency; or

d. Any item of supply that is currently being produced that does not meet the
requirements of definition a., b., or c., above, solely because of the item is not yet in use
or 1s not yet availabie in the commercial marketpiace.
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3.2.12 Risk assessment. A comprehensive evaluation of the risk and its associated impact.

3.2.13 Safety. Freedom from those conditions that can cause death, injury, occupational illness,
or damage to or loss of equipment or property, or damage to the environment.
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3.2.14 Safety critical. A term appiied to a condition, event, operation, process or item of whose
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e.g., salety critical unction, satety critical path, satety criticat component.

3.2.15 Safety critical computer software components. Those computer software components and

units whose errors can result in a potential hazard, or loss of predictability or control of a

3.2.16 Subsystem. An element of a system that, in itself may constitute a system.

specxﬁc purpose su rt or mission reqmremenL

3.2.18 Qystem safety. The application of engineering and management principles, criteria, and
techniques to optimize all aspects of safety within the constraints of operational effectiveness,
time, and cost throughout all phases of the system life cycle.

E

3.2.20 Svstem safety engineering. An engineering discipline requiring specialized professional
knowledge and skills in applying scientific and engineering pnnclp]es, criteria, and techniques to
identify and eliminate hazards, in order to reduce the associated risk.

3.2.21 System safety group/working group. A formally chartered group of persons, representing

organizations initiated during the system acqulsxtlon program orgamzed to assist the MA
system program manager in achieving the system safety objectives. Regulations of the military
components define requirements, respo 'isibilities, and memberships
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3.2.22 System safety management. A management discipline that defines system safety
program requirements and ensures the planning, implementation and accomplishment of system
safety tasks and activities consistent with the overall program requirements.

3.2.23 System safety manager. A person responsible to program management for setting up
and managing the system safety program.

3.2.24 System safety program. The combined tasks and activities of system safety management
and system safety engineering implemented by acquisition project managers.

3.2.25 System safety proeram plan. A description of the planned tasks and activities to be used
by the contractor to implement the required system safety program. This description includes
organizational responsibilities, resources, methods of accomplishment, milestones, depth of
effort, and integration with other program engineering and management activities and related
systems.
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4. GENERAL REQUIREMENTS.

41 System safetv program. The contractor shall establish and maintain a system safety
program to support efficient and effective achievement of overall system safety objectives.

41.1 Management system. The contractor shall establish a safety management system to
implement provisions of this standard commensurats with the program contractual
requirements, The contractor program mansager ghall be regponsible for the establishment,
control, incorporation, direction and implementation of the system safety program policies and

shall as: that mxshap risk is identified and eliminated or controlled within established
program risk acceptability parameters. The contractor shall establish internal reporting systems
and procedures for investigation and disposition of system related mishaps and safety incidents,
including potentially hazardous conditions not yet involved in a mishap/incident. Report such
matters to the MA as required by the contract.

410 T e aeradame anfode mamanmemal Mha annbucadbae shall actahlialh and matntain o baw avatane
4.1.4 DEY BYSLEIN SRIELY DEIRONONE). 2158 CONUIATLOT BiiAil 85LAU1is10 &1iu Imailivaiil @ K8y dysusii
safety position for each program. The individual in this pesition shall be directly responsible te

1itractor program manager for safety matters and shall meet the minimum qualifications

=4 C4

4.1.3 Compliance. Compliance with all contractually imposed requirements of this standard is
mandatory. When a requested system safety program plan is approved by the MA, it provides a
basis of understanding between the contractor and the MA as to how the system safety program
will be accomplished. Any deviation must be requested by the contractor and approved by the

AL A
AVALA.

4.14 Conflicting reauirements. When conflicting requirements or deficiencies are identified
within system safety program requirements or with other program requirements, the contractor
shall submit notification, with proposed solutions or alternatives and supporting rationale, to the
MA for resolution.

4.2 System safety program obiectives. The system safety program shall define a systematic
approach {0 make sure that:

a. Safety, consistent witl

NVaidSaSvos

cost-effective manner.
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b. Hazards associated with each system are identified, tracked, evaluated, and
eliminated, or the associated risk reduced to a level acceptable to the MA throughout the
entire life cycle of a system. Risk shall be described in risk assessment terms (see
paragraph 4.5 beiow).

d. Minimum risk is sought in accepting and using new technology, materials or designs;
and new production, test and operational techniques.

e. Actions taken to eliminate hazards or reduce risk to a level acceptable to the MA are
documented.

f. Retrofit actions requi o improve safety are minimized through the timely

Source: https://assist.dla.mil -- Downloaded: 2016-12-11T02:40Z
Check the source to verify that thig is the current version before use.
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g. Changes in design, configuration, or mission requirements are accomplished in a
manner that maintains a risk level acceptable to the MA.

h. Consideration is given early in the life cycle to safety and ease of disposal (including
explosive ordnance disposal), and demilitarization of any hazardous materials associated
with the system. Actions should be taken to minimize the use of hazardous materials

2 e

ana, meretore, minimize the rigks and life cycle costs associated with their use.
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data banks or as nroposed changes to apnlieahle degign handbooks and specifieations.
| g 4 =~ hac of 4 o t 4

4.3  System safety desiem requirements. System safety design requirements will be specified
after review of pertinent standards, specifications, regulations, design handbooks, safety design
checklists, and other sources of design guidance for applicability to the design of the system. The
contractor shall establish safety des:gn cntena denved from all apphcable data mcludmg t.he

a. Eliminate identified hazards or reduce associated risk through design, including
material selection or substitution. When potentially hazardous materials must be used,
select those with least risk throughout the life cycle of the system.

b. Isolate hazardous substances, component.s and operations from other activities,

areas, personnei, and mcompaume materials.

¢. Locate equinment so that aecese during operationg servicing, maintenance, repair

asvvavey g SRR AN WMIGRY RPLUST WAl il VEVIAULLLIS, STiVaSaiiny mainten

et Saned —..v
or adjustment minimizes personnel exposure to hazards (e.g., hazardous chemmels high
vo]tage_, electromagnetic radiation, cutting edges, or sharp pomts).

d. Minimize risk resulting from excessive environmental conditions (e.g., temperature,
pressure, noise, toxicity, acceleration and vibration).

s | = P

ign to minimize risk created by human pe
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f. Consider alternate approaches to minimize risk from hazards that cannot be

eliminated. Such approaches include interlocks, redundancy, fail safe design, system
protection, fire suppression, and protective clothing, equipment, devices, and procedures.

g. Protect the power sources, controls and critical components of redundant subsystems
by physical separation or shielding.

r - PR PP, I PR i LAY Y - Py [, DY Y SR
h. When alternate design approaches cannot eliminate the hazard, provide safety and
warning devices and warning and caution notes in assembly, operations, maintenance,
and repair instructions, and distinective ...a..ki. gs on hazardous components and
materials, equipment, and facilities to ensure personnel and equipment protection

These shall be standardlzed in accordance th.h commonly accepted industry or mlhtary
practice or with MA requirements for conditions in which prior standards do not exist.

Source: https://assist.dla.mil -- wnloaded: 2016-12-11T02:40Z
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The MA shall be provided copies of all warnings, cautions and distinctive markings
proposed for review and comment.

i. Minimize the severity of personnel injury or damage to equipment in the event of a
mishap.
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k. Review design criteria for inadequate or overly restrictive requirements regarding
safety. Recommend new design criteria supported by study, analyses, or test data.
44 Svstem safety precedence. The order of precedence for satisfying system safety
requirements and resolving identified hazards shall be as follows:

441 Desgien for minimum rigk. From the first, design to elim

Seipae W a2

te hazards. If an identified

na
hazard cannot be eliminated, reduce the assoaated risk to an acceptable level, as defined by the
MA, through design selection.

442 Incorporate safety devicas. Ifidentified hazards cannot be eliminated or their associated
risk adequateiy reduced t'brongh design selection, that risk shalil be reduced to a ievel acceptabie

to t.ne MA mrougn tne use OI nxea, auwmauc or GT-BG!' prowcuve i&xecy chlg!l Iear,ures ar
devices. Provisions shall be made for periodic functional checks of safety devices when

nnn]u-nhln
pplicabie.

443 Provide warning devices. When neither design nor safety devices can effectively
eliminate identified hazards or adequately reduce associated risk, devices shall be used to detect
the condition and to produce an adequate warning signal to alert personnel of the hazard.
Warning signals and their application shall be designed to minimize the probability of incorrect
personnel reaction to the signals and shall be standardized within like types of systems.

4.44 Develop procedures and training. Where it is impractical to eliminate hazards through
design selection or adequately reduce the associated risk with safety and warning devices,
procedures and training shall be used. However, without a specific waiver from the MA, no
warning, caution, or other form of written advisory shall be used as the only risk reduction
method for Category I or II hazards (as defined in paragraph 4.5.1 below). Procedures may
include the use of personal protective equipment. Preeautionary notations shall be standardized
as specified Dy the MA. Tasks and activities judged to be safety critical by the MA may require

ek on ..-_.......- e S
Ceruil L1V Ul poIrsuilies pruucwu\._y

4.5 Risk assessment. Decisions regarding resolution of identified hazards shall be based on
assessment of the risk involved. To aid the achievement of the objectives of system safety,
hazards shall be characterized as to hazard severity categories and hazard probability levels,
when possible. Since the priority for system safety is eliminating hazards by design, a risk
assessment procedure considering only hazard severity will generally suffice during the early
deqign phase to minimize risk. When hazards are not eliminated during the early design phase

a risk assessment procedure based upon the hazard probability, hazard severity, as well as risk
impact, shall be used to establish priorities for corrective action and resolution of identified
"\n Q"A
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4.5.1 Hazard severity. Hazard severity categories are defined to provide a qualitative measure
of the worst credible mishap resulting from personnel error; emm'onmental condmons, design
e <

adicwal Ao alanmaiane or auvabarm smehaumtam aw famnaman s} lure or malfivnstinn
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TABLE 1. HAZARD SEVERITY CATEGORIES

Description Category Definition

CATASTROPHIC I Death, system loss, or severe environmental damage. |
CRITICAL I Severe injury, severe occupational illness, major
m

system or environmental damage.

Minor injury, minor occupational illness, or minor
system or environmental damape.

NEGLIGIBLE \Y Less than minor injury, occupational iliness, or less
than minor system or environmental damage.

NOTE: These hazard severity categories provide guidance to a wide variety of programs
Wamavnr adnntntinn tn o0 nortislor nrnoram te sanarally ramitirad ta nrvaida 6 mutnal
dlIUWCTYTI, auapiauivll W a palvituial PIupiaiil 1o prliTially ICYWIIOU LW PIiUuviuT G iuvaal
understanding between the MA and the contractors as to the meaning of the terms used in the
category definitions. The adaptation must define what constitutes system loss, major or minor

system or environmental damage, and severe and minor injury and occupational illpess. Other
risk assessment techniques may be used provided they are approved by the MA.

4.5.2 Hazard probability. The probability that a hazard will be created during the planned life
expectancy of the system can be described in pot,ential occurrences per unit, of time, events,

JEpRpRp. 1 .‘A'I maacd Do ._-._-_,11_ ok memomtb Y oY 2 Al Al cemmanoo A cmenlitadiva lhamwawd
or proc Qurail nazard is pener lly Nnov pOSSiNI8 €4ariy 11l uieé UEdIEI Pruteds, A yualiuiuiveoe N&zZara
nrahohility mav ha Aarivad nm rocaarsh analveie and svalunatian af hictarieal cafatv data from
Pl UMANMNILLW ula_y MO UMUIIVOU 11 VML 10OCEA Wi, ‘lu‘ll.’ Oi0y QiU CVAIMAUWULL Vi AJAUDWVVL AWl DAV V) WA 1z viaaa
similar systems. Supporting rationale for assigning a h..za_rrl probability shall be documented in
hazard analysis reports. An example of a qualitative haz robablhtv ranking is shown at
Table 4.2

TABLE 2. HAZARD PROBABILITY LEVELS
Description* Level Specific Individual Item Fleet or Inventory**
FREQUENT A Likely to occur frequently Continuously experienced
DRMNRART R n XA51) nnnrve cavaral d2man in tha Wil anner Fronmiantloe
K INJDOI A Py ) YY 1ll ULLUWI DTvyCTCIal LIuITtO 111 uT VYV 1ilI ULtLul HIT{yuTiiuvl
life of an item
OCCASIONAL C Likely to occur some time in Will occur several times
the life of an item
REMOTE D Unlikely but possible to occur Unlikely but can reasonably be
in the life of an item expected to occur
IMPROBABLE E So unlikely, it can be assumed Unlikely to occur, but possxble
occurrence may not be
experienced

*Definitions of descriptive words may have to be modified based on quantity involved.
**The size of the fleet or inventory should be defined.

Source: https://assist.dla.mil -- Downloaded: 2016-12-11T02:40Z
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4.5.3 BRisk impact The risk impact shall be assessed, as necessary, to discriminate between
hazards having the same hazard risk index. This impact consists of the effect and cost of an
identified rigk in terms of mission capabilities, and social, economic and political factors.
(Exampie- Reiease of smail amount of radioactive material may not cause direct physical damage
or equipment damage, but can cause extreme damage socially and politically to a program.)

46 Action on identified hazarde, Action shall he taken to eliminate idantified hazards or

ABVISUAS WAL MV VALEAWAE WU WALRAALA VU ABAIWEEAWLA ABIAMIGAS WP VA

reduce the associated risk to a level defined by or acceptable to the MA. Catastrophie, critical
and other hazards specified by the MA shall not rely solely on warnings, cautions or

procedures/training for control of risk. If this is impossible or impractical, alternatives shall be
recommended to the MA.

4.6.1 Residual risk. The risk associaied with significant hazards for which there are no known
control measures, no plans to control or incomplete control measures will be considered residual
risk. The contractor will document each residual risk along with the reason(s) for incomplete
resolution and notify the MA.

Source: https://assist.dla.mil -- Downloaded: 2016-12-11T02:40Z
Check the source to verify that this, is the current version before use.



MIL-STD-882C

5. DETAILED REQUIREMENTS.

5.
four task sections: Sec
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quirements are presented as tasks. The tasks are located in

T e wae aast > &80 IS

100, Program Management and Control, Section 200, Design and
Integration; Section 300, Des E\raluanon and Section 400, Compliance and Verification. The
groupings and order are intended to assist in application of the various tasks, but it is not
intended that the tasks or subtasks be accomplished in the sequence presented. The sequence of
task and subtask accomplishment should be tailored to the individual program to which they are
being applied.

[ 3] Y - ades 3 sur .
52  Task Structure. Each individual task is divided into three parts: purpose, task
description, and details to be specified.

a. The purpose provides a brief reason for performing the task.

b. The task description provides the actual subtasks that comprise the task a contractor
shall perform if specified by the MA. Task descriptions shall be tailored by the MA as
required by governing regulations and as appropriate to particular systems or
equipment, program type, magnitude, and funding. In tailoring the tasks, the detail and

Annf-‘i G{' t.hc cﬂ‘ﬁrt is r]nﬁned b tue MA and lncerperﬁfnﬂ n fhn nnnrnpnnfp nnnh-nt-hlnl
documents. When preparing proposals, the contractor may include additional tasks or

task modifications with supporting rationale for each addition or modification.

¢. The "Details to be Specified" paragraph under each task description lists specific
details, additions, modifications, deletions, or options to the requirements of the task
that should be considered by the MA when tailoring the task description to fit program
needs This information is then mcluded in the document in which the task is invoked.

essarily complete and may be supplemented

_,y an "(R)" are required and must be

L L e

provided t t.he contract.or bv the MA roper implementation of the task, if the task is

b | . -

5.3 Tailoring for paragraph 1.3.1 provision. When this paragraph is invoked, the following
: .

b. Task 102. The SSPP shall be contractually binding when approved by the MA.

c. Task 103. The MA shall be integrator if integration among contractors is necessary.

support one SS@G, a test review meeting and two other safety meetings per contract year
This support shall include briefing assigned topics at these meetings and answering
questions related to the svstem safety effort.

e. Task 106. The contractor shall maintain a hazard log of all hazards initially ranked
as a Category I, IT or III (Catastrophie, Critical or Marginal) severity.

f. Task 107. The contractor shall prepare quarterly progress reports.

Source: https://assist.dla.mil -- Downloaded: 2016-12-11T02:40Z
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g. 'lask . 02. The PHA shall be used to ldentll'y pot.ennaj hazards associated with the

h Macl 201 a QAR chall ha tn manaoe safotv in test nlannine and condnet
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i. Task 302. The contractor shall comply with all local range safety requirements. The

contractor shall complete requirements of this task 120 days prior to planned test start.

j. 'Task 303. The contractor shall notify the MA safety representative by phone within

one working day of identifying a change in the hazard severity or probability by one
ievei.

k. Magk 401 Safatr critical itams shall inchide eommand o nd control alamants of o
e UBAUUJ W AWMIWERL AVDALLEY SBLAGES S B RAWASENAN 3

CRARME WA AW

system, nnhs:vntnm or component; fuzeg_ firing ci

ordmmce and any hardware. software or procedures t.ha controls nsk for Cahezory Ior
a (Catashophlc or Critical) severity hazards.
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6.0 NOTES.
(This section contains information of a general or explanatory
nature which may be helpful, but is not mandatory.)
6.1 Iniended use. This standard is a source o
program.

6.2 Data reguirements. See Appendix D.

6.3  Tailoring guidance for contractual application. See Appendix A.
6.4  Identification of changes. Margin notations are not used in this revision to identify

— 2l o e

changes with respect to the previous issue due to the extensiveness of the changes.
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TASK SECTION 100

PROGRAM MANAGEMENT AND CONTROL
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TASK 101

SYSTEM SAFETY PROGRAM

101.1 PURPOQOSE. The purpose of Task 101 is to establish the foundation for a system safety

program. The total sys‘t.em safe't.y program consisis of this task plus any other tasks from
...... onn onn PRI PO Pty P [ Yoo d.... LA

Decuonb LW, LUV, OUV, ‘!UU oT uwet source UBBIEMWU VY MIC .

1012 TASK DESCRIPTION

101.2.1 Establish and execute a system safety program which meets the tailored requirements
of Section 4, GENERAL REQUIREMENTS, and all other tasks/requirements designated by the

101.2.3 Establish a system safety organization or function and lines of communication within
the program organization and with associated organizations (government and contracted).
Establish interfaces between system safety and other functional elements of the program, as well
as between other safety disciplines such as nuclear, range, explosive, chemical, biological, etc.
Designate the organizationai unit responsi'b'le for executing each safety task. Establish the
aunnonny XOI‘ resoxumon OT luenuneu nazai"us

D
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1()1_2_4 Define system safety program milegtanes and relate these t
program element resnon31b1htv and required inputs and outputs.

101.2.5 Establish an incident alerting/notification, investigation and reporting process, to
include notification of the MA.

101.3 DETAILS TO BE SPECIFIED.
1n1 aila annnsfi I 3 \ .
181.3.1 Details to be specified in the SOW shall include the following, as applicable:

(R) a. Imposition of Task 101.

(R)

=3

Tailoring of Section 4 to meet specific program requirements.

(R) c¢. Acceptable level of risk with reporting thresholds.

{R) d. Minimum hazard probability and severity reporting threshoids.
e. MA reguirements for incident processing.

f  Requirement for and methodology of reporting to the MA the following:
(1) Residual hazards/risks.

(2) Safety critical characteristics and features.

Source: https://assist.dla.mil -- Dj)gitmlladed: 2016-12-11T02:40Z
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{3) Operaiing, mainienance and overhaul safety requirements.

(5) Acquisition management of hazardous materials.
g. Qualifications for key system safety personnel.

h. Other specific system safety program requirements.

101-2
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TASK 102

SYSTEM SAFETY PROGRAM PLAN

102.1 PURPOSE. The purpose of Task 102 1s to deve'lop a System Safety Program Pian
{SSPP). It shall describe in deiail tasks and aciivities of system safety management and system

- PR PO, EPUIEL. DI LY - B, Ty A alicminntalonnmbenl hamwandas Aw wadisan ¢h
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plan provides a formal hasis of understanding between the contract or and MA on how the gystem

safety program will be executed to meet contractual requirements, including general and specific
provisions.

102.2 TASKDESCRIPTION. The contractor shall develop a SSPP to provide a basis of
understanding between the contractor and the MA as to how the system satety program will be
accomplxsned to meet contractual saxety reqmremem,s inciuded in the general and speciai

— i Le. 2t oe Ll e L. .1
provisions of the concmcn. The approved plan shall, on an item-by-itemn basis, account for ail
- a 4+

102.2.1 Program scope and obijectives. Each SSPP shall describe, as a minimum, the four
elements of an effective system safety program: a planned approach for task accomplishment,
qualified people to accomplish tasks, authority to implement tasks through all levels of
management, and appropriate commitment of resources (both manning and funding) to assure
tasks are completed. The SSPP shall define a program to satisfy the system safety requirements
imposed by the contract. This section shali:

a. Describe t}
b. List the tasks and activities of system safety management and engineering.
Describe the interrelationships between system safety and other functional elements of
the program. List the other program requirements and tasks applicable to system
safety identify where they are specified or described.

_ A 2 S | R § _ 1 — Y L aoa_ T 2 PUPIISRURN. 5.4 5.7 SN A a2
C. Accountior aii coniracuually requirea saiely tasKis ana respoinsiouuies. £ malrix
chall ha riwatndad +n nnvealata tha sarnsrarmante a€Ctha anntrant 44 tha lanatian sn thae
o11Ql VT P)U IUTU LU vUlLITIAauT uiIc lcquu CTlIIT1ILVLD VUi LVIIT LULIILI ALY VWU WWIT 1vvaviulrl 1Ll Wio
SSPP where the requirement is addressed.

102.2.2 System safety oreanization. The SSPP shall describe:

a. The system safety organization or function within the organization of the total
program using charts to show the organizational and functional relationships, and
Tines of communication. The organizationai reiationship between other functional
elements having responsnmmy for tasks with syswm safety impacts and the system

P J SHON Uy S (I S J I . R IR, L 1T L. _Lreeeen Doacedonn. o
bmety umuag,cuwuu auu cuglueenub Ulbdlllhdtlull Slldll UE > <
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b. The responsibility and authority of system safety personnel, other contractor

organizational elements involved in the system safety effort, subcontractors, and

system safety groups. Describe the methods by which safety personnel may raise
issues of concern directly to the program manager or the program manager's

supervisor within the corporation. Identify the organizational unit responsible for
i2-1
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executing each task. Identify the authority in regard to resolution of all identified

include manpower loading, control of resources and a summary of the qualifications of
key system safety personnel assigned to the effort, including those who possess
coordination/approval authority for contractor prepared documentation.

c. The staffing of the system safety organization for the duration of the contract to

d. The procedures by which the contractor will integrate and coordinate the system
saxety enort,s mcluamg assxgnment. of me syst,e safety requirements to action

Ao L oo crrndara anfabe.
1 sun\,uul.nuwr dyswoinu

g
«

e. The process through which contractor management decisions will be made
including timely notification of unacceptable risks, necessary action, incidents or
malfunctions, waivers to safety requirements, program deviations, etc.

f  Details of how resolution an d ction reiative to system safety will be effected at the
program management level possessing resol

tion authority.

Sygtem safotv nrooram milestones. The SSPP s

4310 WIS s 8

all:

a. Define system safety program milestones. Relate these to major program
milestones, program element responsibility, and required inputs and outputs.

b. Provide a program schedule of safety tasks including start and completion dates,
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complied with by th ont;racbor. Include txtles, dates, and where apphcable, paragraph
numbers.

b. Describe the risk assessment procedures. The hazard severity categories hazard
probability levels, and the system safety precedence that shall be foliowed to satisfy the

PR o SR, NP UL WU N U < S O s T T 0. DY W O iy u. S U S S o
sarerly requireme nis or tne prograirin, otawt 1Y quarnuaiive or quantitative measures oi
safety to be used for risk assessment including a description of the

102-2
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TASK 102

acceptable/unacceptable risk levels. Include system safety definitions which modify,
deviate from or are in addition to those in this standard.

c. Describe closed-loop procedure s for ng acnon to resolve identified unacceptable
L o2 0 _ 3 al o __ 2 - -

K INnciuaing un

o

58 1NV
102.2.5 Hazard analvgis. The S

a. The analysis techniques and formats to be used in qualitative or quantitative
analysis to identify hazards, their causes and effects, hazard elimination, or risk
reduction requirements and how those requirements are met.

b. The depth within the sysuem to which eacn wcnmque is used including hazard

23 _atL_ _ 4l ad otale 4l o nte enfturawa hasarndn
ploloyeimist uion ussucxuwu wu.u e syrswm, auunybwm, wmpuucuw, DUILVIWGIT, llaLal GoUS
materials, personnel, ground support equipment, nondevelopmental items, facilities,
and their interrelationship in the logistic support, training, maintenance, operational
and disposal (including render safe and emergency dxsposal) environments.

c. The integration of subcontractor hazard analyses with overall system hazard

analyses.

b WY a4 A __acl . Y __ _ cencds cacmantadad matarmala 11eo -y P
d. Efforts to identify and control hazards associated with materials used during the
system's life cycle.

102.2.6 System safetv data. The SSPP shall:

a. Describe the approach for collecting and processing pertinent historical hazard,
mishap, and safety lessons learned, data.

b. Identify deliverable data by title and number, and means of delivery (e.g. hard
anme alasmwanianlly ata )
LUP], cioluIviivally, ©w.j.

c. Identify non-deliverable system safety data and describe the procedures for
accessibility by the MA and retention of data of historical value.

102.2.7 Safety verification. The SSPP shall describe:

a. The verification (test, analysis, inspection, etc.) requirements for making sure that
safety is adequately demonstrated. Identify any certification requirements for

b. Procedures for making sure safety-related verification information is transmitted to
the MA for review and analysis.

c. Procedure for ensuring the safe conduct of ali tests.

a3 !
he contractor to make sure the object

LA IR C 282 via d

being accomplished.
102-3
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102.2.9 Training. The SSPP shall describe the safety training for engineering, technician,
operating and maintenance personnel.

102.2.10 Incident reportine. The contractor shall deseribe in the SSPP the mishap/inciden
alerting/notification, investigation and reporting process including notification of the MA.

102.2.11 System safety interfaces. The SSPP shall identify, in detail:

a. The interface between system safety and all other applicable safety disciplines such
as: nuciear safety, range safety, explosive and ordnance safety, chemical and biological
cnfintsr Jlacsw cafinder amd ame addaes

saicly, 1astl saicLy aiu aiiy Ouners.

b. The interface between system gafety, systems engineering, and all other support

sl A A By Syve220 Uil 12 =49

disciplines such as: mamtmnabxhtv. quality control, reli bxhtv software develonment

human factors engineering, medical support (healt.h hazard assessments), and any
others.

c. The interface between system safety and all system integration and test disciplines.

MEVNATT O MO DR CDEIOTRTETN

102.3.1 Details to be specified in the SOW shall include the following, as

R) a. Imposition of Tasks 101 and 102,

(R) b. Identification of contractual status of the SSPP; i.e., if the MA wants the SSPP to
be contractually binding, a statement to that effect must be placed in the statement of

P,
WOTK.
c. Identification of additional information to be provided

Source: https://assist.dla.mil -- Downloaded: 2016-12-11T02:40Z
Check the source to verify that this is the current version before use.
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TASK 103

INTEGRATION/MANAGEMENT OF ASSOCIATE CONTRACTORS, SUBCONTRACTORS,
AND ARCHITECT AND ENGINEERING FIRMS

1Nn0 1 DITDDNCOE ML . ceccn s ol Moo e e e

103.1 PURPQSE. The purpose of Task 103 is to pr ovide the system integrating contractor
3 1]

and MA with appropriate management surveillance of other contractors’ system safety

programs, and the capability to establish and maintain uniform integrated system safety
program requirements. This task will also describe requirements for associate contractors,

subcontractors, and architect and engineering firms' (AE) system safety programs. This task can
also be used to require the flow down of system safety requirements to subcontractors, suppliers,

and vendors.

10_‘ o A GOL S SAD T TR

1n9 91 Tomdommndime anmbon abam  Th s b Iorn e LA g 1
lvo.4.1 JOIEETALINE CONUIACLOL. 1irié Contracior desxgl ated as integrator for the safe.,_, function
of all associate contractors shall:

a. Prepare an integrated system safety program plan (ISSPP) as the SSPP required by
Task 102 defining the role of the integrator and the effort required from each associate

contractor to help integrate system safety requirements for the total system. In
addition to the other contractually imposed requirements, the plan shall address and
identify:

(2) Analyses, risk assessment, and verification data to be developed by each
associate contractor with format and method to be utilized.

(3) Data each associate contractor is required to submit to the integrator and its
scheduled delivery keyed to program miiestones.

4) Sc
(5) The method of development of system level (including software) requirements
to be allocated to each of the associate contractors as a part of the system

specification, end-item specifications, and other interface requirement
documentation.

(6) Safety-related data pertaining to nondevelopmental items (NDI).

_.ul .............. A funer mnonnes snd

(8) Integrating contractors’ roles in test range, nuclear safety, explosive, or other
certification processes.

b. Initiate action through the MA to make sure each associate contractor is required
to be responsive to the ISSPP. Recommend contractual modification where the need

103-1
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exists.
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operationg, and specifically the interfaces between t...e products of each associate
contractor or subcontractor and the end item. Data or analyses provided by associate
contractors and subcontractors shall be used in the oonduct of t,hls eﬁ'ort..

d. When performing a safety assessment, summarize the mishap risk presented by the
operation of the integrated system. Data or analyses provided by associate contractors
or subcontractors shaii be used in the conduct of this effort.

- Dhineda nmcinbnmon amd amcldaman én nannaiadas anmbmnabane wammnndin
€. X TUVIUT assisSuance anu guiyaind’ BUCiale CuriLtratwrId 1Togaruig

f.  Resolve differences between associate contractors in areas related to safety,

especially during development of safety inputs to system and item specxﬁcatmns.

Where problems cannot be resolved by the integrator, notify the MA for resolution and
action.

g. Initiate action through the MA to make sure information required by an associate
contrac‘wr {(from the integrating contractor or other associate contraciors) to

ol anfin tonole 1o nuarridad in an acvand tn faemad
abunupuau wluu_y manb, I8 ProViGea ifi an agreeh-uo oTmat.

h. Develop a method of exchanging safety information between contractors. If
necessary, schedule and conduct technical meetings between all associate contractors

to discuss, review, and integrate the safety effort. Use of the SSG/SSWG meetings
should be included as required.

i. Impiement an audit program to make sure the objeci:ives and requirements of the
system safety program are being accomplished. Whenever the integrating contractor
hanlinwvan am ananatabn annbmnatban han fatlad ¢4 mmant anntunst mamvivamanta thana
PTLITVYVOD Q111 ADJDULIALT LUIIVI QVVVUIE 114D 1Al ITU W IIITTLY LVLIMIaGLVL X cquu CLUITIILWD, WIT
integrating contractor will notify the MA in writing. The integrator for the safety
effort will send a copy of the notification to the associate contractor.

103.2.2 Associate contractor. Associate contractors shall provide safety data and support
(including participation in SSGs/SSWGs) needed by other associate contractors and the
integrator to the extent specified in the contract.

s, and vendors (who
dentlﬁe
a. All subcontractors shall be required to maintain suitable documentation of safety

analyses they have performed in formats which will permit incorporation of their data
into the overall analysis program,

Lt =l e 4o L 1T L Yoo AV mcemd o L Iy
b. Major subconiraciors shall be required to deveiop system safety program pians to
Lo inalaudod ne annovoc ¢ tha nweimis cnnbenatae’'c SAPP
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TASK 103

c. Lesser subcontractors and vendors shall be required to provide information on
software, component and subassembly characteristics, including failure modes, failure
rates, and possible hazards, which will permit prime contractor personnel to evaluate
the items for their impact on safety of the system.

d. All subcontractors shall participate in the SSG and SSWGs, when required.

103.2.4 Architect and engineering firms. The AE shall be responsible for conducting facility
hazard analyses and other facility SSPP functions as specified in the SOW. The AE shall be
responsible for securing the expertise necessary to perform the required work and will have the
same responsibilities as a prime contractor in hazard identification, tracking, and resolution.
The AE shall assure that design subcontractors or consultants maintain and provide suitabie
documentation of any safety analyses performed.

103.3  DETAILS TO BE SPECIFIED.
103.3.1 Details to be specified in the SOW shall include the following, as applicable:
(R) a. Imposition of Tasks 101, 102 and 103 as tailored.
(R) b. Designation of the system safety integrating contractor.
c. Designation of status of the other contractors.
d. Requirements for any special integrated safety analyses.

e. Requirements to support test range, nuclear safety, explosive, environmental or
other certification processes.

f. Description of specific integration roles.

103-3
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TASK 104

SYSTEM SAFETY PROGRAM REVIEWS/AUDITS
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perform and decumen afety program reviewg/aundi
performed by the MA. This task is also used to acquire suppo
certifications and test/flight readiness reviews.
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104.2 TASK DESCRIPTION.

104.2.1 The contractor shall perform and document syst,em safet.y program reviews/audits as

S TN LY S n ____
ne IVJI\. inese re\newyauunb SHBU DE permrmeu on:

b. The associate contractors’ system safety program(s).

The support contractors' system safety program(s).

o

d. The subcontractors’ system safety program(s).

eviaws/andite norfi
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of e MA to the extent specified in the SOW.

104.2.3 To the extent specified by the MA in the SOW, the contractor shall support
presentations to Government certifying activities such as phase safety reviews, munitions safety
boards, nuclear safety boards, or flight safety review boards. These may also inciude special
reviews such as flight/articie readiness reviews or preconstruction briefings.

1043 DETATILS TO RE SPECIFIED.

04.3.1 Details to be specified in the SOW shall include the following, as applicable:

(R) a. Imposition of Tasks 101 and 104.

&
o

identification of reviews/audits, their content, and probabie iocation(s).
c. Method of documenting the results of system safety reviews/audits.

d. Frequency of system safety reviews/audits.

104-1
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TASK 105

SYSTEM SAFETY GROUP/SYSTEM SAFETY WORKING GROUP SUPPORT

N T Yal PRGNS BY . NSV « Y JU S | ¢ JUU, ISP o, [UPIRNNEENY ] o] o) § § 7 0 P QI RN Iy
Groups (SSGs) and System Safety Working Groups (SSWGs) which are established in accordance
with service regulations or as otherwise defined by the MA.

105.2 TASK DESCRIPTION. The contractor shall participate as an active member of MA
SSG/SSWGs. Such participation shall include activities specified by the MA such as:

a. Presenting the contractor safety program status, including results of design or
operations risk assessments.

b. Summarizing hazard analyses including identification of problems, status of
resolution, and residual risk.

c. Presenting incident assessments (especially mishaps and malfunctions of the
system being acquired) results includi ng recommendations and action taken to prevent

recurrences.
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105.2.2 Associate Contractor. The integrating contractor shall require that all associate
contractors participate in the SSG/SSWGs.

1053  DETAILS TOQ BE SPECIFIED.

ey 2

105.3.1 Details to be specified in the S shall inciude the foilowing, as applicable:
(R) a. Imposition of Tasks 101 and 105.
(R) b. Contractor membership requirements and role assignments, e.g., recorder,

member, alternate, or technical advisor.

(R) ¢. Frequency or total number of SSG/SSWG meetings and probable locations.

d. Specific SSG/SSWG or other presentation support tasks.

ing 1
1Uo-1
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106.1

system.

106.2

MIL-STD-882C

TASK 106

HAZARD TRACKING AND RISK RESOLUTION

PURPOQOSE. The purpose of Task 106 is to establish a single closed-loop hazard tracking

TASK DESCRIPTION. The contractor shall develop a method or procedure to

document and track hazards and their controls thus providing an audit trail of hazard
resolutions. A centralized file, computer data base or document called a "Hazard Log" shall be
maintained. The "Hazard Log” shall contain as a minimum:

106.3
106.3.1
(R)
(R)

(R)

a. Description of each hazard to include associated hazard risk index.

b. Status of each hazard and control.

c¢. Traceability of resolution on each Hazard Log item from the time the hazard was
identified to the time the risk associated with the hazard was reduced to a level
acceptable to the MA.

d. Identification of residual risk.

e. Action person(s) and organizational element.

f. The recommended controls to reduce the hazard to a level of risk acceptable to the
MA.

g. The signature of the MA accepting the risk and thus effecting closure of the Hazard
Log item.

DETAILS TO BE SPECIFIED.

Details to be specified in the SOW shall include the following, as applicable:
a. Imposition of Tasks 101 and 106.

b. Procedure by, and detail to, which hazards are entered into the log..

¢. Procedure by which the contractor shall obtain close-out or risk acceptance by the
MA of each hazard.

d. Complete set of data required on the hazard log, including format.

e. Identification of any special requirements involving a computerized log.

106-1
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TASK 107

SYSTEM SAFETY PROGRESS SUMMARY

107.1 PURPOSE. The purpose of Task 107 is to prepare a periodic progress repor'r.

summanzmg the pert.mem, system safety management and engineering activity that occurred

<A
uurulg LUU l'CpUI'l-lllg per lUu.

report summarizing general progress made relative to ‘the system safety program during the
specified reporting period, and projected work for the next reporting period. The report shall
contain the following information:

107.2 TASK DESCRIPTION. The contractor shall prepare a periodic system safety progress

a. A brief summary of activities, progress, and status of the safety ffort in relation to

the scheduled program milestones. It shall highlight significant ach emeﬁ“ and
problems. It shall include progress toward completion of safety dal,a p‘repared or in
work.

b. Newly recognized significant hazards and significant changes in the degree of
control of the risk of known hazards.

¢. Individual hazard resolution status and status of all recommended corrective
actions that have not been implemented.

L Y QP (e P R D nd Semmn o~ o oafa rme o cymars vea
ificant cost and schedule changes that impact the safety program.

doc _l_ment.g_tir_) n reviewed by the system safety function
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f. Proposed agenda items for the next system safety group/working group meeting, if
such groups are formed.

107.3 MOCVNMAYT OO MU DI Dﬂﬂ\f"ﬂfﬂ“'
107.3.1 Details to be specified in the SOW shall include the following, as applicable:

R) a. Imposition of Tasks 101 and 107.

(R) b. Specification of progress reporting period.

—
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TASK SECTION 200

DESIGN AND INTEGRATION

200-1
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201.1 PURPQSE. The purpose of Task 201 is to compile a preliminary hazard list (PHL) very

early (or to update the PI{L later) in the system acquisition life cycle to 1dent1fy potentially
hazardous areas on which to put management emphasis.

2012 TASK DESCRIPTION. The contractor shall:

Examine th system snortly after the concept definition enon: begms and compiie a PHL

a2 L

i
ideniifying possibie hazards that may be inherent in the concepi and their associated mishap
& -
) 3

o ananifiad e 4laa NLA
S SpeCiiiel Oy wid wvan.

201.2.2 Review safety experience on similar systems, including mishap/incident hazard
tracking logs (if accessxble) safety lessons leamed etc., to 1dentafy possible hazards and their
mishap risks. The sources of a hazards found in this review shall be referenced in the PHL.

201.2.3 Further investigate selected hazards or hazardous characteristics identified in the PHL
as directed by the MA to determine their significance.

MNMIVINAITCOCMTNA DL CDEIVATTRTIIL'Y
201.3.1 Details to be specified in the SOW shall include the following, as applicable:
(R) a. Imposition of Tasks 101 and 201.

b. Identification of special concerns, hazards, or undesired events the MA wants listed
or investigated.

201-1
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TASK 202

PRELIMINARY HAZARD ANALYSIS

202.1 PURPOQOSE. The purpose of Task 202 is to perform and document a Preliminary Hazard
Analysis (PHA) to identify safety critical areas, to provide an initial assessment of hazards, and
to identify requisite hazard controls and follow-on actions.

202.2 TASK DESCRIPTION. The contractor shall perform and document a preliminary
hazard analysis to obtain an initial risk assessment of a concept or system. Based on the best
available data, including mishap data (if assessable) from similar systems and other lessons
learned, hazards associated with the proposed design or function shall be evaluated for hazard
severity, hazard probability, and operational constraint. Safety provisions and alternatives
needed to eliminate hazards or reduce their associated risk to a level acceptable to the MA shall
be included. The PHA shall consider the following for identification and evaluation of hazards as
a minimum:

a. Hazardous components (e.g., fuels, propellants, lasers, explosives, toxic substances,
hazardous construction materials, pressure systems, and other energy sources).

b. Safety related interface considerations among various elements of the system (e.g.,
material compatibilities, electromagnetic interference, inadvertent activation,
fire/explosive initiation and propagation, and hardware and software controls). This
shall include consideration of the potential contribution by software (including software
developed by other contractors/sources) to subsystem/system mishaps. Safety design
criteria to control safety-critical software commands and responses (e.g., inadvertent
command, failure to command, untimely command or responses, inappropriate
magnitude, or MA-designated undesired events) shall be identified and appropriate
action taken to incorporate them in the software (and related hardware) specifications.

¢. Environmental constraints including the operating environments (e.g., drop, shock,
vibration, extreme temperatures, noise, exposure to toxic substances, health hazards,
fire, electrostatic discharge, lightning, electromagnetic environmental effects, ionizing
and non-ionizing radiation including laser radiation).

d. Operating, test, maintenance, built-in-tests, diagnostics, and emergency procedures
(e.g., human factors engineering, human error analysis of operator functions, tasks,
and requirements; effect of factors such as equipment layout, lighting requirements,
potential exposures to toxic materials, effects of noise or radiation on human
performance; explosive ordnance render safe and emergency disposal procedures; life
support requirements and their safety implications in manned systems, crash safety,
egress, rescue, survival, and salvage). Those test unique hazards which will be a direct
result of the test and evaluation of the article or vehicle.

e. Facilities, real property installed equipment, support equipment (e.g., provisions for
storage, assembly, checkout, prooftesting of hazardous systems/assemblies which may
involve toxic, flammable, explosive, corrosive or cryogenic materials/wastes; radiation
or noise emitters; electrical power sources) and training (e.g. training and certification
pertaining to safety operations and maintenance).

f. Safety related equipment, safeguards, and possible alternate approaches (e.g.,
202-1
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TASK 202

interlocks; system redundancy; fail safe design considerations using hardware or
software controls; subsystem protection; fire detection and suppression systems;
personal protective equipment; heating, ventilation, and air-conditioning; and noise or
radiation barriers).

g. Malfunctions to the system, subsystems, or software. Each malfunction shall be

specified, the causing and resulting sequence of events determined, the degree of
hazard determined, and appropriate specification and/or design changes developed.

202.3  DETAILS TO BE SPECIFIED.

202.3.1 Details to be specified in the SOW shall include the following, as applicable:
(R) a. Imposition of Tasks 101 and 202.
R) b. Minimum hazard probability and severity reporting thresholds.

¢. Any selected hazards, hazardous areas, or other specific items to be examined or
excluded.

202-2
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TASK 203

SAFETY REQUIREMENTS/CRITERIA ANALYSIS

203.1 PURPOSE. The purpose of Task 203 is to perform and document the safety design
requirements/design criteria for a facility or system under development/design.
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203.2 AL MBI INE AN, 408 O818lY ABQuiremenis Criteria AJ‘;&!}’S‘;S (S.-C.A.) relates the
hazards identified to the system dn&gn and identifies or develops design requirements to

eliminate or reduce the nsk of the identified hazards to an a ccent.able level. The SRCA uses the
Preliminary Hazard List (Task 201) or the Preliminary Hazard Analysis (Task 202) as a basis, if
available. The SRCA is also used to incorporate design requirements that are safety related but
not tied to a specific hazard. The analysis includes the following efforts:

203.2.1 The contractor shail determine applicable generic system safety design requirements
and guidelines for facilities; hardware and software from federal, military, national and industry
regulations, codes, standards, specifications; and other documents for the system under
development. The contractor shall incorporate these requirements and guidelines into the high
level system specifications and design documents as appropriate.

203.2.2 The contractor shall analyze the System Design Requirements, System/Segment
Specifications (SSS), Preliminary Hardware Configuration Item Development Specification,
Software Requirements Specifications (SRS), and the Interface Requirements Specifications
(TIRS), or equivalent documents as appropriate, to inciude the following sub-tasks:

and associated software.

b. The contractor shall identify hazards and relate them to the specifications or
documents listed above and develop design requirements to reduce the risk of those

hazards.
¢. The contractor shall identify safety critical computer software components
(SCCSCs) and ensure they are placed under configuration control.

d. The contractor shall analyze the preliminary system design to identify potential
hardware/ software interfaces at a gross level that may cause or contribute to potential
hazards. Interfaces identified shall include control functions, monitoring functions,
safety systems and functions that may have indirect impact on safety. These interfaces
and the associated software shall be designated as safety critical.
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agreed to by the contractor and the MA.

f. The contractor shall ensure that System Safety design requirements are properly
incorporated into the operator, user, and diagnostic manuals.
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203.2.3 The contractor shall develop safety related design change recommendations and testing
requirements and shall incorporate them into Preliminary Design Documents and the hardware,
software and system test plans. The following sub-tasks shall be accomplished:

a. The contractor shall develop safety-related change recommendations to the design
and specification documents listed above and shall include a means of verification for
each design requirement.

1 re s s Yo o Yoal YA a4 L A S_d
b. The contractor shall develop safety related test requirements for incorporation into
the test documents. Tests shall be developed for hardwars, software and system
inteoration testing,

ntegration testing.

203.2.4 The contractor shall support the System Requirements Review (SRR), System Design
Review (SDR) and Software Specification Review (SSR) from a system safety viewpoint. The
contractor shall address the system safety program, analyses performed and to be performed,

significant hazards identified, hazard resolutions or proposed resolutions, and means of
verification.

2033 DETAILS TQ BE SPECIFIED.

203.3.1 Details to be specified in the SOW shall include the following, as applicable:
(R) a. Imposition of Tasks 101 and 203 tailored to the developmental program.

(R) b. Definition of acceptable level of risk within the context of the system, subsystem, or
- 1
1

component under analysis.
(R) c. Level of contractor support required for design reviews.

d. Specification of the type(s) of risk assessment process.
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MIL-STD-882C

TASK 204

SUBSYSTEM HAZARD ANALYSIS

and 1 DITRDN) Mhn cvsernen of Moo H —
LU L M. 10Ne purpose of Task 204 is to perfa, m and document a Subsystem Xi8&zarc

Analysis (SSHA) to: verify subsystem compliance with safety requirements contained in
ubsystem specifications and other applicable documents; identify previously unidentified
hazards associated with the design of subsystems including component failure modes, critical
human error inputs, and hazards resulting from functional relationships between components
and equipment comprising each subsystem; recommend actions necessary to eliminate identified
hazards or control their associated risk to acceptable levels.
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204.2 1Aoh DESCRIPIIUN. The contractor snaii perio 1a aocument a suosystem
hazard analysis to identify all components and equipment that could result in a hazard or whose

design does not satisfy contractual safety requirements.. This will include government furnished
equipment, nondevelopmental items, and software. Areas to consider are performance,
performance degradation, functional failures, timing errors, design errors or defects, or
inadvertent functioning. The human shall be considered a component within a subsystem,
receiving both inputs and initiating outputs, during the conduct of this analysis.

oo

204.2.1 The analysis shall include a determination:

as well as

a. Of the meodes of failure including reasonable ht
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components.

b. Of potential contribution of hardware and software (including that which is
developed by other contractors/sources) events, faults, and occurrences (such as
improper timing) on the safety of the subsystem.

¢. That the safety design criteria in the hardware, software
e

specification(s) hav

d. That the method of implementation of hardware, software, and facilities design
requirements and corrective actions has not impaired or decreased the safety of the
subsystem nor has it introduced any new hazards or risks.

e. Of the implementation of safety design requirements from top level specifications to

detailed design specifications for the subsystem. The implementation of safety design

reqm_emems developed as part of the PHA and SRCA shall be analyzed to ensure that
t satisfies the intent of the requirements.

f. Of test plan and procedure recommendations to integrated safety testing into the
hardware and software test programs.

204.2.2 If no specific analysis techniques are directed or if contractor recommends that a
different technique than specified by the MA should be used, the contractor shall obtain MA
approval of technique(s) to be used prior to performing the analysis.

204-1
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TASK 204

20423 When software to be used in conj unction with the snhnvntﬁm is hmna ﬂpvpln‘nnﬂ under

DOD-STD-2167 and DOD-STD-2168; or MIL—STD 1679 or other development documents= the
contractor performing the SSHA shall monitor, obtain and use the output of each phase of the
formal software development process in evaluating the software contribution to the SSHA.

Problems identified which require the reaction of the software developer shall be reported to the

MA in time to support the ongoing phase of the software developmaent process.

204.2.4 The contractor shall update the SSHA as a result of any system design changes,

1np|nl‘1n¢7 mﬁwﬂ"h f‘hc‘lm l‘hnﬂ(’ﬂﬂ W}\\P"I ﬁ“ﬁﬂf evefnm nofnf'v
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204.3 DETAILS TO BE SPECIFIED.

204.3.1 Details to be specified in the SOW shall include the following, as applicable:

(R) a. Imposition of Tasks 101 and Z04.
(R) b. Minimum hazard severity and probability reporting thresholds.

c. The specific subsystems to be analyzed.

d. Any selected hazard, hazardous areas, or other specific items to be examined or
excluded.
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f. The MA shall provide the technical
accomplish the defined tasks.

ata on GFE to enable the contractor to

204.2
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MIL-STD-882C

SYSTEM HAZARD ANALYSIS
anr 1 MYITDMAAOTY AN _ _________ _OM__ L one S oa_ ____ _____ __ 32 3 _________a2_ O___.a._.T¥____13
205.1 LUREOSI. 1n purpose of Task 205 18 to perform ana aocument a oystem razard
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specifications and other applicable documents; identify previously unidentified hazards
associated with the subsystem interfaces and system functional faults; assess the risk associated
with the total system design, including software, and specifically of the subsystem interfaces;
and recommend actions necessary to eliminate identified hazards and/or control their associated
risk to acceptable levels.
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Uo . 1he contractor shall periorm and document a system hazard
mmedirale da tA il Lo d e d mcnnao Alan ). Al AL bada)l fcrnbacns Aaniams temaliidle e oA e o
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205.2.1 This analysis shall include a review of subsystems interrelationships for:
a. Compliance with specified safety design criteria.

b. P0551b]e mdependent dependent, and mmultaneou ardou vents including

c. Degradation in the safety of a subsystem or the total system from normal operation
of another subsystem.

d. Design changes that affect subsystems.

e. Effects of reasonable human errors.

(1) Of potential contribution of hardware and software(including that which is
developed by other contractors/sources, or Commercial Off-The-Shelf hardware or
software) events, faults and occurrences (such as improper timing) on safety of the
system.

(3) That the method of implementation of the hardware, software, and facilities
design requirements and corrective actions has not impaired or degraded the safety
of the system nor has introduced any new hazards.

205.2.2 If no specific analysis tec'hniques are directed or if the contractor recommends that a
A oo Lo el .t: i I WS TN A A L __ v & T a_ 2 AL A
alrierent cnnigque wnan nea oy tne 1vm snoulu De useu Lﬂe contractor Sﬂall opulain MA

spec
approval of technique(s) to be used prior to performing the analysis. The SHA may be combined

with and/or performed using similar techniques to those used for the SSHA
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205.2.3 When software to be used in conjunction with the system is being developed under

205-1
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DOD-STD-2167 and DOD-STD-2168; or MIL-STD-1679 or other software development

requirement documents; the contractor performing the SHA shalil monitor, obtain, and use the
PN SN Gy [P, N, SRR ) RPN I [P . SR DU Y SRRt S SRR S ey WY . S
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contribution to the SHA Problems identified which require the reaction of the software

developer shall be reported to the MA in time to support the ongoing phase of the software
development process.

205.2.4 The contractor shall update the SHA as a result of any system design changes,
including software design changes which affect system safety.

DN n TAFAMATYY LTV I OMTOIATEW I
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205.2.1 Details to be specified in the SOW shall include the following, as applicable:

(R) a. Imposition of Tasks 101 and 205.
(R) b. Minimum hazard severity and probability reporting thresholds.

c. Any selected hazards, hazardous areas, or other specific items to be examined or
&

d. Specification of desired analysis technique(s) and/or format.

205-2
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ASK 206

OPERATING AND SUPPORT HAZARD ANALYSIS

206.1  PURPQSE. The purpose of Task 206 is ¢ perform and document an Operating and

Support Hazard Analysis (O&SHA), to evaluate activities for hazards or risks introduced into the
system by operational and support procedures and to evaluate adequacy of operational and
support procedures used to eliminate, control, or abate identified hazards or risks.

2062 TASKDESCRIPTION. The contractor shall perform and document an O&SHA to
examine procedurally controlled activities. The O&SHA identifies and evaluates hazards
resuiting from the impiementation of operations or tasks performed by persons, considering' the
planned system configuration/siate at each phase of activity; the facility interfaces; the planned
en'v'iT\'hmlcutn (Ux Tanges thcl vvﬂ, the S‘dpp"".’.!!‘.s h"‘]" or ethﬁ;' ‘q‘“p“““" ‘“"“dl!‘.g mﬁwnrn
controlled automatic test equipment, specified for use; operational/task sequence, concurrent
task effects and limitations; biotechnological factors, regulatory or contractually specified
personnel safety and health requirements; and the potential for unplanned events including
hazards introduced by human errors. The human shall be considered an element of the total
system, receiving both inputs and initiating outputs during the conduct of this analysis. The
O&SHA must identify the safety requirements (or alternatives) needed to eliminate or control
identiﬁed hazards, or to reduce the associated risk to a level which is acceptable under either

PRI S Sy | SRR s RILY PPy
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206.2.1 The analysis shall identify:

a. Activities which occur under hazardous conditions, their time periods, and the
actions required to minimize risk during these activities/time periods.

b. Changes needed in funciional or design requirements for system
hardware/software, facilities, tooling, or support/iest equipment to eliminate or contrs!
‘\ o S cr red! ~o ﬂﬁeﬂﬁ‘ﬂfﬂf‘ hﬂbﬂ
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c. Requirements for safety devices and equipment, including personnel safety and life
support equipment.

d. Warnings, cautions, and special emergency procedures (e.g., egress, rescue, escape,
render safe, explosive ordnance disposal, back-out, etc.), includjng those necessitated

| Y S IO U VP - TH U P Py PS L PO | ~em adas
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required safe result or indication

e. Requirements for packaging, handling, storage, transportation, maintenance, and
disposal of hazardous materials.

f. Requirements for safety training and personnel certification.

g. Effects of nondevelopmental hardware and software across the interface with other

cvabamn anmannanante crihavatama

system components or subsystems.
h. Potentially hazardous system states under operator control.
206.2.2 The O&SHA shall document system safety assessment of procedures involved in:
206-1
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system production, deployment, instaliation, assembly, test, operation, maintenance, servicing,
transportation, storage, modification, demilitarization, and disposal.

206.2.3 If no specific analysis techniques are directed or if the contractor recommends that a
different technique than specified by the MA should be used, the contractor shall obtain MA
approval of technique(s) to be used prior to performing the analysis.

206.2.4 The contractor shall update the O&SHA as a result of any system design or operational

changes.

NEMAITTA T RE QDEROTETEDN
DE1ALLD 1O DL Sr AL i),

Details to be specified in the SOW shall include the following, as applicable:

e

'C)

Imposition of Tasks 101 and 206.

Minimum hazard probability and severity reporting thresholds.

The specific procedures to be evaluated (Reference 206.2.2).

206-2
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TASK 207

HEALTH HAZARD ASSESSMENT

207.1 PURPQSE. The purpose of Task 207 is to perform and document a Health Hazard
Assessment (HHA) to identify health hazards, evaluate proposed hazardous materials, and
propose protective measures to reduce the associated risk to a level acceptable to the MA,

207.2 TASKDESCRIPTION. A HHA shall be performed and documented to identify health
hazards and to recommend engineering controls, equipment, and/or protective procedures, to
reduce the associated risk to a level acceptable to the MA. An HHA shall also evaluate the
hazards and costs due to system components materials, evaluate alternative materials for those
components, and recommend materials that reduce the associated risk. Materials will be
evaluated if (because of their physical, chemical, or biological characteristics; quantity; or
concentrations) they cause or contribute to adverse effects in organisms or off-spring, pose a
substantial present or future danger to the environment, or result in damage to or loss of

equipment or property during the systems life cycle. Assessments shall include consideration of
the generation of hazardous wastes.

207.2.1 Specific health hazards and impacts that shall be considered include:

a. Chemical hazards (e.g., hazardous materials that are flammable; corrosive; toxic;
carcinogens or suspected carcinogens; systemic poisons; asphyxiants, including oxygen
deficiencies; respiratory irritants; etc.).

b. Physical hazards (e.g., acoustical energy, heat or cold stress, ionizing and non-
ionizing radiation).

c. Biological hazards (e.g., bacteria, fungi, etc.)
d. Ergonomic hazards (e.g., lifting requirements, task saturation, etc.)

e. Other hazardous, or potentially hazardous, materials that may be formed by the

introduction of the system. or by the manufacture, test, maintenance or operation of
the system.

207.2.2 The assessment shall address:

a. System, facility and personnel protective equipment design requirements (e.g.,
ventilation, noise attenuation, radiation barriers, ete.) to allow safe operation and
maintenance. When feasible engineering designs are not available to reduce hazards
to acceptable levels, alternative protective measures must be specified (e.g., protective

clothing, specific operation or maintenance practices to reduce risk to an acceptable
level).

b. Potential non or less hazardous material substitutions and projected handling and
disposal issues. The HHA will discuss the rationale for using a hazardous materiel and
long term effects (such as potential for personnel and environmental exposure,
handling and disposal issues/ requirements, protection/ control measures, and life cycle
costs) over a non or less hazardous material. The effects and costs should be
considered over the life of the systems, including the cost of handling and disposal.

207-1
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MIL-STD-882C

TASK 207

Identify potential non or less hazardous alternatives if they exist and provide a
justification why an alternative cannot be used.

c¢. Hazardous material data. The HHA shall describe the means for identifying and
tracking information for each hazardous material.

_ YYYTA Lo 3t Y % _ato . LTI,
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a. Identify the hazardous materials by name(s) and stock numbers; the affected

system components and processes; the quantity, characteristics, and concentrations of
the materials in the system; and source documents relating to the materials.

b. Determine under which conditions the hazardous materials can release or emit
materiais in a form that may be inhaled, ingested, absorbed by living organisms, or
leached into the environment and if the materials pose a health threat.
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ratings. Acute health, chronic health, carcinogenic, contact, flammability, reactivity,
and environmental hazards will be examined.

d. Estimate the expected usage rate of each hazardous material for each process or
component for the subsystem, total system, and program-wide impact.

e. Recommend the disposition of each hazardous material identified. If for any scale
of oneration the roference cmantitv ig excaaded }\v the estimated ncaoce rate material
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substitution or altered processes shall be conSIdered to reduce risks associated with the
material hazards while evaluating the impact on program costs.

DETAILS TO BE SPECIFIED.

ﬁf\“ Iy Vol 2

Details to be specified in the SOW shall inciude the following as appiicabie:
a. Imposition of Tasks 101 and 207.
b. Minimum hazard severity and probability reporting thresholds.

¢. Any selected hazards, hazardous areas, hazardous materials, or other specific items
to be examined or excluded.

207-2
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TASK SECTION 300

DESIGN EVALUATION

300-1
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MIL-STD-882C

TASK 301

SAFETY ASSESSMENT

301.1 PURPQSE. The purpose of Task 301 is to perform and document a comprehensive
evaluation of the mishap risk being assumed prior to test or operation of a system, prior to the
next contract phase or at contract completion.

301.2 TASK DESCRIPTION. The contractor shall perform and document a safety
assessment to identify all safety features of the hardware, software, and system design and to
identify procedural, hardware and software related hazards that may be present in the system

being acquired including specific procedural controls and precautions that should be followed.
The safety assessment shall summarize:

a. The safety criteria and methodology used to classify and rank hazards, plus any
assumptions on which the criteria or methodologies were based or derived including
the definition of acceptable risk as specified by the MA.

b. The results of analyses and tests performed to identify hazards inherent in the
system, including:

C.

(1) Those hazards that still have a residual risk, and the actions that have been
taken to reduce the associated risk to a level contractually specified as acceptable.

(2) Results of tests conducted to validate safety criteria, requirements and
analyses.

The results of the safety program efforts. Include a list of all significant hazards

along with specific safety recommendations or precautions required to ensure safety of
personnel, property, or the environment. Categorize the list of hazards as to whether
or not they may be expected under normal or abnormal operating conditions.

d. Any hazardous materials generated by or used in the system, including:

(1) Identification of material type, quantity, and potential hazards.

(2) Safety precautions and procedures necessary during use, packaging, handling,

storage, transportation, and disposal (e.g., explosive ordnance disposal). Include all
explosives hazard classifications.

(3) After launch safety-related activity of expendable launch vehicles and their
payloads including deployment, operation, reentry, and recovery (if required) of
launch vehicles/payloads which do not attain orbit (either planned or unplanned).

301-1
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(4) 1tal Saiely NaZara awareness associatea wiui space sysiems sucin
explosions, electromagnetic interference, radicactive sources, ionizing radiation,
chemicals, space debris, safe separation distances between space vehicles, and

(5) A copy of the Material Safety Data Sheet (OSHA Form 174, or equivalent
manufacturers format).
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e. Conclude with a signed statement that all identified hazards have been eliminated
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or their associated risks controlied to leveis contractuaily specifiea as acceptapie, ana
that the system is ready to test or operate or proceed to the next acquisition phase. In

11 make recommendations applicable to hazards at the

interface of his system with the other system(s) as contractually required.
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301.3. DETAILS TQ BE SPECIFIED.

301.3.1 Details to be specified in the SOW shall include the following, as applicabie:
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b. Define the specific purpose of the requested assessment.

¢. Identify at what level (system safety manager, program manager, etc.) the
statement (paragraph 301.2e) must be signed.

n ~
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TASK 302

TEST AND EVALUATION SAFETY

302.1 PURPOSE. The purpose of Task 302 is to make sure safety is considered (and safety
responsibility assigned) in test and evaluation, to provide existing analysis reports and other
safety data, and to respond to all safety requirements necessary for testing in-house, at other
contractor facilities, and at Government ranges, centers, or laboratories.

302.2 TASKDESCRIPTION. The contractor shall make sure the contractor test and
evaluation safety activities recommend actions, and assess actions taken, to reduce, correct or
control CATASTROPHIC- and CRITICAL-level hazards in the test and evaluation environment.
MARGINAL- or NEGLIGIBLE-level hazards shall also be addressed as required by the MA.
Specific test and evaluation safety activity tasks shall include the following:

302.2.1 Test and evaluation planning. Planning for test and evaluation safety from the
beginning of, and throughout, the contract period shall incorporate the following:

a. Test program milestones requiring completion of hazard analyses, risk
assessments, or other safety studies.

b. Schedule for analysis, evaluation, and approval of test plans, procedures, and other
documents to make sure safety is covered during all testing.

c. Preparation of or input to safety, operating and test procedures.

d. Coverage of test equipment, installation of test equipment, and instrumentation in
hazard analyses prior to test start.

e. Meeting specialized requirements designated by the MA and informing the MA of
any identified hazards that are unique to the test environment.

f.  Coordination and status reviews with the cognizant test site safety representatives

to ensure test safety requirements are identified, monitored and completed as
scheduled.

302.2.2 Safety reviews. Providing assistance to the safety review teams to the extent necessary
to support a system safety certification process and validate, from a safety perspective, that the
system is ready to test.

302.2.3 Follow-up actions.
a. Analyzing and documenting safety related test results.

b. Initiating follow-up action to insure completion of the corrective efforts taken to
reduce, correct, or control test and evaluation hazards.

302.2.4 Reports. Maintaining a repository of test and evaluation hazard/action status reports.

302-1
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Designation of applicable specialized system safety requirements for testing or use

of range facilities.
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TASK 303

SAFETY REVIEW OF ENGINEERING CHANGE PROPOSALS,
SPECIFICATION CHANGE NOTICES, SOFTWARE PROBLEM REPORTS,
AND REQUESTS FOR DEVIATION/WAIVER

303.1 PURPOSE. The purpose of Task 303 is to perform and document analyses of
Engineering Change Proposals (ECPs), Specification Change Notices (SCNs),Software Problem
Reports (SPRs), program or software trouble reports (PTRs, STRs), and requests for deviation or
waiver to determine the safety impact on the system.

303.2  TASK DESCRIPTION.

303.2.1 Engineering change proposals. The contractor shall analyze each ECP (as specified by
the MA) to determine the hazards associated with it, assess the associated risk, and predict the
safety impact of the ECP on the existing system. The contractor shall notify the MA when an
ECP will decrease the level of safety of the existing system.

303.2.2 Specification change notices. The contractor shall analyze each SCN to determine the
potential effect on safety critical components or subsystems. The contractor shall notify the MA
if the level of safety of the system will be reduced.

303.2.3 Software problem reports. The contractor shall review each SPR to determine the
potential safety implications. If safety impacts are identified, the contractor shall notify the MA
of a decrease in the level of safety of the system.

303.2.4 Requests for deviation/waiver. The contractor shall analyze each request for
deviation/waiver to determine the hazards and assess the risk of the proposed deviation from or
waiver of a requirement, or a specified method or process. The change in the risk involved in
accepting the deviation or waiver shall be identified. When the level of safety of the system will
be reduced by deviation from, or waiver of the requirement, method, or process, the MA must be
so notified.

303.3 DETAILS TO BE SPECIFIED.
303.3.1 Details to be specified in the SOW shall include the following, as applicable:
(R) a. Imposition of Tasks 101 and 303.

b. Specify amount of change in the level of safety requiring MA notification and the
method and timing of such notification.

c. Identify class of ECP or type of deviation/waiver to which this task applies.

d. Identify who shall execute review and sign-off authority for each class of ECP or
type of deviation/waiver.

303-1
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TASK SECTION 400

COMPLIANCE AND VERIFICATION
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4012 TASKDESCRIPTION. The contractor shall define and perform tests, demonstrations,
develop models, and otherwise verify the compliance of the system with safety requirements on
safety critical hardware, software, and procedures (e. € EOD and emergency procedures).
Induced or simulated failures shaii be considered to demonstrate the acceptame saxet.y
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Nl be gpecified and conducted to evaluate the overall
eﬂ'ectxveness of the actnons taken SSPPs and test plan and procedure documents shall be
revised to include these tests. Where costs for safety testing would be prohibitive, safety
characteristics or procedures may be verified by engineering analyses, analogy, laboratory test,
functional mockups, or models and simulations, when approved by the MA. Specific safety tests
shall be integrated into appropriate system test and demonstration plans, including verification
and validation p]ans to the maximum extent possibie Test pians test procedures and the
resuits m ali r.esns 1nc1uamg design verification, cecnmcal operational evaluation, technical data

tine nemed rareriflandian P PN on accentance and alalf 1afa
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a. Safety of the design (including operating and maintenance procedures) is
adequately demonstrated, including verification of safety devices, warning devices, etc.
for all CATASTROPHIC hazards not eliminated by design. CRITICAL, MARGINAL
and NEGLIGIBLE hazards shall also be addressed as required by the MA

of the system are included in the test and evaluation

401.3.1 Details to be specified in the SOW shall include the following, as applicable:

(R) a. Imposition of Tasks 101 and 401.

(R) b. Ideniification of safeiy critical equipment and procedures.

(R) ¢. [Identification of hazard categories for which verification will be accomplished if
paragraph 401 2a is specified
L g £=3 = r

d. Additional development of or inputs to test plans, procedures and reports to verify
safety requirements.
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TASK 401
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SAFETY COMPLIANCE ASSESSMENT

402.2 TASKDESCRIPTION. The contractor shall perform and document a safety compliance
assessment to identify and document compliance with appropriate design and operational safety
requirements. The assessment identifies the contractually imposed st.andards, speciﬁcations,
and codes appropnate to the safety of the system and documents comp ance with these
reqmremem.s The assessmem, inciudes necessary hazard analy

PRPRY: Iy R
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g

procedural reviews, and equipment inspections. The assessment "h"“. incorporate the scope and
techniques of the PHA RHA SSHA, SHA and O&SHA to the extent necessary to assure the
safe design, operation, m_amtenance and support of the system. A safety compliance assessment

a. Identify contractual military, federal, national, international, and industry safety
specifications, standards, and codes applicable to the system and document compliance
of the design and procedures with these requirements.

| 3 _ - = P PRGNS Y SN V1 b ndt A -~ - e A nbere anfa

b. Identify other military, federal, national, international, and industry safety
specifications, standards, and codes applicable to the system, which are required by law
or the use the enf is v-ns:dered good e.ngmeen 1g practice, and document compliance of

c. Identify and evaluate residual hazards inherent in the system or that arise from
system-unique interfaces, installation, test, operation, maintenance, or support.

d. iden‘tify essary specnauzed safety d gnreal:ures devices, procedures, skills,
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e. Identify hazardous materials an
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402.3.1 Details to be specified in the SOW shali inciude the following, as applicabie:
(R) a. Imposition of Tasks 101 and 402

Source: https://assist.dla.mil -- Downloaded: 2016-12-11T02:40Z
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TASK 403

EXPLOSIVE HAZARD CLASSIFICATION
AND CHARACTERISTICS DATA

403.1 PIEI’_QSE The purpose of this task is to require the contractor to perform those tests
and procedures necessary for the expiosive nazam classmcanon\nnb ) or anu for aevelopmem of

L) al e e toato o X_a_ L ___a PNy Uy

11azara cIaryucierisuics aaw uapovuL, new or mwmw unluu.uuuuu, Ulplu‘lv“ \luc“luxug wuu
Proptuaiiue), allu Uovivss COLVAaIninE vAylv:uva.

403.2 TASK DESCRIPTION.

403.2.1 Explosive hazard classification. The contractor shall perform the following tasks to
support obtaining interim and/or final DOD explosive hazard classifications (EHC) for any new
or modified items of ammunition or of an explosive nature that will be transported to or stored at
a DOD instailation or facility. The data provided will consider the explosive items shipping and
storage configuration.

403.2.1.1 Interim classification by testing shall be supported by test data of the DOD Explosive
Hazard Classification Procedures (DEHCP)(Air Force TO 11A-1-47, Army TB 700-2, Navy

NAVSEAINST 8020.8, and DLAR 8220.1). An exception is that testing is not reaulred for
devices containing exploslves/propellants listed in Title 49, CFR, Part 172, Hazardous Materials
Table.

_ 403.2.1.2 Interim classification by anaiogy to an item having a valid final hazard classification
snau De supponea Dy test 08'58 on me anamgous item except for 1. ‘}D items wmcn requlre

o odlon Al mmt 3 PN | PN S "N sn Anermanc 1o alan mamizsma

ad
bcablllb n nNarT luu vé u.wbuaaulg uxc auuuul luca waccu we &W\J QECVILTS 1D aidu 1cyuiIcu.

403.2.1.3 Final classification by testing shall be supported by the test data required in the
DEHCP, paragraph 5-2 and 5- 3 orin an alt,ernatnve test n]an proposed by t.he contractor and
approved by the Department of Defense Explosives Safety Board through appropriate

Government channels. A narrative discussing the similarities between the two devices is also

required.

4NN 0O 1 4 TN S | r~ 1 1 b 2 £~ Y . i) Bt & B N ~ooa 3L _. al
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403.2.1.5 The contractar shall request renewal of an interim EHC prior to the one vear

anniversary of the date the last interim EHC was issued. A new interim will be remured for any
changes in the explosive item, shipping configuration or part number. A final EHC will be
requested based upon data obtained by conducting testing required by the explosive hazard
classification procedures or approved alternative test plan. The final EHC testing must be
conducted on production ievel designed items.

U N N o) PUSRY ST, ¥ S S, & Ao LM A A Y ta_ L
‘iUO.d 6 - ine conuracuor snaii recomimena a category 1or eacn iem or
nnnnnnnnn alovmrniinition 3n ansh Afitha fallnvnng aranc
c.\ylualvc TINWNILIOH 1l ©aln 1 ui 10u0wWilig arcas

b. Proper shipping name and United Nations number.
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403.2.3 Hazard characteristics data. The contractor shall establish this data by generating or
compiling sufficient safety data to reveal hazards invelved in handling, shipping, and storage

related to the production, procurement, and disposal of a new or modified items of ammunition
or explosives.

403.2.4 INustrations. The contractor shall prepare illustrations of the explosive part and an
Messbmndinm ¢hat aleacea tha walatianchin aftha awnlacivs nawd ¢4 tha athaw ibama in tha ancamhble
1IUDLIALIVUIL WIALV DIIUWD W) Iroiauvivil u.lp vl wviio UAplualvc pul LV W WIT UVWITE 1VCGLUD 111 WiT aBDUmUIJ—
An illustration shall nrenarad tn chow the relatinnghin of tha exnlogive aseamblv tn the ne
An 1llustration shall be prepared to show the relationship of the explosive assembly to the next
higher assembly.

(-4 o

403.2.4 Changes. Any changes to an item that has received final hazard classification shall be
reported through the Government and Industry Data Exchange Program (GIDEP) using the
“PRODUCT CHANGE NOTICE" form.

AN 0O r Al L _act  _ INYTYMA M _. YIYL . ¥ _ _._YL__alL _ WAA __ __L ___ _____ Al _ L __a___a__ __°*‘11
403.2.0 Allernaiave Lou 1est £jan. vvnen airecied oy tne A Or Wnenever tne Coniractor wiii
wnd £allaur ¢ha $and nenandizeas anamfiad in tha NN Renlasiva Haward MNMaceifiactinn Dennndsivas
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the contractor shall develon an alternative test nlan which must be annroved bv the MA and the
the contractor gshall develop al st plan which must he approved by the MA and the

403.3.1 Details to be specified in the SOW shall include the following, as applicable:
F'e = B = Ve nlal . _OM_ .Y AND
\n) a 1Mpos1LIOn U1 1ask 4Ud
(R) b. Those sections of the Department of Defense Explosives Hazard Classification
Procedures containing the required test methods and procedures.

¢. Specific hazard characterization data required.

403-2
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TASK 404

v Y

EXPLOSIVE ORDNANCE DISPOSAL

404.1 PURPOSE. The purpose of this task is to require the contractor to provide source data,
explosive ordnance disposal procedures, recommended render safe procedures, and test items for

new or modified weapons systems, explosive ordnance items, and aircraft systems.

404.2  TASK DESCRIPTION.

.2.1 Source Data. The contractor shali prowde detailed source data on exploslve ordnance

L _ac.__ 2

ng, and safety so that proper EOD tools, equipment and procedures can be validated

Th - civa Nednanes amnan ol Alace Nandas NAUVLDNATYIEROITOLEAN
e Nava} Exﬁ}ﬁmvc Ordnance L‘ispusa} Tcuxuuwgy VENET UNAY LU LGS ULIVILIN,

P
W,
Indian Head, MD. will assist in establishing quantities and types of assets required.

404.2.2 Explosive ordnance disposal procedures. The contractor shall provide courses of action to
be taken by explosive ordnance disposal personnel to render safe and dispose of explosive ordnance.

404.2.3 Test items. The contractor shall provide test ordnance for the conduct of EOD validation
and verification testing.

NMEMATTO TN DD ODIVOVTRTLIN

gh

(R) a. Imposition of this Task 404

b. Hazard classification data for all explosive components.

Source: https://assist.dla.mil -- Downloaded: 2016-12-11T02:40Z
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APPENDIX A

GUIDANCE FOR IMPLEMENTATION OF
SYSTEM SAFETY PROGRAM REQUIREMENTS

. n mp— N ——
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Ou, une rrogram vianager (riv), snouia D aware ual Ui 1Ssut Ul suitly creaves
anvawnl annflictine fnmasntivans fae anntwnadbnma Natnealley asantvastnes ava an
S€verar COruncuil INICETIVIVGS 101 CoNviacwro. iNavuiaily, COnualwie Uave ai
incentive to aveid serious ﬂag.'ant hazards that may jeonardize the ultimate future of

or cause them to incur liability for subsequent accidents. However
throuzh the Engineering Change Proposa] (ECP) process, contractors generally
benefit from hazards allowed to creep into designs. ECPs are major profit centers.
The most difficult ECPs for a PM to disapprove are those flagged "Safety.” And if
safety problems are allowed to be created and remain undetected until late in
deveiopment, the fixes can wreak havoc with your budgets and scheduies.

B
[]
"o
5
B

e developer that safety is IMPORTANT to you personally. Ins
not add it on. Direct the developer (contractor) to sensitize demgn engineers to be
attentive to system hazards while creating the design, so they may minimize the
number and severity of hazards initially residing in the system. This first step has

historically proven to be a significant cost and problem avoidance technique--one

usually overlooked by PMs.

MNYod mm e M 22V o oot a Ll bl ol b caennd cemnnmidin e maasda ATV,
LVBXL, careiuill vaAIlur a sy»S> 1 > cl,y acuvin W 1ueceL pcbuu.. pl 51am 1HTTUD. iYW/ il
T€ vnrr nmit tha ahave fivet etan van anll noad a laroar cvetam cafatv affn tn addroce
Ad _yuu ViV VAT AU YO LMDV OWP, JV‘A YV ikl AAUVWA EA lﬂlsul ﬂ_’ DV ALE M\IVJ WAAWIAI W VW GAMLAL WA
the greater number and variety of hazards that will populate the design.

Lastly, you need to manage residual hazards. You do this by understanding their
nature and impact, and assuring they are properly dispositioned. For hazards that
are to be "accepted,” take care to assure that this acceptance of risk occurs at the
proper level of authority--generally the greater the risk, the higher the approval level
neede d for acceptance. Note ‘L'nat t‘ne ‘nig'ner ievel risks must be justified to the

10 GENERAT. chfam cafatv anoinaarineg ic tha slamant af evetame anonnaarineg invaluvine the
i0. Szl as Al salety engineering is Wne eiemens o systems engineenng inve.ving ine
application of sc:en_f_lﬁc and engineering principles for the timely identification of hazards and

initiation of the actions necessary to eliminate/control hazards or reduce the associated risk to an
acceptable level within the system. It draws upon professional knowledge and specialized skills in
the mathematical, physical, and related scientific disciplines, together with the principles and
methods of engineering design and analysis to specify, predict, and evaluate the safety of the
system. The degree of safety achieved in a system 1s directly dependent upon the emphasis given.

This emphasis must be applied by the Government and coniraciors during ail phases of the me
cycle. Design safety is a prelude to operational safety and the goal is to produce an inherently safe
nrndiint that wnill havae tha minimirrm anarabinnael cafaty wamnivamante ne macstmatinne

Pl VUULL V1AV YWl LIAYT LIIT 111310518180 UPGI AQuUlViiAal DAaITV 2 U\‘ull CIIIGCIIW VI 1 TOVIIVUIVIID.

10.1  Scope. This appendix provides rationale and guidance for the selection of requirements and

tasks to fit the needs of any system safety program, and identifies applicable data items for

A-1
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APPENDIX A

documenting the results of required tasks.

10.2  Purpose (Reference Paragraph 1.1). Provision for a system safety program as defined by
this standard shall be included in all applicable contracts negotiated by DOD. These contracts
include those negotiated within each DOD agency, by one DOD agency for another, and by DOD for
other Government agencies. In addition, each DOD in-house program shall conduct a system safety
program. This appendix is to be used to tailor system safety requirements in the most cost effective
manner that meets established program objectives. However, it is not intended to be referenced or
implemented in contractual documents.

10.3  User. The user of this appendix may include the DOD MA, Government in-house activity,
prime contractors, associate contractors, or subcontractors, who wish to impose system safety tasks
upon their supplier(s).

104 Contractual Requirements. This standard shall be tailored and incorporated in the list of
compliance documents. Tailored system safety program requirements are specified in the
contractual provisions including the SOW, bidders' instructions, contract data requirements list,
general and special provision sections, annexes, and other contractual means. A draft SSPP may be
submitted with the contractor's proposal and be subject to contract negotiation. Upon approval by
the MA, this SSPP should be attached to the contract, referenced in the SOW, and with applicable
portions of thig standard become the basis for contractual requirements.

10.5 Managing Activity Responsibilities. The MA will:

a. Establish, plan, organize, implement and maintain an effective system safety program that
is integrated into all life cycle phases.

b. Establish definitive system safety program requirements for the procurement or
development of a system. The requirements shall be set forth clearly in the appropriate system
specifications and contractual documents and define:

(1)  Inthe appropriate system specifications, the system safety design requirements that
are available and applicable, and the specific risk levels considered acceptable for the system.
Acceptable risk levels will be defined in terms of: a hazard risk index developed through a hazard
severity/hazard probability matrix; an overall system mishap rate; demonstration of controls
required to preclude unacceptable conditions; satisfaction of specified standards/regulatory
requirements; or other suitable risk assessment procedures.

(2) Inthe SOW, the system safety requirements that cannot be defined in the system
specifications. This would include general design guidelines in paragraph 4.3.

(3) Inthe SOW and contract data requirements list as applicable, the specified safety
data; e.g., analyses, tests, or progress reports that will be required during the scope of the effort.

¢. Ensure that an SSPP is prepared that reflects in detail how the total program is to be
conducted.

d. Review and approve for implementation the SSPPs prepared by the contractor.

e. Supply historical safety data as available.

A-2
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f. Monitor contractors' system safety activities and review and approve deliverable data, if
applicable, to ensure adequate performance and compliance with system safety requirements.

g. Ensure that the appropriate system specifications are updated to reflect results of
analyses, tests, and evaluations.

h. Evaluate new design criteria for inclusion into military specifications and standards and
submit recommendations to the respective responsible organization.

i. Establish system safety groups as required by the appropriate service organizations to
assist the program manager in developing and implementing a system safety program.

j. Establish work breakdown structure elements at appropriate levels for system safety
program management and engineering.

k. Provide technical data on GFE/GFP to enable the contractor to accomplish the defined
tasks.

20. REFERENCED DOCUMENTS. Referenced documents are not included herein. Referenced
documents required to supplement this military standard are specified in the system specifications
and other contractual documents.

30. SYSTEM SAFETY REQUIREMENTS. Section 4, "General Requirements”, provides basic
system safety requirements most DOD systems and facilities acquisition programs should meet.
Task 101, which implements Section 4, must be imposed as a single general task to instruct the
contractor to conduct a system safety program. It can be tailored to fit the different types and sizes
of programs. Additional tasks in section 100, 200, 300 and 400 or other specific tasks not in this

standard, must also be detailed in the SOW to fulfill specific needs of individual programs.

30.1 System safety program (Reference paragraph 4,1). The MA must make sure that the
contractor has a viable system safety program. This paragraph directs the establishment of such a
program and, if tasked, the SSPP will describe it.

30.1.1 Maparament system. Whether the contractor has an existing system safety management

structure or has to create one, the MA needs to examine the policies and processes to determine if
they are consistent with program requirements. The MA shall then attempt to resolve any such
issues promptly to avoid program delays or disconnects. The MA should also specify any special
incident investigation and reporting requirements.

30.1.2 Key gystem safety personnel. The MA can require that key system safety personnel meet
certain minimum qualifications. Key system safety personnel are usually limited to the person who
has supervisory responsibiljty/t.echnical approva] authon'ty for the system safety work. A guide is
provided at Table 3. The MA must specify the minimum qualifications of key personnal in the
SOW. Some programs will require that key system safety personnel possess special qualifications.
These special qualifications must also be specified in the SOW.

A-3
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TABLE 3. MINIMUM QUALIFICATIONS FOR KEY SYSTEM SAFETY PERSONNEL

Program Education Experience Certification
Complexity , , N
BS in Engineering, | Four years in Desired:
High Physical Science or | system safety or | CSP¥ or
other* related discipline | Professional Engr.
Bachelor's Degree Two years in Enhancement:
Moderate | plus training in system safety or | CSP¥ or
system safety related discipline | Professional Engr.
High School Diploma | Four years in
Low plus training in system safety None
system safety

* NOTE; MA may specify other degrees or certification in SOW.

a8 NN ~ ~

# CSP - Certified Safety Professional

~ N - . . r— - - - -~
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). These are the core system
safety program objectives and are applicable to most, if not all, DOD systems and facilities
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30.3 System Safety Design reguirements (Reference Paracraph 4.3). These are the general
design requirements needed to meet the core objectives. The MA must provide more specific
guidance to the contractor based on the type of system being acquired. The more closely the
requirements relate to a given project, the easier the designers can incorporate them into the
system.

304 Svstem safety nrecedence (Reference Paraoranh 4 4)
A MR e RN b T DDA et e e

30.4.1 The overall goal of a system safety program is to design systems that do not contain hazards
which can result in an unacceptable level of mishap risk since the nature of most complex systems
makes it impossible or impractical to design them completely hazard-free. As hazard analyses are
performed, hazards will be identified that will require resolution. System safety precedence defines
the order to be followed for satisfying system safety requirements and reducing risks. Ti

ine
albarmativas far climinatina tha arnamfa haenvd Av anntenlling it nacnnintad mol nwa acrale
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that an acceptable method for risk reduction can be agreed to.
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30.4.2 Hazard identification, categorization, and corrective actions are to proceed through design,
development, and testing of all development phases. Assessment of risk is necessary in determining
what corrective actions are to be taken. Whatever level of hazard risk reduction is taken, it is to be
thoroughly justified in all cases.

30 5 Nick accacemant (Rafacansa Pasaorass 1L 4 EN\

. Rusk assessment (Reference Paragrapn 4.5).

30.6.1 To determine what actions to take to eliminate/control identified hazards, a system of
determining the level of risk involved must be developed. A good risk assessment model will enable
decision makers to properly understand the amount of risk involved relative to what it will cost in

A A
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gchedule and dollars to reduce that risk to an acceptable level.

30.5.2 To eliminate or otherwise control as many hazards as possible, prioritize hazards for
corrective action. A categorization of hazards may be conducted according to risk level criteria.
Categorization may be based on severity since not all hazards are of equal magnitude or criticality
to personnel safety and mission success. In some cases, the anticipated consequences of hazardous
events may be minimal, while in others, catastrophic. Hazard categorization may also involve the
determination of the likelihood of the hazardous event actually occurring. This may be reported in
non-numeric (qualitative) terms, such as frequent, occasional, or improbable; or in numerie
(quantitative) terms such as once in ten thousand flights, or 1X10-4Mflight. Prioritization may be
accomplished either subjectively by qualitative analyses resulting in a comparative hazard risk
assessment or through quantification of the probability of occurrence resulting in a numeric priority
factor for that hazardous condition. Figures 1 and 2 show two sample matrices for hazard risk
assessment which can be applied to provide qualitative priority factors for assigning corrective
action. In the first matrix an identified hazard assigned a hazard risk index of 1A, 1B, 1C, 2A, 2B,
or 3A might require immediate corrective action. A hazard risk index of 1D, 2C, 2D, 3B, or 3C
would be tracked for possible corrective action. A hazard risk index of 1E, 2E, 3D, or 3E might have
a lower priority for corrective action and may not warrant any tracking actions. In the second
matrix, risk indices of 1 through 20 (1 being highest risk) are assigned somewhat arbitrarily. This
matrix design assigns a different index to each frequency-category pair thus avoiding the situation
caused

FIGURE 1. FIRST EXAMPLE HAZARD RISK ASSESSMENT MATRIX

HAZARD 7)) @ ® @
CATEGORY| CATASTROPHIC CRITICAL MARGINAL NEGLIGIBLE
FREQUENCY
(A) FREQUENT
(X> 107l 1A 2A 3A 4A
(B) PROBABLE
I qol>x>102) 1B 3B 3B 4B
(C) OCCASIONAL
(102> X > 103 ) 1C 2C 3C 4C
(D) REMOTE
(103 > X » 106 ) 1D 2D 3D 4D
(E) IMPROBABLE
(108 > x)* 1E 2B 3E 4E

* Example of quantitative criteria

1A, 1B, 1C, 2A, 2B, 3A Unacceptable
1D, 2C, 2D, 3B, 3C Undesirable (MA decision required)
1E,2E,3D,3E 4A 4B Acceptable with review by MA
4C, 4D, 4E Acceptable without review
A-5
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FIGURE 2. SECOND EXAMPLE HAZARD RISK ASSESSMENT MATRIX

HAZARD
CATEGORY CATASTROPHIC CRITICAL MARGINAL NEGLIGIBLE
FREQUENCY

FREQUENT 1 3 7 13
PROBABLE 2 5 9 16
QCCASIONAL 4 8 11 18
REMOTE 8 10 14 19
IMPROBABLE 12 16 17 20

Hazard Risk Index

1-5 Unacceptable

6-9 Undesirable (M.A decision required)

an 1. PRSPy W &) PISNENLYY E L L. AFA

1v-114 nccepwuw WILﬂ I'BV]BW DYy Iviry

18-20 Acceptable without review

by creating indices as products of numbers assigned to frequency and category which causes
common results such as 2 X 6 = 3 X 4 = 4 X 3. This situation hides information pertinent to
prioritization. These are only examples of a risk assessment methods and do not fit all programs.
The MA working with the contractor(s) must decide the proper risk assessment approach for each
system. Then describe the risk assessment method in the SSPP or other appropriate document.

2N R 2 RNiclk Tmnaat ’“\;a ia o mannag n“ v#‘\nr nriombirineg hararde that mav hava tha came mek
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hazard index, other factors (such as effect on mission/operation or economic, sociological and

political implications to the extent known) when assessing the risk. An examn]e is the use of a
hazardous material that could contaminate the environment, cause adverse health effects to service
members as well as private citizens and result in hazardous wastes that must be treated specially
even if no mishap occurs. The material may deserve higher consideration for resolution than a

hardware design that cou 'd cause a loss of a syqt,em througn a mxshap The MA should identify any

ank

lmpacr.s tney want me contractor to COﬁSiuer WHEH Iﬂil()ﬁﬁg DGLLIUH ".l
320.6 Action on Identified Hazards (Reference paragraph 4,6). By this requirement the

contractor is to resolve CATASTROPHIC and CRITICAL hazards through design changes or
incorporation of safety devices. If the MA desires other hazards to be handled in this way, the
paragraph is to be tailored to so indicate. The MA must also make sure the contractor knows how
to process alternative recommendations, if needed. Usually the contractor processes these
recommendations as part of a hazard analysis or hazard tracking technique. Programs that don't
require one of these approaches must provide a recommendation procedure.

30.6.1 Bﬁxdm_&mmmmm&n The MA must know what residual risk exists
in the system being acquired. For ficant hazards, the MA is required to raise residual risk to
higher levels

'S
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FIGURE 3. EXAMPLE DECISION AUTHORITY MATRIX FOR RESIDUAL RISK
BAZARD | CATASTROPHIC CRITICAL MARGINAL NEGLIGIBLE
CATEGORY
FREQUENCY
FREQUENT HIGH HIGH HIGH MEDIUM
PROBABLE HIGH HIGH MEDIUM _LOW
OCCASIONAL HIGH HIGH MEDIUM Low
REMOTE HIGH MEDIUM LOW LOW
IMPROBABLE MEDIUM LOW LoW __low

Horanewd Dick T awral Namainn Andhawito
HIGH Service Acquisition Executive
MEDIUM Program Executive Officer
LOW Program Manager

such as the Program Executive Officer or Service Acquisition Executive for action or acceptance.
This requirement causes the contractor to document the action(s) taken within the scope of the
contract. The MA may be able to apply additional resources or other remedies to help the
contractor satisfactorily resolve the issue. If not, the MA can add their position to the contractors
inf i isi ¢ i le of a

information, and forward the matter to a higher deaswn authority. Figure 3 is an example of
decision authority matrix based on the hazard risk index approach.

30.7 Software Hazard Risk Assessment Process, The initial assessment of risk for software,
and consequently software controlled or software intensive systems, cannot rely solely on the
hazard severity and probability. Determination of the probability of failure of a single software
function is difficult at best and cannot be based on historical data. Software is generally application
specxﬁc and rehablhty parameters associated with it cannot be estimated in the same manner as

I SRS W

naraware 1s. 1nererore anomer approacn 1s recommended
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FériLy &na une degy
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a. Software Control Categories.

I  Software exercises autonomous control over potentially hazardous hardware systems,
subsystems or components without the possibility of intervention to preclude the
occurrence of a hazard. Failure of the software or a faiiure to prevent an event ieads
directly to a hazard's occurrence.

Ila Software exercises control over potentially hazardous hardware systems, subsystems, or
compenents allowing time for intervention by indep _nd-nt sa ety sygtems to mitiga

ITb Software item displays information requiring immediate operator action to mitigate a
hazard. Software failures will allow or fail to prevent the hazard's occurrence.

IIla Software item issues commands over potentially hazardous hardware systems,

A
A~/
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subsystems or components requiring human action to complete the control function.

Them are several, redundant, mdependent safety measures for each hazardous event.

IIIb Software generates information of a safety critical nature used to make safety critical
decisions. There are several, redundant, independent safety measures for each
hazardous event.

TV Caflvenwa daa
1y Oldnware a
a

b. Software Hazard Criticality Matrix. The Software Hazard Criticality Matrix (Fig 4) is
similar to the Hazard Risk Assessment Matrix in this Appendix. The matrix is
established using the hazard categories for the rows and the Software Control Categories
for the columns. The matrix is compieted 'by assigning Software Hazard Risk Index

numbers to each element just as Hazard Risk Index numbers are assxgneu in the Hazard
Rxsk Assessment Matrix. A Software Hazard Risk Index (SHRI) of '1' from the matrix

t the risk mav be nnnmmnfnh]n A SHRI of '2' to '4’ is undesirable or requires

V WAV 110D i@y

fmm the managing gcgv::v Unlike the hardware related HRI, a low index
number does not mean that a design is unacceptable. Rather, it indicates that greater
resources need to be applied to the analysis and testing of the software and its interaction

with the system.
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FIGURE 4. EXAMPLE SOFTWARE HAZARD CRITICALITY MATRIX
HAZARD | CATASTROPHIC | CRITICAL | MARGINAL | NEGLIGIBLE
CATEGORY
CONTROL
CATEGORY I
I 1 1 3 5
n 1 2 4 6
11 2 3 5 5
v 3 4 3 5
Hamward Rick Inday Quoractad Oritara
1 High risk - significant analysis and testing resources
2 Medium risk - requirements and design analysis and in-
depth testing required
34 Moderate risk - high level analysis and testing acceptable
with Managing Activity approval
5 Low Risk - Acceptable
40. TASK SELECTION
40.1  Selection Critenia
A_R

[ S 4
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40.1.1 A major challenge which confronts all Government and industry organizations responsibie
for a system safety program is the selection and timing of tasks and availability of hazard analyses,

. o ATV 2 PRE I TP Y ST T Y chaduls and - 2w
which can materially aid in attaining program safety requirements. Scheduls and funding
constraints mandate a cost effective selection, one that is based on identified program needs. The
considerations presented herein are intended to provide guidance and rationale for this selection,

They are also intended to jog t. ha memory for lessons learned to provoke questions which must be
answered and to encourage dialogue with other engineers, and operations and support personnel so
that answers to questions and solutions to problems can be found. Tables 4 and 5, and Appendix B
provides guidance for timing of task requirements, data deliverables, and completion and
availability of hazard analyses results.

1 Nne o tode docl e hoa haoam calaadka a tanka amanl s
40.1.2 Once appropriate tasks have been selected, the tasks themselves must be tailored and
ifiad hu tha MA ae eut‘{neﬂ iﬂ ﬂ'\.e 'DET‘A‘IT_Q 1) UE SMDECIFTF‘D." l' iﬂ alsn imnnﬁ:ﬁnf tn

ordinate task requirements with other engineering support groups, such as logistics support,
rehab\hty, etc., to eliminate duplication of tasks and to be aware of any additional information of
value to system safety which these other groups can provide. Finally, the timing and depth
required for each task, as well as action to be taken based on task outcome, are largely dependent
on individual experience and program requirements. For these reasons, hard and fast rules are not
stated.

402 Application matrix for proeram phases. Tables 4 and 5 herein provide genera ral mndnp_ce on
task selection to establish an acceptable and cost effective system safety program. These tables can

be used to initially identify those tasks which typically are included in an effective system safety
program for the pamcular acquisition phase involved. The user of the document can then refer to
the particular task referenced by the matrix and determine from the detailed purpose at the
beginning of the task if it is appropriate to identify as a program task. The use of this matrix for
developing a system safety program is to be considered as optional guidance only and is not to be
construed as covering all procurement situations. The provisions of applicable regulations must

alaa hao fallawmad
aisi pe 10avwed.

40.3 Task prioritization. The problem of prioritizing or establishing a baseline group from all
the tasks in this document cannot be solved unless variables like system complexity, program
phase, availability of funds, schedule, etc., are known. Task 101, System Safety Program, is
required, and tailoring should be based on total program cost and complexity. All other tasks
require Task 101 as a prerequisite.

40.3.1 ]dentifving and Quantifving System Safety Needs. The elements of a system safety
program must be selected to meet the safety needs, These needs are identified by higher authority
through directives and other documents. Identlfymg and quantifying these needs must be
accomplished prior to the appropriate acquisition phase so that tasks and requirements
commensurate with the needs may be included. The tasks and requirements which are included
establish the framework for the continuing system safety dialogue between the MA and the
proposing contractors, one or more of whom will ultimately be selected to develop the system.

a0 O V. as _M_ L a_ TCA AL AT 3 T —ord e i e A L b bnaln 2a a ey
0.3.2 Selecting Tasks to Fit the Needs. In most cases, the need for the tasks is self-evident.

Whﬂe experience plays a key role in task selection, it should be supplemented by a more detailed
study of the program. Consideration must be given to the size/dollar value of the program and the
expected level of risk involved. The selection of tasks must be applicable not only to the program
phase, but also to the perceived risks involved in the design and the funds available to perform the

system safety effort. Table 6 provides examples of typically tailored system safety programs based

A9
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on size or project risk. Once recommendations for task applications have been determined and more
detailed requirements identified, tasks and requirements can be prioritized and a "rough order of
magnitude” estimate should be made of the time and effort required to complete each task. This
information will be of considerable value in selecting the tasks which can be accomplished within
schedule and funding constraints.
TABLE 4. APPLICATION MATRIX FOR SYSTEM PROGRAM DEVELOPMENT
TASK PROGRAM PHASE
TASK TITLE TYPE 0 I O m v
101 | SYSTEM SAFETY PROGRAM MGT | G | G | G | G | ©
102 | SYSTEM SAFETY PROGRAM PLAN "MGT | G | G| G| G | 6
103 | INTEGRATION/MANAGEMENT OF ASSOCIATE CONTRACTORS, MGT s s 8 8 8
SUBCONTRACTORS, AND AE FIRMS
104 | SYSTEM SAFETY PROGRAM REVIEW/AUDITS MGT s S 3 s s
106 | SSG/SSWG SUPPORT MGT G G G G G
106 | HAZARD TRACKING AND RISK RESOLUTION MGT S G G G G
107 SYSTEM SAFETY PROGRESS SUMMARY MGT | s G ¢ ] 6] a
201 | PRELIMINARY HAZARD LIST ENG G 3 3 S | NA
202 | PRELIMINARY HAZARD ANALYSIS ENG G G G | GC | GC
203 | SAFETY REQUIREMENTS/ CRITERIA ANALYSIS ENG G s s 8 | GC
204 | SUBSYSTEM HAZARD ANALYSIS ENG NA | G G | 6 | GC
205 | SYSTEM HAZARD ANALYSIS ENG NA | G G | aCc | 6C
206 | OPERATING AND SUPPORT HAZARD ANALYSIS ENG 3 G G | 6 | aoC
207 | HEALTH HAZARD ASSESSMENT ENG G G G | GC | GC
301 | SAFETY ASSESSMENT ENG s | s s s s
302 | TEST AND EVALUATION SAFETY ENG G G G G G
SAFETY REVIEW OF ENGINEERING CHANGE PROPOSALS, ENG NA | G G G G
303 | SPECIFICATION CHANGE NOTICES, SOFTWARE PROBLEM
REPORTS, AND REQUESTS FOR DEVIATION/WAIVER
401 | SAFETY VERIFICATION ENG s G G s s
402 | SAFETY COMPLIANCE ASSESSMENT ENG s G G ) s
403 | EXPLOSIVE HAZARD CLASSIFICATION AND CHARACTERISTICS MGT s s 3 ) s
DATA _ , _
404 | EXPLOSIVE ORDNANCE DISPOSAL SOURCE DATA MGT 3 s s s s
NOTES: TASKTYPE PROGRAM PHASE APPLICABILITY CODES
ENG . System Safety Engineering O - Conoept exploration S - Belectively Applicable
MGT - System Safety Management 1. Demonstration/validation G - Generally Apnlicable
11 - Engineering/manufacturing Development GC - General Applicable to Design Change Only
IiI - Production/deployment N/A - Not Applicable

IV - Operationa/support

A-10
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TABLE 5. APPLICATION MATRIX FOR FACILITIES ACQUISITION

TASK TITLE TASK PROGRAM PHASE
TYPE ) n__m_ v
101 SYSTEM SAFETY PROGRAM MGT G G G G
102 SYSTEM SAFETY PROGRAM PLAN MGT S G G S
103 INTEGRATION/MANAGEMENT OF ASSOCIATB MGT S 8 S S
CONTRACTORS, SUBCONTRACTORS, AND AE FIRMS
104 SYSTEM SAFETY PROGRAM REVIEWS/AUDITS MGT G G G G
106 SSG/SSWG SUPPORT MGT G G G G
108 HAZARD TRACKING AND RISK RESOLUTION MGT G G G G
107 SYSTEM SAFETY PROGRESS SUMMARY MGT S S S S
201 PRELIMINARY HAZARD LIST ENG G N/A N/A S
202 PRELIMINARY HAZARD ANALYSIS ENG G S NA S
203 SAFETY REQUIREMENTS/CRITERIA ANALYSIS ENG G S GC
204 SUBSYSTEM HAZARD ANALYSI]S ENG N/A S G GC
205 SYSTEM HAZARD ANALYSIS ENG N/A G GC
206 OPERATING AND SUPPORT HAZARD ANALYSIS ENG S G G GC
207 HEALTH HAZARD ASSESSMENT ENG G S NA N/A
301 SAFETY ASSESSMENT ENG N/A S S
302 TEST AND EVALUATION SAFETY ENG G G G
303 SAFETY REVIEW OF ECPS, SPEC CHANGE NOTICES, ENG S S S S
SOFTWARE PROBLEM REPORTS, AND REQUESTS FOR
DEVIATION/WAIVER
401 SAFETY VERIFICATION ENG N/A S S S
402 SAFETY COMPLIANCE ASSESSMENT MGT N/A S S S
403 EXPLOSIVE HAZARD CLASSIFICATION AND ENG N/A S S S
CHARACTERISTICS DATA
404 EXPLOSIVE ORDNANCE DISPOSAL SOURCE DATA MGT N/A S S S
NOTES: TASK TYPE PROGRAM PHASE APPLICABILITY CODES
ENG - System Safety Engineering | - Programming and Requirements S - Selectively Applicable

MGT - System Safety Management

Development
11 - Concept Design
I11 - Final Design
1V - Construction

G - Generally Applicable

GC - Genera) Applicable to Design Change Only

N/A - Not Applicable

A-11
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TABLE 6. EXAMPLE TASK SELECTION FOR TYPICAI;. PROGRAMS
BASED ON DOLLAR OR RISK AMOUNTS

Small Dollar or Low Risk Program

Medium Dollar or Average Risk

Pro&rnm

Large Dollar or High Risk Program

TASK 101 - System Safety Program
TASK 102 - SSPP

TASK 201 - Preliminary Hazard List
TASK 202 - PHA

TASK 205 - SHA

TASK 301 - Safety Assessment

TASK 101 - System Safety Program

TASK 102 - SSPP

TASK 104 - Reviews/ Audits

TASK 105 - SSG/SSWG

TASK 106 - Hazard Tracking

TASK 201 - Preliminary Hazard List

TASK 202 - PHA

TASK 204 - SSHA

TASK 205 - SHA

TASK 206 - O&SHA

TASK 207 - HHA

TASK 402 - Safety Compliance
Assessment

TASK 101 - System Safety Program
TASK 102 - SSPP

TASK 103 - Integration/Mgmt of
Contractors

TASK 104 - Reviews/Audits

TASK 105 - SSG/SSWG

TASK 106 - Hazard Tracking

TASK 107 - Safety Progress Reports
TASK 201 - Preliminary Hazard List
TASK 202 - PHA

TASK 204 - SSHA

TASK 205 - SHA

TASK 206 - 0&SHA

TASK 207 - HHA

TASK 301 - Safety Assessment
TASK 302 - Test and Eval Safety
TASK 303 - Safety ECPs

TASK 401 - Safety Verification
TASK 403 - Explosive Hazard Class

NOTES:

(1) Each selected task is to be tailored and MA details added in the SOW.
(2) These tasks may be applied at different phases of the program (See Tables 4 & 5).

50. ___RATIONALE AND GUIDANCE FOR TASK SELECTIONS.

50.1  Task Section 100 - Program Management and Contro].
50.1.1 System Safety Program (Task 101). This task is required if this standard is imposed. Task

101 requires the contractor to set up and conduct a system safety program to meet the requirements
of Section 4. Because of the general nature of Section 4, careful tailoring of the requirements
contained therein is necessary for each program, particularly for relatively small efforts.

50.1.1.1 Requirements that are not included in Section 4, such as Appendix B through D or from
some source other than this standard, may be added by the MA.

50.1.1.2 In this task the acceptable level(s) of risk must be specified and these levels should apply to
the entire program. The MA may use one of the examples at Figures 1 or 2 or require some other
approach to rank hazards. Note that the definitions of each severity and probability level should be
tailored to the program and not left so generic.

50.1.1.3 If the MA has specific requirements for handling incidents and wants the contractor to
adhere to these requirements, this is a good place to insert them. Also, other items such as those

A-12
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listed in paragraph 101.3.1.e should be included.
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50.1.2.1 The system safety program plan (SSPP) is a basic tool used by the MA to assist in
managing an effective system safety program. It can be used to evaluate the various contractors’
approaches to, understanding of, and execution of their system safety tasks, their depth of planning
to make sure their procedures for implementing and controlling system safety tasks are adequate,
and their orgamzatnonal structure to make sure appropriate attention will be focused on system

EN 1 00 ADODYY S W ___ ___ L.l a2 __.] _.’L ................ L-
DU.1.4.4 A OOX I 1S NOTIMAIY Ppreparea oy une Coniracuor ana wi uppruveu uy the JVLA, becomes the
basis of understanding between the contractor and the MA as to h..w the system safety program is
to be conducted. The approved SSPP may serve as a contractually binding document vice a

guidance document. The MA must place a requirement for this in the SOW.

50.1.2.3 The SSPP identifies all safety program activities specified by the MA and shows how the
safety program will provide input or preclude duplication of effort. The plan provides specific
information to show how the contractor will meet quantitative and/or quahtatlve safety
requirements during development producnon and construction phases. When prepared in
response to a request xor proposan, the SSPP serves as a thorough cross-index to the safety

50.1.2.4 On small programs, or large programs with several associate contractors where the MA is
the integrator, or where the MA has a firm idea of the type and magnitude of the system safety
effort required, the MA may prepare the SSPP and attach it to the SOW. This often will save funds
since the MA would not need to buy the plan from the contractor, and also informs the contractor
just what is expected Not oniy does this allow contractors to pn’ce the effort in their 'bids, it

2

eliminates me possmmty of entenng nto mumple rounds of submitials and msapprovms due t

°r
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miscommunication on both sides as to what is desired. However, if the contractor Qoes not prepare
. . . . . . .
an SSPP, other than in the proposal itself, the MA obtains no immediate mformatzen as to whether

FEERRE SIS SRSt DRERITER WSR2 ses SERERY 2

.

data must be provided by the contractor to descnbe partxcular contractor orgamzatnon and internal
processes and interfaces. Some MA's have developed "fill-in-the-blank” SSPPs to simplify and
standardize contractor responses and responsibilities.

50.1.2.5 The format and instructions for preparing an SSPP are specified in Task 102 and DOD
authorized Data Item DI-SAFT-80100A, System Sa f“y Program Plan. This data item must be
tailored for each program by requiring certain paragraphs to be listed on the contract data
requirements list, DD Form 1423, Preliminary SSPPs are often required to be submitted with the
contractor's proposal. This allows for the proposed system safety effort to be considered during

source selection. Additionally, if the scope of the effort is excessive, madequate r misdirected, it
provides time to get the contractor or MA to resolve the issues and revise the SSPP prior to contract
initiation.
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provides the authority for management surveillance needed by the integrating or facilities
acquisition contractor by assigning the various system safety roles of associate contractors,
subcontractors, integrators, and construction firms. The integrator should be tasked to write an
ISSPP according to the requirements outlined in Task 102. The integrator or facilities acquisition
contractor should be tasked to perform system hazard anaiyses and assessments to cover t‘ne
interfaces between the various contractors' portions of the system or construction effort. All

£
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betwean associates in safety-related araas. The MA will aid the intagrator in these efforts to mak

sure all contractors and ﬁrms mutually understand the system safety requirements, and their
respective responsibilities to comply with them.

]

50.1.4
50.1.4.1 In addition to the system saraty revmws reqmreu ny other uuu or servwe reguiations and
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r contractor supnort of reviews/audits performed by the MA on the contractor(g). Early
in a major program, system safety reviews should be held at least quarterly and as the m'ozram
progresses, time between reviews can be extended. In addition to more detailed coverage of those
items discussed at milestone design reviews, the reviews should address progress on all system

safety tasks specified in the SOW.
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50.1.4.2 All program reviews/audits provide an opportumty to revxew and assxgn acmon items and to
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dizeusgions. It may be cost effactive to specify that these system safety reviews/andits be held in

conjunction with Program Management Review or System Safety Group meetings; however, care
must be taken to provide adequate time and attention to the review or audit.

50.1.4.3 Contractor suppeort of special system safety reviews may be needed to fulfill requirements
of phase safety reviews, munitions safety boards, flight readiness reviews, and other safety
review/certification authorities. Support requirements shouid be specified in the SOW as part of

m_ L 1n m.. AfA _.L...11 ....__._ZJ_ e wmaee ale )-L-.l nem dhn whn arbhnd =l 1 PN A vl fan anal
Task 104. The MA should provide as much astail on the who, what, when, wneére, and wnay for eacn
al mariaw nrasace en that tha santractnar son nranarlv nrica tho A#nrf nI QAF"T‘.R(’I‘IDSA
Dyvvl“l ROVIOVYY P‘ VWU DWw DV Wi u‘l WAV WWVALWI GAVWJL WAl ylvv\ll IJ yl AW VRAL WaAR - WV AVl
System Safety Program Progress Raport, can be used to document reviews/audits.

50.1.5.1 Individual service regulations require formation of SSG/SSWGs for acquisition of
expensxve complex or critical systems, equipment or m&)or facilities. Contractor support of an
SSG/SSWG 18 very usefui and may be necessary to make sure procured hardware and sofiware is

mmmactol e Pame P Locnede ahcd anisdd et mo—mmmal me amrms cinmanasrenmy damison ne laae  Maa
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50.1.5.2 A minimum of one SSG meeting per year is recommended. Specify the roles of the
contractor(s) and planned locations of the SSG meetings. Holding some at the contractor's plant
allows more participation by the contractor's staff and a chance for everyone to see the developing
system.

A-14
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50.1.6 Hazard Tracking and Risk Resolution {Task 106). A method or procedure must be
developed to document and track hazards and progress made toward elimination or control of
hazards and reduction of the associated risk. Each prime or associate contractor may maintain
their own hazard log or assessment report, or the integrator or MA will maintain the document. If
the contractor is to maintain the log, Task 106 must be imposed. Each hazard that meets or exceeds
the threshold specified by the MA shall be entered on the log when first identified, and each action
taken to eliminate the hazard or reduce the associated risk thoroughly documented. The MA will
detail the procedure for closing-out the hazard, or acceptance of any residual risk. The hazard log

may bn r‘nmlmnnfnd apd de!x“u:rntl aa gnﬂ of uh% aystem safety progress an‘mmn'-:’y ugi. ner n" QAW
80105A, System Safety Program Progress Report, or it can be included as part of an ov mll program

engi neermg/management report.

50.1.7 System Safety Progress Summary (Task 107). The system safety progress summary

provides a periodic written report of the status of system safety engineering and management
activities. This status report may be submitted monthiy or quarteriy It can be formatted and

delivered according to DI-SAFT- 80105A, System Safety Program Progress Report, or it can be
included as part of an overall program engineering/management report.

50.2 Task Section 200 - Design and Inteesration.

50.2.1 Preliminary Hazard List (Task 201). The PHL provides to the MA a list of hazards that
may require special safety design emphasis or hazardous areas where in-depth analvses need to be
done. The PHL may be reqm'red as part of the bidder's response to an RFP. The MA may use the

vy

result.s of the t’nb to determine hazards assoclat.ea with the proposea concept, system satety
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may be obtained using DI-SAFT-80101A, System Safety Hazard Analysis Report.

50.2.2 Preliminarv Hazard Analysis (T'ask 202).

50.2.2.1 PHA is, as implied by the title, the initial effort in hazard analysis during the system
design phase or the programming and requirements development phase for facilities acquisition. It
may also be used on an operationa'l system for the initiai examination of the state of safety The
purpose of the PHA is not to affect control of all risks but to fully recognize the hazardous states

with all of the accompanying system implications.

50.2.2.2 The PHA effort should be commenced during the initial phases of system concept, or in the
case of a fully operational system, at the initiation of a safety evaluation. This will help in the use
of PHA results in tradeoff studies which are so important in the early phases of system development
or, in the case of an operational system, aid in an early determination of the state of safety. The

output of the PHA may be used in developmg system satety reqmrement.s and in prepanng
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wne rnﬂ is the basic hazard analyels which

perfo ormance and design specifications. In additio

50.2.2.3 The PHA should include, but not be limited to, the following activities:
a. A review of pertinent historical safety experience.

b. A categorized listing of known hazards.
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d. Identification of the safety requirements and other regulations pertaining to personnel

safety, environmental hazards, and toxic substances with which the system will have to
comply.

e. Recommend corrective actions.

50.2.2.4 Since the PHA should be initiated very early in the planning phase, the data available to
the analyst may be incomplete and informal. Therefore, structure the analysis to permit continual
revision and updating as the conceptual approach is modified and refined. As soon as the
subsystem design details are complete enough to allow the analyst to begin the subsystem hazard
analysis in detail, terminate the PHA. Provide the analyst performing the PHA with the following
reference input information:

_ o 1 _a_ L . F. S, Aoa A L ALl o mcembmian o) el d e Ve b L AL
a. Design sketches, drawings, and data describing the system and subsystem elements for the
vamare annsantiial anneranshae nndar snnetdaratinn
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b. Functional flow diagrams and related data describing the proposed sequence of activities,

functions, and operations, involving the system elements during the contemplated life
span.

At PR PSS, PR ot Y i Yt P SR PR YN o i o e e
testing, manufacturing, storage, repair, and use locations and safety related experiences
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50.2.2.5 The techniques used to perform this analysis must be carefully selected to minimize
problems in performing follow-on analyses. The PHA may be documented as outlined in DI-SAFT-

80101A, System Safety Hazard Analysis Report. There are several formats that can be used. Some
of these are:
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50.2.2.5.2 Matrix format. The matrix format (also called tabular or columnar) is the most
commonly used approach for performing and documenting a PHA. There are numerous varieties of
PHA matrix formats in use, most of which are fairly similar.

50.2.2.5.3 Other formats. The format used should be tailored to reflect the nature of the system to
be analyzed, the extent of information about the system and the planned use of the analysis output

data. The analyst must determine which can job most effectively. The use of system safety
design checklists, such as Air Force Materiel Cor_nm_nd_ Design Handbook 1-X, in the performance

50.2.3 Safety Requirements/Criteria Analysis (Task 203). In the early system design phase, the
contractor shall anticipate the system design, including likely software control and monitoring
functions, safing systems, etc., to determine the potential relationship between system level
hazards, hardware elements and software control, monitoring and safety functions. From this
analysis, the contractor shall develop design requirements, guidelines and recommendations to

eliminate or reduce the risk of those hazards to an acceptable level. In addition, generic
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requirements documents shall be examined and the applicability of the design requirements
determined and included in the analysis. During the system requirements analysis and functional
allocation phases, the contractor shall analyze the system and software design and requirements
documents to refine the identification of potential hazards associated with the control of the system,
safety critical data generated or controlled by the system, safety critical non-control functions
performed by the system, and unsafe operating modes for resolution. The Safety Requirements/
Criteria Analysis is substantially complete by the time the allocated baseline is defined. The
requirements are developed to address hazards, both specific and non-specific, in hardware and
software. While the development of requirements is generally intended to be part of the PHA, often
this aspect i not accomplished and the SRCA is directed specifically at this. In addition, the PHA
does not lend itself to the inclusion of design requirements that are not related to an identified
hazard. The SRCA can be documented using DI-SAFT-80101A, System Safety Hazard Analysis
Report.

50.2.3.1 The MA must define acceptable levels of risk; however, if this has been defined in tailoring
another task for the program, it is not necessary to repeat it here.

50.2.3.2 The MA must provide the who, what, when, and where of the review support required.

50.2.3.3 The MA may require the use of more than one type of hazard assessment particularly
when examining software requirements.

50.24 Subsystem Hazard Analysis (Task 204).

50.2.4.1 This task would be performed if a system under development contained subsystems or
components that when integrated functioned together as a system. This analysis looks at each
subsystem or component and identifies hazards associated with operating or failure modes and is
especially intended to determine how operation or failure of components affects the overall safety of
the system. This analysis should identify necessary actions, using the system safety precedence to
determine how to eliminate or reduce the risk of identified hazards.

50.2.4.2 As soon as subsystems are designed in sufficient detail, or well into concept design for
facilities acquisition, the SSHA can begin. It should be updated as the design matures. Design
changes to components will also need to be evaluated to determine whether the safety of the system
is affected. The techniques used for this analysis must be carefully selected to minimize problems in
integrating subsystem hazard analyses into the system hazard analysis. The SSHA may be
documented as outlined in DI-SAFT-80101A, System Safety Hazard Analysis Report.

50.2.5 System Hazard Analysis (Task 205).

50.2.5.1 A SHA is accomplished in much the same way as the subsystem hazard analysis. However,
as the SSHA examines how component operation or failure affects the system, the SHA determines
how system operation and failure modes can affect the safety of the system and its subsystems. The
SHA should begin as the system design matures, around the preliminary design review or the
facilities concept design review milestone, and should be updated until the design is complete.
Design changes will need to be evaluated to determine their effects on the safety of the system and
its subsystems. This analysis should contain recommended actions, applying the system safety
precedence, to eliminate or reduce the risk of identified hazards.

50.2.5.2 Specifically, the SHA examines all subsystem interfaces and interfaces with other systems
for:
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a. Compliance with safety criteria called out in the applicable system/subsystem
requirements documents.

b. Possible combinations of independent or dependent failures that can cause hazards to the
system or personnel. Failures of controls and safety devices should be considered.

¢. How normal operations of systems and subsystems can degrade the safety of the system.

d nnmvn changes to system subsvstems, or interfaces, ]ggic’ and software th

Sa. SREAP VY Vv W JUVVALLy Dmasw) SVo Ay PasTvaRd

new hazards to equipment and personnel.

The techniques used to perform this analysis must be carefully selected to minimize problems in
integrating the SHA with other hazard analyses. The SHA may be documented as outlined in DI-
SAFT-80101A, System Safety Hazard Analysis Report.

50.2.6 Operating and Support Hazard Analysis (O&SHA) (Task 206).

50.2.6.1 The O&SHA is performed primarily to identify and evaluate hazards associated with the
environment, personnel, procedures, and equipment involved throughout the operation of a
system/element. The O&SHA may be performed on such activities as testing, installation,
modification, maintenance, support, transportation, ground servicing, storage, operations,
emergency escape, egress, rescue, post-accident responses, and training. The O&SHA may also be
selectively app'lied to facilities acquisition projec‘cs to make sure operation and maintenance

PN P Sop e o Addwan afate and
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50.2.6.2 The O&SHA effort should start early enough to provide inputs to the design and prior to
system test and operation. The O&SHA is most effective as a continuing closed-loop iterative
process, whereby proposed changes, additions, and formulation of functional activities are evaluated
for safety considerations, prior to formal acceptance. The analyst performing the O&SHA should
have available:

o
ae

b. Draft procedures and preliminary operating manuals.

-

c. PHA, SSHA, and SHA reports.

d. Related requirements, constraint requirements, and personnel capabilities.
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f. Lessons learned, including a history of mishaps caused by human error.

50.2.6.3 Timely application of the O&SHA will provide design guidance. The findings and
recommendations resulting from the O&SHA may affect the diverse functional responsibilities
associated with a given program. Therefore, exercise care in assuring that the analysis results are
properly distributed for the effective accomplishment of the O&SHA objectives. The techniques
used to perform this analysis must be carefully selected to minimize problems in integrating
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ty Hazard Analysis Report.
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supplement the hazard analysis obtained under DI- SAFT-80101A. For small developmen
programs or nondevelopmental item acquisitions, the SAR may be used as the only formal

documentatlon of safety program activities’hazard assessment.

PARAGRAPH PHL PHA SR/CA SSHA SHA O&SHA
Task 201 | Task 202 | Task 203 | Task 204 | Task 205 | Task 206
10.3.1 Yes Yes Yes Yes Yes Yes
10.3.2 Yes Yes Yes Yes Yes Yes
10.3.3.a Yes Yes Yes Yes Yes Yes
10.3.3.b(1) Yes
10.3.3.(2) Yes
10.3.3.6(3) Yes
10.3.3.b(4) Yes
10.3.3.6(5) Yes Yes Yes
10.3.3.6(8) Ves
10.3.3.b(7)X a) Yes Yes
10.3.8.(7Xb) Yes Yes Yes
10.3.3.6(8) ,,, i _ Yes
10.3.3.b(9) Yes Yes Yes Yes
10.3.3.6{10) Yes Yes Yes Yes
10.3.3.6(11) Yee Yes Yes Yes Y. Y
10.3.3.b(12) Yes Yes Yes Yes
10.3.3.b(13) Yes Yes Yes Yes Yes
10.3.3.b(14) Yes Yes |  Yes Yes _
10.3.3.b(15) Yes
SAMPLE TAILORING GUIDE

50.2.8 Health Hazard Assessment (Task 207).

50.2.8.1 The first step of the health hazard assessment (HHA) is to identif’y and determine

quantme of potennale hazardous matenals Ol‘ physncal agents (norse ramatlon heat stress,
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if possi t} equency of exposure involved. The ﬁ_m_i step would include
omorat:on mto the desxzn of t.he svstem and its logistical support equi nt/facilities cost
eﬁ’ectwe controls to eliminate or reduce exposures to acceptable levels. ’I‘he life cycle costs of

required controls could be high and consideration of alternative systems may be appropriate.
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50.2.8.2 The information collected by this tagk will make decision authorities aware of the actual or

potential health hazards of a system d t.hen- impacts so that knowledgeable decisions regarding
possible tradeoffs can be made.

50.2.8.3 The following factors associated with the system and the logistical support required to
operate and maintain the system should be considered:

a. Quantity, sources, nature, physical state, and toxicity and other hazards of materials.
b. Routine or planned uses and relegse of hazardous materials or physical agents.

c. Accidental exposure potentials and the projected severit;y of those exposures.

d. Hazardous waste generated.

e. Hazardous material handling, transfer, transportation, and disposal requirements.

f. Protective clothing/equipment needs.

g. Detection and measurement devices required to quantify exposure levels.

h. Number of personnel potentially at risk.

i. Engineering conirols that could be used, such as isolation, enclosure, ventilation, noise or
radiation barriers, stc
50.2.8.4 Reference quantities used in evaluating hazardous materials will include the following:
a. Acute health hazard rating based on threshold limit values (TLV), permissible exposure
limits (PEL), recommended exposure limits (REL), and lethal dose (LD) limits.
b. Chronic health hazards affecting general health, reproduction, and mutagenic and

c. Carcinogenic materials.
d. Contact hazard based on eye and skin exposure data.

e. Flammability hazards using flash point data.

etandarde
Langaras.

Y

50.2.8.5 To define the acceptable level of risk for health hazards, the MA should require use of
chemical substance and physical agent exposure limits found in appropriate regulations and
directive documents, or contact a qualified health professional. For hazardous substances or agents
with unspecified exposure limits the contractor must provide the rationale for acceptable risk

criteria used for the HHA. The HHA may be documented using DI-SAFT-80106A, Health Hazard
Assessment Report.

50.3 Tack Soction 200 - Dacion Fvaluation
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50.3.1 Safety Assessment (Tagk 301) The safety assessment, as outiined in the task, can be
written by following DI-SAFT-801024, Safety Assessment Report. The importance of this report is
that it tells the user or the test team of all the residual unsafe design or operating characteristics of

o thaoa
WiECA AT (-3
the system. It also attempts to quantify t

controls, inhibits, or safety procedures. Thi‘s k;s also good for the evaluation of
nondevelopmental items.

50.3.2 Test and Evaluation Safety (Task 302). This task provides needed contractor management
activities to make sure all test safety requirements are met prior to and auring tesﬁng Early
planning for test and evaluation must be done to consider testing milestones that will require

PR LR T _ .3 = o WL A S . __A_ - PR, | SN S -d
certain hazard analyses, range or laboratory requirements that may require specially formatted
assessments, review of test documents, ete.

50.3.2.1 The MA must provide the contractor information on any special system safety

requirements dictated by the test or laboratory facility that will ‘be used. The MA should contact
the selected range(s) and laboratory(ies) to determine and coordinate contract requirements.

50.3.2.2 The MA must identify any test and evaluation review meetings that the contractor system
safety office needs to participate in or support. Again, coordination with the selected facility is
necessary.

50.3.2.3 The MA can stipulate which hazards must be remedied. The program's hazard risk index
or other risk management tool may be used to guide contractor actions. Catastrophic and critical
hazards are "built into" the task, yet the MA can delete, modify or add to this requirement by
tailoring the task in the SOW.

e
is/SPRs to the enst.lng
assessed for any

possible met impacts to the system. Often, correction of a deficiency will initroduce other
deficiencies, such as new hazards or increased risk from existing hazards, which may be overlooked
This tagk is designed to prev_.nt tbaf occurrence by requiring contractor system safety engineers to
examine each ECP/SCN/SPR or request for deviation/waiver, and investigate all conceivable ways

the change or deviation could result in an additional hazard(s).

50.3.3.1 The task requires that the MA be notified if the ECP/SCN/SPR or request for
deviation/waiver decreases the existing level of safety. The MA should specify the criteria for
determining if notification is necessary and the methodology for making notification.

50.3.3.2 The number of Ps/SCNs/SPRs par &8s 11 a given PIogram may arge.
The MA can specify that the task annlies to Class I changes only
Lthe MA can specify that the task apphes to LUlass 1 changes only,

50.3.3.3 This task may be documented using DI-SAFT-80103A, Engineering Change Proposal
System Safety Report, and DI-SAFT-80104A, Waiver or Deviation System Safety Report.

50.4  Task Section 400 - Compliance and Yerification.
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ete., will need to be verified by analysis, inspection, demonstration, or test. Also, during design and
development, hazard analyses will identify hazards that will be removed through redesign, controls,
safety devices, etc. Imposition of these changes will require verification. Task 401 outlines how

safety verification should be performed.

50.4.1.2 Much of the safety verification will be outlined in system/subsystem test pians and
procedures However, for verification of risk control actions taken on hazards identified during

........ R LY PP Oy PRy S Rpipigt P ~n = ~fnber dncbo manew ha dAAa nnéad an
development, special test plans/procedures will be needed. Safety tests may be documented and
reported using DI-SAFT-80102A  Safety Assessment Regcrt, or they may be included in the

50.4.2.1 A safety compliance assessment is conducted to verify the safe design of a system and to
obtain a comprehensive evaluation of the safety risk being assumed prior to test or operation of a
system. It can be documented by following DI-SAFT-80102A, Safety Assessment Report. Itis an

operationally oriented analysis, concerned with the safe use of a system, equipment, or facility. A
safety compliance assessment is, therefore, broad in scope, covering almost every aspect of the
system, but relatively general in nature, delving into detail only to the extent necessary to verify

the system's safety or ascertain the nsks and precautions necessary for its safe use. A safety
compliance assessment may be the only analysis conducted on a program or it may serve as a pre-
test or pre-operational safety review, integrating and summarizing operational safety
considerations identified in more detailed hazard analyses.

50.4.2.2 A safety compliance assessment may be the only analysis conducted on a relatively low
safety risk program. The low rigk can result from several different factors. The system may be an
integration of primarily nondevelopmental items involving little or no new design. It may be a
system which is low risk by nature of its technology or complexity. Compliance with federal,
military, national, and industry specifications, standards, and codes may be sufficient to make sure
of the basic safety of the system. A safety compliance assessment may also be conducted on higher
saf'ety risk systems such as research or advanced deveiopment projecis, where the higher risks
must be accepted, but for which safe operation is still required and the risks must be recognized and
reduced to acceptable levels.

50.4.2.3 This assessment may be conducted during any phase of system development. It should be
started as soon as sufficient information becomes available. For example, evaluation of equipment
should begin with the design of equipment components or with the receipt of equipment
specifications from a subcontractor or vendor. The analysis can also be tailored in the SOW to meet
the particular needs of a program.
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a. Iden’ciﬁ cation of appropriate safety standards and verification of system compliance.
Standards may be specified by the procuring agency in a specification or other contractual
document. ’Hns does not preclude the contractor from identifying additional standards which are
appropriate. The contractor should also review available historical safety data from similar systems.
Verification may be achieved by several methods, including analysis, use of checklists, inspection,
test, independent evaluation, or manufacturer's certification.

b.  Analysis o rd y
equipment in full compliance with appropnate standards, may contain hazards resultmg TOM
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unique uses, interfaces, installation, etc. Another facet of this assessment is to identify, evaluate,
and eliminate any such "residual” hazards or reduce their assoaiatad risks to acceptable levels. To
accomplish this, the assessment should incorporate the scope and technigues of other hazard
analyses to the detail necessary to assure a onably safe system. Completed analyses conducted
on the system may be attached to the assessment report if so directed by the MA.

c. Identification of specialized safety requirements. The above analysis should lead to safety
design features and other necessary precautions. The contractor should identify all safety
precautions necessary to safely operate and support the system. This includes applicable
precautions external to the system or outside the contractor’s responsibility. In order to ensure
compieteness of the amﬁysis, the govemment must provide detaiied information to the contractor

o hawa ¢a ha

§
on interfaces to non-contractor provided equipment. For ummpw, hazard risk may have to be

controlled by specialized safety equipment and training because the contract does not allow for

redesign or modification of off-the-shelf equipment, or the contractor may not be responsible for
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providing necessary emergency lighting, ﬁre protection, or personal safety equipment.

d. Identification of hazardous materials and the precautions and procedures necessary for the
safe handling of the material.

50.4.3.1 Hazard Classification. For Department of Defense programs, the actual detailed test
requirements are contained in the document entitled, "Department of Defense Explosives Hazard
Classification Procedures” (Air Force TO 11A-1-47, Army TB 700- 2; Navy NAVSEAINST 8020.8,
Defense Logistics Agency DLAR 8220.1). Some services may require approval of the test program
by a semce saiety authonty if 1t devmhes trom the mqmred test senes or envxronments. u1 SAFT-

NN T adlac L ___

contrucw'r Each organization will follow uu’:‘xii‘ regulations for processing the information for
interim or final hazard classification. The managing activity (MA) must ensure that the data
requeste d wil_] be sufficien t,o qt.abh h the lnt.e, m or ﬁna_ hazard glagsiﬁgm_:jon, or hazard

requirements vary with each program, therefore, preparat.)on instructions must be tailored by the
contract data requirements list (CDRL) to reflect the specific requirements of the program.

i s T -
b

Charactenstics. Army orgamzatmns will reqmre additional information on the

charactenstics of exp‘loswe items an d should therefore use a special DID being developed by the
sen 42

11 LIUD ¢

50.4.3.3 This task only asks data to be generated or compiled

or new or modified ammunition or

explosives. For' standard items of ammunition or explosives, hazard characteristics are generally
available. Standard items refer to commodities and related materials, components, and assemblies
that have been involved in type classification or final qualification actions. Data on these standard

items are not required.

P e ——

50.4.3.4 The MA should contact their GIDEP representanveq to assure that they will receive copies
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50.4.3.5 The MA shall prepare the CDRL to require that the data package will be prepared and
forwarded through the procurement agency, in sufficient copies, to arrive at the appropriate hazard
classification authority at least 90 days prior to shipment of the first unit. For interim
classifications, two complete copies to the Service or DLA authority (or designee) are sufficient. For
final classification, six copies to the Service or DLA Headquarters authority are required.

TMertnmiern Mudnneman MHanaan 1 Qreemnn Pndn (Madle ANAY Mhin bank ia wna A bn ahbad
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ag

ordnance dlsnosal techmcal manuals. and to develon emloswe ordnanoe dxsnosal resnonse
procedures to accidents/incidents that occur during testing or transportation. The data includes
preliminary render safe procedures, data on hazards, functioning, and recommended tools. The
Naval Explosive Ordnance Disposal Technology CenterNAVEODTECHCEN), Indian Head, MD
will assist in establishing quantities and types of assets required.
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safety data to gatisfy the Miggile System Prelaunch Safety Package (MSPRP) requirements of

ESMCR 127-1, and the Missile Svst.em Ground Safety Approval Package (MSGSAP) requirements
of WSMCR 127-1. It is mandatory for use when approval is required for operations involving the
Space Transportation System (STS), or a Major Range or Test Facility Base. The MRAR certifies
that all program safety requirements, including those imposed by operating site and launch vehicle
agencies have been met Data requjrements can be generated by Tasks 107, 202, 203 204 205

l.._‘.... P TR Py NP al o Pps Pen
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50.5.1 The Mishap Risk Asgessment Renort (MRAR) must be tailored to the spacifie acquigition,
preparation instructions, therefore, the CDRL should specify only applicable paragraphs of this
DID. The MRAR for STS is approved through the safety review process defined in SDR 127-8 Vol.
I. For all other programs, approval will be in accordance with applicable contractual safety
requirements. For expendable launch vehicles (ELV's) and for payloads flying on ELV's, the safety
review process is defined in SDR 127-8 Vol. II.
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60.

60.1 M;mnmdﬁemmmnnn The system safety effort will support the justification for

starting new major syste tifying safety deficiencies in existing or projected capability and
g

by identifying -ppgmgies fo_ sys_eg safet m improve mission canabxhtv or reduce life cycle

60.2 . . xees
0 ' efin
oysr.em safety tasks applicable to the concept exploration/programming and requirements
development phase are those required to evaluate the alternative system concepts under
e t

consideration for development and establish the system safety programs consistent with the
identified mission needs and life cycle r umrementa System safety tasks will include the following:

a. Prepare an SSPP to describe the proposed integrated system safety effort for the
concept exploration phase.

b. Identify applicable safety requirements documents.

¢. Evaluate all considered materials, design features, maintenance, servicing, operational
concepts, and environments which will affect safety throughout the life cycle. Consider
hazards which may be encountered in the ultimate disposition of the entire system, or
components thereof, or of dedicated support equipment, which encompasses hazardous
materials and substances.

d. Perform a PHL and/or a PHA to identify hazards associated with each alternative

COHCCPE

e. Identify possible safety interface problems including pro lems associate

eIt SIS SIS IR T ms

computer-eontrolled system functlons.

f. Highlight special areas of safety consideration, such as system limitations, risks, and
man-rating requirements.

h. Define the system safety requirements based on past experience with similar systems,
generic requirements documents, and preliminary safety analyses.

i. Identify any safety design analysis, test, demonstration and validation requirements.

k. Prepare a summary report of the results of the system safety tasks conducted during
the program initiation phase to support the decision-making process.

B-1
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Tailor the system satel:y program for the subsequent phases of the life cycle and include

detailed requirements in the appropriate demonstration and validation phase

e e Yo R mwm
contractual documents,

Demonstration and validation/Concept design phase. System safety tasks during the

demonstration and validation/concept design phase will be tailored to programs ranging from
extensive study and analyses through hardware development to prototype testing, demonstration
and validation. System safety tasks will include the following:

a.

®

]

2 _a_ ad _ OO A

Prepare or update the SSPP to describe the proposed integrated system safety effort
planned for the demonstration and validation/concept design phase.

Participate in tradeoff studies to reflect the impact on system safety requirements and
risk. Recommend system design changes based on these studies to make sure the
optimum degree of safety is achieved consistent with performance and system
requirements. For munitions or systems involving explosive items, this will include

explosive ordnance disposal (EOD), and demilitarization and disposal design
considerations.

Perform or update the PHL and/or the PHA done during the concept
exploration/programming and requirements development phase to evaluate the
configuration to be tested. Prepare an SHA report of the test configuration considering
the planned test environment and test methods.

Establish system safety requirements for system design and criteria for verifying that
these reqmremem.s have been met. Identify the requirements for inclusion in the

PR Y PP PR Pty v

appropriateé speciicauons.

Perform detailed hazard analyses (SSHA or SHA) of the design to assess the risk
involved in test operation of the system hardware and software. Obtain and include
risk assessment of other contractor's furnished equipment, of nondevelopmental, and of
all interfacing and ancillary equipment to be used during system demonstration tests.
Identify the need for special tests to demonstrate/evaluate safety functions.

T2 al2l. acdin_)l caccd e mmd cocamhline vmadiindinn & 3
Identify critical parts and assemblies, production techniques, assembly procedures,
facilities, testing, and inspection requirements which may affect safety and will make

(1) Adequate safety provisions are included in the planning and layout of the
production line to establish safety control of the demonstration system within the
production processes and operations.

17> SR U P S S UL L B PR R U SU P V., bacdo sacnaadicaas and
\4) Adequiate sarely provisions are mcijuuea in lnspecuunb, L85Ls, proceaures, ana
checklists for quality cantre! of the emzipme... being g manufactured so that safety

(3) Production and manufacturing control data contain required warnings, cautions,
and special safety procedures.

(4) Testing and evaluation are performed to detect and correct safety deficiencies at
the earliest opportunity.

B-2
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(5) Minimum risk is involved in accepting and using new design, materials, and
production and test techniques.

Establish analysis, inspection and test requirements for nondevelopmental items or
other contractor-furnished equipment (hardware, software, and facilities) to verify that

Perform operating and support hazard analyses of each test, and review all test plans
and procedures. Evaluate the interfaces between the test system configuration and
personnel, support equipment, special test equipment test facilities, and the test
environment durmg assembly, checkout, operation, foreseeabie emergencies,
msassemmy d/or r.ear-aown of the test configuration. Make sure hazards identifie

s minimizad. Tdantife ¢
S DOANIINIZ AGEeNIY Wi

® t:l.

Review training plans and programs for adequate safety considerations.

Review system operation and maintenance publications for adequate safety
considerations, and ensure the inclusion of applicable Occupational Safety and Health
Administration (OSHA) requirements.

= | PR N el Y it Lo o icnba calndbe anmatAamodiano - Qv
Review logistic support publications for adequate safety considerations, and ensure the
inclusion of applicable US Department of Transportation (DoT), US Environmental

Evaluate results of safety tests, failure analyses, and mishap investigations performed
during the demonstration and validation phase. Recommend redesign or other
corrective action (this subparagraph does not apply to the facility concept design
phase).

AV 4 e e rea e aoe L S o d e e S mnee b d Snda ble o mcrmb Ao

Make sure system safety requirements are incorporated into tne system
specification/design document based on updatsd system safety studies, analyses, and
tests.

Prepare a summary report of the results of the system safety tasks conducted during
the demonstration and validation/concept development phase to support the decision-
making process.

ey

P for the fuli-

Identify safety requirements that may require a waiver or deviation during the system
life cycle.

Mmmmmnmmmdmmmﬂummwa&ﬂ To provide support to

engineering program, the system safety tasks during the full-scale engineering
7. S0 I DEPE U SpNpIPreY | IR-PUIUE TONY DS TR J) & DI SR
1/IINndi UesSIgIl prnase 111 111iuae vne lUllUWIll5
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hase. Continue effective and timelv imnlementation of the SSPP durine facilitv final
. Continue effective and fimely 1implementation of the SSPP durnng facibty final

Review preliminary engineering designs to make sure safety design requirements are
incorporated and hazards identified during the earlier phases are eliminated or the
associated risks reduced to an acceptable level.

Update system safety requirements in system specification/design documents.

Perform an O&SHA for each test, and review all test plans and procedures. Evaluate
the interfaces between the test system configuration and personnel, support equipment,
special test equipment, test facilities, and the test environment during assembly, check-

out, operations, foreseeable emergencies, msassembly, d/or tear-down of the test
A2 _a'_ . wAE_ Y _ ______ L .__ __ ¥ _ 3 __a°f~_3L._.  ____V_____ __2a__a_ __. _N__>__i_3 __
CONIIZUrar1oln. lviake sure nazaras ijaentinea b analy es ana e are einminaveqa or
thaoir nsonniatad maol anntrallad TAantifuo tha naad far cnamsmial tactc tn damnanctrata ar
UWITII ADOVVIAGVOU 1100 VUIAVIL VIIT W, AUUTLIIV IJ AU ITTWU AV Opv\a‘ﬂl VODLWO VW WUILMUVRIWOVI AW Vi
verify system safety functions. Establish analyses, inspection, and test requirements

for other contractors’' or nondevelopmental items (hardware, software, and facilities) to
verify prior to use that applicable system safety requirements are satisfied.

Participate in technical design and program reviews and present results of the SSHA,
SHA and/or O&SHA.

) P PUSYEY. i GRS YOS IRy . SRR JP Gy Sy ¥ o L¥ I, [N SU I SRR G O. ey
1aeniury ana evaljuale e 11ecis U1 suwrage, sneli-ile, putrapging, vransporuauon,
andling tact anavatinn and maintanansa nan tha cafatv nftha cuctam and itc
QaanaGaing, wsy, Uporacvitii, aliG Miaiiiteiialict Uil uil saily Ul L SYySLCIix aiiu iw

components.

Evaluate results of safety testing, other system tests, failure analyses and mishap
investigations. Recommend redesign or other corrective action.

Identify, evaluate, and provide safety considerations or tradeoff studies.
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Review appropriate engineering documentation (drawings, specifications, etc.) to make
sure safety considerations have been incorporated. Also ensure that drawings for
safety critical parts/items are properly marked.

Review logistic support publications for adequate safety considerations, and ensure the
inclusion of appiicabie DoT, EPA, and OSHA requirements.

Preoe) aadominany nf anfotey and wamning daviasas ifa it amesimeiaemd a;mAd ma—maa
veril LIIC aucyualy vl Saiol &Il wal lllllb UcCVvILED, 11T Suppulr t‘:qulplucllb dallu pﬁ[bUllul
nrotacrtive eguninment
protecluive equpment

Identify the need for safety training and provide safety inputs to training courses.
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0. Provide system safety surveillance and support of test unit production and of pianning

hel

£

for fuli-scale produc‘m'on and dep'loyment. Iden‘tify critical parts and assemblies,
production techniques, assembly procedures, facilities, testing, and inspection
requirements which may affect safety and will make sure:

—~
-t

Adequate safety provisions are included in the planning and layout of the

pro ductmn line to establish safety control of the demonstration system within the
production process and operations.

(2) Adequate safety provisions are included in inspections, tests, procedures, and
checklists for quality control of the equipment being manufactured so that safety
achieved in design is maintained during production.

(DY Dendicatiom an A v ansfiontiretin s »ra
(3) Production and manufacturing control data contain required warnings, cautions,
and special safsty procedures.

(4) Testing and evaluation are performed to detect and correct safety deficiencies at
the earliest opportunity.

(5) Minimum risk is involved in accepting and using new designs, materials, and
production and test techniques.

t 1t (whether or not an identifiable spare part or 7 lemshable
comnonent) when access to hazardous matena] will be required by personnel during
planned servicing, teardown, or maintenance activities, or in reasonably foreseeable
unplanned events resulting from workplace operations. Safety data developed in
SSHAs, SHAs, and O&SHAs, and summarized in SARs must also identify any hazards
which must be considered when the system, or components thereof, are eventualiy
demilitarized and suDJect, to disposal. This should inciude EOD requirements to render
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the results of the system safety tasks conducted during
develonment phase to support the decision-making process.
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Tailor system safety program requirements for the production and deployment phase.

60.2.4 Production and deplovment phase. As part. of the on-going system safety progmm the

system safety tasks dun'ng the productio

=
nl

deployment phase will include the following (This

pdragrdpn is not a‘ppncame to the facilities construction life cyc}e See p‘a‘ii‘ﬁg""‘ra'ﬁu 60.2.5):

a,

Identify critical parts and assemblies, production techniques, assembly procedures,
facilities, testing, and inspection requirements which may affect safety and will make
sure:
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(1) Adequate safety provigions are included in the planning and layout of the

produchon line to establish safety control of the system w1t.hm the production
process and operations.

(2) Adequate safety provisions are included in inspections, tests, procedures, and
checklists for quality control of the equipment being manufactured so that safety
achieved in design is maintained during production.

(4) Minimum risk is involved in accepting and using new designs, materials, and
production and test techniques.

Verify that testing and evaluation is performed on eariy production hardware to detect
and correct safety deficiencies at the earliest opportunity.

Porform O&SHASs of each test, and review all test plans and procedures. Evaluate the

A ans VWi TRVaAA Vo vy seeews s oV av 1Y wees Ywew presmass mmeetm SRR IT S v

interfaces between the test system configuration and personnel, support equipment,
special test equipment, test facilities, and the test environment during assembly,
checkout, operation, foreseeable emergencies, disassembly and/or tear-down of the test
configuration. Make sure hazards identified by analyses and tests are eliminated or
their associated risk reduced to an acceptable level.

Review technical data for warnings, cautions, and special procedures identified as

requirements in the O&SHA for safe operation, maintenance, servicing, storage,
packagmg, handling, transportation and chsposal.

Perform O&SHAs of deployment operations, and review all deployment plans and
procedures. Evaluate the interfaces between the system being deployed with
personnel support equipment, packagmg, facilities, and the deployment environment,
during transportation, storage, handling, assembly, installation, checkout, and

@
A e s d s ot +
demonstration/test operations. Make sure hazards identified by analyses are

eliminated or their associated risk is reduced to an acceptable level.

Review procedures and monitor results of periodic field inspections or tests (including
recall-for-tests) to make sure acceptable levels of safety are kept. Identify major or
critical characteristics of safety significant items that deteriorate with age,
environmental conditions, or other factors.

h o TN — cczadoda wad memnlernne b J A diflee ammer mmeer oo thhad s mnr ceamas P
Perform or update hazard analyses to identify any new hazards that may result from
design changses. Make sure the safety implications of the changes are considered in all
configuration control actions.

Evaluate results of failure analyses and mishap investigations. Recommend corrective
action.

Monitor the system to determine the adequacy of the design, and operating,
mamtenance and emergency procedures. Provide ass
n +
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k. Conduct a safety review of proposed new operating and maintenance procedures, or
changes, to make sure the procedures, warnings, and cautions are adequate and
inherent safety is not degraded. These reviews shall be documented as updates to the

Pl e o

U&oLlAS.

S

TN
Document hazardous con

di a
requirements for modified or new systems.

m. Update safety documentation, such as design handbooks, military standards and
specifications, to reflect safety "lessons learned.”

n. Evaluate the adequacy of safety and warning devices, life support equipment, and
personnel protective equipment.

60.2.5 Construction phase. As part of the continuing system safety program for facilities, the
system safety tasks for this phase will include the following:

a. Ensure the application of all relevant building safety codes including OSHA, National
Fire Protection Association, U.S. Army Corps of Engineers, Naval Facilities
Engineering Command, the DOD Contractors’ Safety Manual for Ammunition and
Explosives, and other facility related safety requirements.

o
@]

c. Review equipment installation, operation, and maintenance plans to make sure all
design and procedural safety requirements have been met.

d. Continue the updating of the hazard correction tracking begun during the design
phases.

[

Evaluate micshans or o
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other losses to determine if thav were the
deficiencies or oversight.
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result of 8
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f. Update hazard analyses to identify any new hazards that may result from change
orders.

deployment phase, the system safety tasks during this phase should be .ccused on a maturing
system or facility that may require medifications, service life extension and, ultimately, disposal.
These task include the following:

a. Evaluate results of failure analyses and mishap investigations. Recommend corrective
action.

b. Update hazard analyses to reflect changes in risk assessments, and to identify any new
hazards, based on actual experience with the system or facility. Make sure the safety
implications of the changes are considered in all configuration control actions.

Undate sgf

L S 1eL)

specificatio to ﬂec fty 'Iessons learned
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critical characteristics of safety significant items that deteriorate with age,
environmental conditions, or other factors.

e. Monitor the system throughout the life cycle to determine the adequacy of the design,
and operating, maintenance, and emergency procedures.
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g. Review and update disposal plans and analyses.

60.3  System safety program requirements for other acquisitions. For programs that do not
follow the standard system life cycle phases outlined in the previous paragraphs, the responsible
activity must carefully integrate the requirements of this standard into the acquisition process
bemg used. Although different, facilities, ship construction, and certain major one-of-a-kind
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60.4  System safety requirements for technology development. Consider system safety during
development of technology. System safety concerns should be identified and documented and
guidelines developed for the technology. This documentation will provide the system safety
background data necessary should a decision be made to implement the technology within a system

Adavalanmant nraoram
UT VCIVPLIICIIV pivg il

60.5  System safety for nondevelopmental items. The procurement of a nondevelopmental item
or commercial operational support or maintenance of such an item poses potential problems for the
MA. These problems usually result from the fact that the item was built to commercial standards
and may not satisfy every mission requirement of the procuring activity. Also, since the item
already exists, the MA cannot change the design without grea‘tfly increasing the cost. Size of the

program and planned procurement time may severely limit the scope of the system safety program

and require skillful, creative tailoring of the system safety program. A small NDI program may
only require the use of Tasks 101 and 301, while the MA may add Tasks 102, 105 and 203 for larger

MATE AT B0 LD 2400 AV allU oYL, 22225 AAT WAL 2385 @R 2 &8ss V4, S LV 2VF &3y

programs. The following are additional NDI considerations:

60.5.1. Market investigation. It is suggested that the MA conduct a market investigation to
determine, among other things, to which safety or other appropriate standards the system was
designed. The MA must determine extent to which the item is certified or approved and what those

Cé?‘tiﬁéﬁtlﬁfls a ‘d approva}s mean nen compareu to mission requu‘emems 1ne rouowmg are some
hagin anoctiang that chanld ha snnalisdad 3 any mnarleat smcractioatina.
0aSiC QuUesSuGiis uial Siiduia o€ InciugGea 1ii any marksu investigawon:

b. Have any hazard analyses been performed? Request copies.

¢. What is the mishap history for the system? Request specifics.
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d. Are any protective equipment or actions needed during operation, maintenance, storage
or transport of the system? Request specifics.

e. Does the system contain or use any hazardous materials (to include radioactive
substances), have potentially hazardous emissions (such as from a laser), or generate
hazardous waste?

f. Are special licenses or certificates required to own, store or use the system?

These investigations can be provided to both producers and user of the system under consideration.

60.5.2 Hazard assessment. A safety assessment (Task 301) or safety compliance assessment (Task
ANO
SV v

) to gather detailed hazard infor

equired. Additional a alvses will b requi red lf t.h NDI i
eet mlhtarv reqmrements not otherwise covered. The modification and its
interfaces w1th, and the effects on or from, the item must be fully analyzed using Task 202, 204 or
205. The MA may also desire a review of operation support and maintenance activities through

Task 206. Hazardous materials must be addressed in the health hazard assessment (Task 207) or

safety assessment (Task 301) depending on the size and complexity of the system.

60.5.3 System safety proups. Requiring a system safety group (SSG) meeting early in the
program will help clarify system characteristics versus mission requirements and allow time to
address issues. An additional SSG can be used to assure satisfactory closure of issues and smooth
fielding of the svstem Periodic SSGs throuzh the remainder of the life cycle can be used to address

on gomg concerns and special issues.
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The contractor shall comply with the following requirements (as tailored by the MA) when
thic annandir ic callad aut in tha W
this appendix is called out in the SOW.

70.1  Unaccaptable/acceptable conditions.

70.1.1 Unacceptable conditions. The following safety critical conditions are considered
unacceptable. Positive action and implementation verification is required to reduce the risk to an
acceptable level as negotiated by the contractor and the MA.

a.

o

o

e.

QY a3l Liicaie cemne am danlae fanbramane wrhials
wlngie component iaiiure, COmmorn modae ialiurs, ouiinan errur, or Qesipll Icarures wilon
could cause a mishap of catastrophic or critical severity.

Dual independent component failures, dual human errors, or a combination of a

component failure and a human error involving safety critical command and control
functions, which could cause a mishap of catastrophic or critical severity.

Generation of hazardous ionizing/non-ionizing radiation or energy when no provisions
have been made to protect personnel or sensitive subsystems from damage or adverse
effects.

ackaging or handling procedures and characteristics which could cause a mishap for
which no controls have been provided to protect personnel or sensitive equipment.

Hazard level categories that are specified as unacceptable in the contract.

70.1.2 Acceptable conditions. The following approaches are considered acceptable for correcting
unacceptable conditions and will require no further analysis once controliing actions are
implemented and verified.

™

For non safety critical command and control functions; a system design that requires
two or more independent human errors, or that requires two or more independent

For safety critical command and control functions; a system design that requires at
least three independent failures, or three human errors, or a combination of three
independent failures and human errors .

Ot Xt Ll e ta Y cmmmimed meenee o mame e bles lendalladine ne mamn;m;man P,
Dys(.em aesl 1S WILCI [} luvely pruvenl. errors 11 ”WHIDIJ, mmnsuaiiacivil, ur ConnoLuviIn
which could result in a mishap.

System designs which positively prevent damage propagation from one component to
another or prevent sufficient energy propagation to cause a mishap.

System design limitations on operation, interaction, or sequencing which preclude
occurrence of a mishap.

4 b | . 4 N Ao A G, PR o . ~t e sis)a o A
System designs that provide an approved safety factor, or fixed design aliowance which
limit, to an acceptable level, possibilities of structural failure or release of energy
sufficient to cause a mishap
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g. System designs that control energy build-up which could potentially cause a mishap
(fuses, relief valves, electrical explosion proofing, etc.).

h. System designs in which component failure can be temporarily tolerated because of
residual strength or alternate operating paths so that operations can continue with a
reduced but acceptable safety margin.

i. System designs which positively alert the controlling personnel to a hazardous situation
for which the capability for operator reaction has been provided.

j. System designs which limit/control the use of hazardous materials.
70.2  Associate safety programs.

70.2.1 Industrial Safety and Hvgiene. The contractor shall conduct the system safety program so
that it supplements existing industrial safety and toxicology activities. This coordinated effort shall
assure that government equipment or properties being used or developed under contract are
protected from damage or mishap risk. When contractor owned or leased equipment is being used
in manufacturing, testing or handling of products developed or produced under contract, analysis
and operational proof checks shall be performed to show that risk of damage to those products has
been minimized through proper design maintenance, and operation by qualified personnel using
approved procedures. This standard does not cover those functions the contractor is required by
law to performn under Federal or State OSHA, DOT, or EPA regulations.

70.2.2 Operational site safety. The contractor system safety program shall encompass operational
site activities. These activities shall include all operations listed in the operational time lines,
including system installation, checkout, modification, and operation. Particular attention shall be
given to operations and interfaces with ground support equipment and to the needs of the operators
relating to personnel subsystems such as: panel layouts, individual operator tasks, fatigue
prevention, biomedical considerations, etc.

70.2.3 Facilities. The contractor shall include facilities in the system safety analyses activity.
Facility safety design criteria shall be incorporated in the facility specification. Consideration shall
be given to the test, operational, and maintenance aspects of the program. Identified requirements
will include consideration of the compatibility with standards equal to or better than those specified
by the most stringent of Federal, State, Local and DOD Occupational Safety and Health
Regulations. The test and operations safety procedures shall encompass all development,
qualification, acceptance tests and operations. The procedures will include inputs from the safety
analyses and will identify test, operations, facility, and support requirements. The procedures shall
be upgraded and refined as required to correct deficiencies identified by the system safety analyses
to incorporate additional safety requirements.

70.2.4 Range safety. Compliance with the design and operational criteria contained in the
applicable range safety manuals, regulations, and standards shall be considered in the system
safety analysis and the system safety criteria. System safety is concerned with minimizing risk to
on- or off-site personnel and property arising from system operations on a range.

70.2.5 Drone and Migsile system safety.
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Verification of system design and operational planning compliance with range or
operating site safety requirements shail be documented in the SAR or as otherwise
specified in the contract SOW and CDRL.

.dgh.t termi.n.atien =vstem ..emn\v with the
s e eir quirements are applicable to the
system d uring all ﬂtht nhases untl] vehxcle/payload act or orbital insertion. The

SAR or other safety report as specified in the CDRL shall include all aspects of flight
safety systems.
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The contractor's system safety representahve(s) ill be an integral part of the flight
evaluation and assessment team that reviews fi 1d/fi gm'. operamons to correct any

la/
identified deficiencies and recommend appropriate safety enhancements during the
V- 5 i/ RO Ny Oy . gy process
IIEIWIug perauuliil process
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80. DATA REQUIREMENTS FOR MIL-STD-882.

80.1 Data Item Correlation. Data item descriptions and the paragraphs of MIL-STD-882 where
their requirements are located are as follows:

L T U T AT
Task 101 N/A
Task 102 DI-SAFT-80100A
Task 103 DI-SAFT-80100A
Task 104 As per CDRL
Task 105 As per CDRL
Task 106 DI-SAFT-80105A
Task 107 DI-SAFT-80105A
Task 201 DI-SAFT-80101A
Task 202 DI-SAFT-80101A
Task 203 DI-SAFT-80101A
Task 204 DI-SAFT-80101A
Task 205 DI-SAFT-80101A
Task 206 DI-SAFT-80101A
Task 207 DI-SAFT-80106A
Task 301 DI-SAFT-80102A
Task 302 As per CDRL
Task 303 DI-SAFT-80103A
DI-SAFT-80104A
Task 401 DI-SAFT-80102A
Task 402 DI-SAFT-80102A
Task 403 DI-SAFT-81299
Task 404 DI-SAFT-80931
Multiple Tasks DI-SAFT-81300
NOTE: The latest version of each data item description required will be

1 exception has been granted for a follow-on contract.
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80.2  Data Item Description (DID) List.

a. DID's associated with this standard are the following:

COLXNNIN AW

Pt

DI-SAFT-80100A, "System Safety Program Plan.”

DI-SAFT-80101A, "System Safety Hazard Analysis Report.”
DI-SAFT-80102A, "Safety Assessment Report.”

DI-SAFT-80103A, "Engineering Change Proposal System Safety Report.”
DI-SAFT-80104A, "Waiver or Deviation System Safety Report.”
DI-SAFT-80105A, "System Safety Program Progress Report.”
DI-SAFT-80106A, "Health Hazard Assessment Report.”

DI SAFT-80931, "Explosive Ordnance Disposal Data."

DI-SAFT-81299, "Explosive Hazard Classification Data.”
DI-SAFT-81300, "Mishap Risk Assessment Report.”

b. DID's which may be applicable to your system safety program but are not linked directly
to this standard are as follows:

1

2.
3.

o

N

10.
11.

DI-ADMN-81250, "Conference Minutes.”" (May be used to acquire meeting minutes
for Task 104 or 105.)

DI-H-1327A, "Surface Danger Area Data”

DI-H-1329A "Accident/Incident Report” (May be used to support Task 101
requirements for mishap/incident alerting notification, investigation,
and reporting.)

DI-H-1332A, "Radioactive Material Data”

DI-HFAC-80938, "Noise Measurement Report”

DI-MISC-80043, "Ammunition Data Card.” (For those contracts which will require

shipment of explosive items to DoD facilities or locations.)

DI-MISC-80370, "Safety Engineering Analysis Report”

DI-R-7085A, "Failure Mode, Effects Criticality Analysis Report.” (May be used to

acquire the specific analysis technique report.)

DI-SAFT-80184, "Radiation Hazard Control Procedures”

DI-SAFT-81065, "Safety Studies Report”

DI-SAFT-81066, "Safety Studies Plan.”
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